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All your files have been encrypted!

Your documents, photos, databases and other important files have been encrypted with strongest encryption. you can return all your files if you want to restore files, write us to the e-mail:
Agent.DMR@protonmail.com

Only in c: 5| e ress withit 48 hou se Agent.DMR@aol.com
Ttis eres re: S S S ] e tion of your S ee & eys at more than one week. The price depends on how fast you write

Free decryption as guarantee

Before paying you can send us up to 1 fie for free decryption. The total size of fles must be less than 1Mb (non archived), and files should not contain valuable information. (databases,backups, large excel

sheets, etc.)

How to obtain Bitcoins

You can buy bitcoin from here:

Also you can find other places to buy Bitcoins and beginners guide here:

Attention!
« Do not rename encrypted fies.
« Using another tools could corrupt your fies, in case of using third party software we don't give guarantees that full recovery is possible so use it on your own risk.
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public start
start proc near

; FUNCTION CHUNK AT

call  sub_42CHES

jmj loc_42B16E sub_42C1E8 proc near
Start end  sp-ana o e, __security

; CODE XREF: startfp

ronkin

; Attributes: bp-based frame

Sliny e slaaslbuls 5l esle ! g LoadLibraryExW (‘SU 3l u)bé\dg S| wiles DMR J\J-A\GL{

s osleiu| GetProcAddress @U O 5 baalsuls 050 GU o B U P T O

push esi
push edi |
nou edi, BBBHDEGLER Isul:|_112[!1'5'll proc near 3 CODE XREF: sub_42C1E8:loc_42C2021p
E nov esi, BFFFFOO86h i L
L cnp ecx, edi ISyStEmTlmERSF119T1m9= _FILETIME ptr -BCh
’ jz short loc_ucomzvar_ % = dword ptr -4
test esi, ecx
] jnz short Loc 426228 push  ebp
f noy ebp, esp
flac a26202: : 5”3 ESE ;unt TineAsFileTine.duLowbateTine], &
[ an ebp+SystenTineAsFileTine .duLouDateTime],
I ;:il ig::hgglgm. lea eax, [ebp+SystenTimensFileTime]
{ cnp ecx, edi and [ebp+SystenTimeAsFileTime .dwHighDateTime], @
I jnz short loc 420214 ush eax i 1pSystenTimefsFileTime
1 nov ecx, BBBYOEGLFR | call  ds:GetSystemTimeAsFileTime
X jmp short loc 420277 nov eax, [ebp+SystenTimeAsFileTime.duHighDateTime]
. - xor eax, [ebp+SystemTimensFileTime.duLowDateTime]
! moy ebpruar 4], eax
E@@ loc 420214 . call ds: _1mp GetCurrentThreadId
h test  esi, ecx | xor ebp+uar 4], eax
jnz short loc 420229 jcall s:hetlurrentirocesslid |
or eax, 4711h | Xor ebprvar 4], eax

shl eax, 16h

Ailodd oo YU psead 53 i G 3 e 53 Ll g LU (5L wm@\j;

sub_42C198,

loc_435F4B: ; CODE XREF: sub_435F3C+9B}j
mov ebx, [edi]
[ebp+arg_( lea eax, ds-475898h[ebx#*4]
[ebp+arg_f nov esi, [eax]
sub_435F 3( nov [ebp+var_4], eax
ecx test esi, esi
ecx jz short loc_435F64
eax, eax cmp esi, BFFFFFFFFh
short loc_ jz short loc_435FD1
jmp short loc_435FCD
m loc_435F6h: ; CODE XREF: sub_43SF3C+1FTj
push [ebp+1pProcHame] ; 1pk nov ebx, ds:lpLibFileName[ebx*4]
%mhno( push 888h ; duFlags
E SiLetrroc rFess push a : hFile
Lest edx, eax push ebx ; 1pLibFileName
jz short loc_u436829 Jcall ds:LoadLibraryExl |
| ) mouv esl, eax
test esi, esi
] il = jnz short loc_435FBB
call ds:GetLastError
cmp eax, 57h
igﬁal‘%“g inz short loc_435FAB
L — push 7
_i push offset anpiMs ; "api-ms-T
_ _ push ebx
[l st = [l sl = call  sub_43FCES
mov ecx, eax add esp, BCh
xchg ecx, [edi] loc_436 test eax, eax
jmp short loc_43682D| (xor iz short loc_ 435FAB
| push esi ; duFlags
push esi ; hFile
- push ebx ; lpLibFileName
[l s = call ds:LoadLibraryExy
mov esi, eax
Tnr 43AAZD: jmp short loc_435FAD
4RY [3AI.TAAY NNNASANDE NNAIANND: aub 435FFA. - — oo oo DT
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push offset aStart ;I"start :
cnp eax, 6
jb short loc 4186A8
FEIE
cmp ecx, 18h
lea esi, [ebp+var_298] loc_4186A8:
lea eax, [edi+6] mov byte ptr [ebp+var_ZEE], 8
cmovnb esi, [ebp+var_298] lea ecx, [ebp+var_ 298]
nouv [ebp+var_ 288], eax push [ebp+uar_ZE8]
lea eax, [esi+edi] push [
push eax call sub_48CC18
call sub_42Dp3CcAa T
add esp, BCh nov ecx, dword ptr [ebp+var_2aB+h]
nou byte ptr [esit+edi+5], @ nouw eax, ecx
jmp short loc_4186C2 nov edi, dword ptr [ebp+var_2a0]
| suh eax, edi
¥ *— push 16h .
== push offset aReadThis_hta_2 ;I"\\'!"!‘! READ THIS ttt.hta"
cmp eax, 16h
jb short loc_418848
loc_W186C2:
lea eax, [ebp+var_268]
push eax
lea ecx, [ebp+var_ 298]
call sub_4B9238@
nov edx, [ebp+var_284]
now eax, edx
mov ecx, [ebp+var_288]
sub eax, ecx
push Bch
push offset aMshta_exe_@ ;I"\\m5hta.exe A I
cmp eax, BCh
jb short loc_418728

ad e 0L ) play pl 5l 25w 5 5 5l

*ZHbVAAAAAELFTKSuQMCC * ,27h, ' ><div class="',27h, "header',27h," ' ><div>all your °*
"files have been encrypted?</div><{/div><div class=",27h,"bold',27h, '>You"
'v documents, photos, databases and other important files have hee®

'n encrypted with strongest encryption. you can return all your F1°
'lass=",27h, "mark',2¥h, '>Agent .DMREprotonmail .com<{/span></div> <{div clas’
*s=",27h,'bold",27h, '>Wri‘Eg'FIF1'D'PTW'_:w|:]-_=|:t e-mail:<span class=',27h
*mark’ ,27h,'>",@
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db ‘H:v' L8

dhb "H:\v',8
db “A:vt,0 db ‘0:vc,0
db "B:\",8 db "P:\',B
db ‘C:\',8 db 0:vc,0
db 'D:vC,E db 'R:\',8
db ‘E:\',8 db 'Sy ,0
db "F:\",8 db 'T:\',@
db 'E:\',8 db ‘U:\',B
db ‘H:\",8 db 'U:vt,B
db "I:\",8 db "W:y',@
db "J:vt,8 db "H:v',0
db 'K:\",8 dh *¥:v',6
dh 'L:\",8 db “Z:%',8

G\J,s;_leetVolumelnformationA @U Loy el s sl aulin sy 5 3Lis, e Sl <=L<>5

push
push
push
push
push
push
1lea
mow
cmounb
push
push
call
mow
cmp
jb

a nFileSystemMameSize
a

a 1pFileSystemFlags

a

eCH 1pVolumeSerialHumber
1] ; nUolumeHameSize

eax, [ebp+lpRootPathHame]
[ebp+var_278], 24h

eax, [ebp+lpRootPathHame]

a ; 1pVolumeHameBuffer
eax ; lpRootPathHame
ds:hetUulumeInFurmatinnn

edx, [ebp+var_188]

edx, 168h

short loc_48DBAD

1pFileSystemMameBuffer

1pHMaximumComponentLength

S8

Sl Sl 5l g 45 ol s L ol 51 oot (s s 5 Waadigy I Il O 055

Me.l.humﬁ) J)‘jﬁcoMo)u‘éuuﬁjLéww‘)‘&i]ﬁjb dT)b)w)jj

Yy
il i =]
loc_UBF62F:
push edi
push eax
lea ecx, [ebp+var_2D4]
call sub_4BAC28
nou byte ptr [ebp+var 4], 1%h
mowv edx, dword ptr [ebp+var_2C4+L4]
mowv eax, edx
mov ecx, dword ptr [ebp+var_Z2C4]
sub Pax, PCX
push 8ch
push offset aRecycle bin ;I"$Hecycle.Bin"
cmp eax, BCh
jb short loc_48FG6G8C

q

2loy
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Brppat ool aily I3 ddw cdd s JALoM AppData ; Windows (ProgramData laas

= il s =

loc_405B46: loc_ 485959:

push edx push edx

push eax push eax

lea ecx, [ebp+var_2EC] lea ecx, [ebp+var_2D4]

call cub_4BAC2A call sub_4BAC2A

nov byte ptr [ebp+var_4], 1Ah moy byte ptr [ebp+var_X4], 13h
mov edx, [ebp+var_2D8] moy edx, dword ptr [ebp+var 2CL4+Y4]
noy eax, edx mov eax, edx

nov ecx, [ebp+var 2DC] mou ecx, dword ptr [ebp+uar 2C4]
sub eax, ecx sub eax, ecx

push BBh push 7

push offset aProgramdata ; push offset allindouws ;
cmp eax, BBh cmp eax, ¢

jb short loc_485BA3 ib short loc 4859B6

M=
loc_ 485F59: ; ""AppData”
push offset afppdata

push eax

call cub_42CBS8
add esp, 8
test eax, eax
jnz loc_ 486898

OJJ_: o Lf’L—’JSMJJ JJJ-JIQJJ))_A LSLAJ‘.'.LB LS)‘KJ‘) C,.P-AES &)}ij\)‘DMR )‘Jﬁ‘cl.t

!

loc_ 488D2F:

push 3

push offset afies ;
mov [ebp+var_18], @

mowv [ebp+var_ 147, @Fh

mowv byte ptr [ebptuar_ 28], @
call sub_4BAC28

mnov [ebp+var_ 4], @

mov edx, [ebp+var_14]

nou eax, edx

mov ecx, [ebp+uar_18]

sub eax, BCX

cmp eax, 1

jb short loc 488D7E
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