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 مقدمه :

ِ  فؼبلیت ضشٍع اص ،افضاس ببج صهیٌِ دس سبیبشی فضبی سغذ ٍ هطبّذُ  افهضاس  بهبج  ی خهبًَادُ  اص خذیهذی   ًوًَه

CyberSCCP سهب    طٍئهي ههبُ   سٍص ًَصدّنافضاس دس فؼبلیت ایي ببجکِ دّذ ّب ًطبى هی. بشسسی دّذ هی خبش

هیهبى   دس خػهَظ ِ بیطتش دس خبٍسهیبًهِ ٍ به   آىضیَع سسذ کِ  هیلادی ضشٍع ضذُ است ٍ بِ ًظش هی 2102

عبه  هطهبّذا     .ههی ببضهٌذ   افهضاس  ببجضبکِ ّبی اختوبػی ّذف اغلی ایي ٍ کبسبشاى  خبهؼِ ایشاًیبى است

 بب Cyber.exe  ػٌَاى حتکِ ت ببضذ هی HiddenTear هتي ببص افضاس ببج افضاس اص خبًَادُ ایي ببجغَس  گشفتِ، 

ِ  ٍ هلهی  کبس  خولِ اص َّیتی هذاسک خؼل بشای اپلیکیطٌی پَضص دس ٍ هگبببیت 2..0 حدن  دس ضٌبسهٌبه

شای به  افضاس ببجعب  بشسسی ّبی غَس  گشفتِ، ایي  .استصببى  فبسسی تلگشام کبسبشاى بیي دس گستشش حب 

 Qnbqwافضاسّهبی  بهبج هطهببِ   آى ػولکهشد بیتی تَسؼِ یبفتهِ ٍ   .4 سیستن ػبهل ٍیٌذٍص داسای هحیظ ّبی

Leen, DBGer, Donut  ٍdozens ّب فبیل سهضگزاسی اص پس ّب،افضاس ببج اکثش ّوبًٌذ افضاس ببج هی ببضذ. ایي 

   .کٌذ هی کَیي بیت تقبضبی قشببًیبى اص

 

 مشخصات فایل اجرایی :

 setup.exe ًبم فبیل

 MB 2..0 اًذاصُ

SHA-0 d4.3443b4b1ad28a22e30ffb134.0b32a182e.cb 

SHA-244 f1cf4eb.da821dee.a30fd4241d81c342e2c4aba0c12d322aba24fcd12141.1c 

MD4 8d022ff3cd44432c220.0d81e3232211 

 UPX کبهپبیلش
 

 بخص است 4 سِداسای  افضاس ببجفبیل اخشایی ایي 

 اًذاصُ خبم اًذاصُ هدبصی آدسس هدبصی آًتشٍپی ًبم بخص

UPX0 1 .134 .33102 1 

UPX1 1.38 418212 21..82 2112.2 

.rsrc 4.48 1122.1 .3042 .4442 
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 تحلیل پویا :

، فبیهل اخشایهی آى سا دس هحهیظ آصهبیطهگبّی اخهشا کهشدین تهب         CyberSCCP افضاس ببجتش بشای بشسسی ػوی 

ِ    افضاس ببجػولکشد  افهضاس  بهبج  سا اص ًضدیک هَسد بشسسی قشاس دّین. ًتبیح حبغل اص ایي بشسسهی ًطهبى داد که

ی سهضگهزاسی  فبیلْهب  ابتهذای  بِ ٍ کٌذسیستن قشببًی سا سهضگزاسی هی فبیل ّبی هَخَد دس هَسد اضبسُ، توبم

هزکَس افضاس  تػَیش صیش چٌذ ًوًَِ اص فبیل ّبی سهضگزاسی ضذُ تَسظ ببج .کٌذ هی اضبفLockِ.  پسًَذ ،ضذُ

 سا ًطبى هی دّذ.

 

 اص فبیلْهب،  سهضگطهبیی  بهشای  افضاس ببج .تغییش پیذا هی کٌذ افضاس ببجتَسظ  دسکتبپپس صهیٌِ  تػَیش دس اداهِ،

 CyberSCCP@protonmail.com آدسس بِ ایویلی هْبخن، ضوٌبً .کٌذ هی ببج کَیي بیت 1.18 علب قشببًیبى

 .است دادُ قشاس تػَیش پس صهیٌِ دس ٍی، بب قشببًی گیشی استببط بشای ًیض سا



 

  . 

 

  

 

 Tempدس پَضِ  افضاس ببجکِ تَسظ  wl.jpgبِ ّوشاُ تػَیش   x.exeبشسسی ّب ًطبى هی دّذ کِ فبیل اخشایی

ذ کِ هبًغ تغییش پس صهیٌِ تَسهظ کهبسبش   ٌپس صهیٌِ هی ببض  سبخت ایي تػَیش هسئَضًَذ  ٍیٌذٍص کپی هی

قببل حزف ضذى دس حبلت ػبدی قشاس گشفتِ است ٍ  ٍیٌذٍص Temp پَضِفبیل اخشایی دس فبیل ضَد. ایي  هی

 ًوی ببضذ.
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پبیبى داد ٍ اقذام بِ حزف آى ًوَد. کهِ پهس اص ایٌکهبس      Task Managerتَاى فؼبلیت آى سا اص پٌدشُ اهب هی

هدهذد سیسهتن دیگهش ضهبّذ تػهَیش       ٍ پس اص ساُ اًذاصی ّهبی غییش تػَیش پس صهیٌِ خَاّین بَد تقبدس بِ 

 خَاّی ًخَاّین بَد. ببج

 افهضاس  دس اثهش حولهِ بهبج     Recycle Binفبیهل ّهبی هَخهَد دس   ًتبیح حبغل اص بشسسی ّب ًطبى هی دّذ کِ 

 ٍ Lock.Cyber.exe ًبهْههبی بههِ فبیههل دٍپههس اص اتوههبم فشآیٌههذ سهضگههزاسی،  سهضگههزاسی ًخَاٌّههذ ضههذ.

Lock.desktop.ini ذ ضذ.ٌخَاّ ایدبدسیستن قشببًی  دسکتبپ سٍی 

 

ٍ  Desktop  ،Picturesاص دسایَ ٍیٌذٍص کِ ضهبهل  Users تٌْب فبیل ّبی هَخَد دس دایشکتَسی  افضاس ببجایي 

پهس اص حولهِ   ًشم افضاسّبی هَخهَد دس ًهَاس ٍفی هِ ًیهض      هیبًبش سا سهضگزاسی هی کٌذ. ّوچٌیيهی ضَد  ...

 قببل اخشا ًخَاٌّذ بَد. افضاس  ببج

 

ِ  دسایهَ سیسهتن   فبیل ّبی اضبفِ ضذُ ٍ تغییهش یبفتهِ دس هسهیش    دس تػبٍیش صیش  سا   Windowsػبههل ٍ پَضه

 هطبّذُ هی کٌیذ.
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افضاس سا بهِ ػٌهَاى یهک تشٍخهبى ضٌبسهبیی      ّبی هؼتبش، ایي ببجٍیشٍساکثش آًتیّبی اًدبم ضذُ عب  بشسسی

ِ   اًذ. لزا احتوب  ً َر ببج ًوَدُ ضهوٌبً   ّهب ٍخهَد داسد.  افضاس بِ سیستن اص ساُ ّبی هتهذاٍ  اص خولهِ ّشصًبهه

 اص ّهَیتی  ههذاسک  خؼهل  بهشای  اپلیکیطٌی پَضص دس Cyber.exe  بب ًبم افضاس ببجّوبًغَس کِ اضبسُ ضذ ایي 
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بِ کهبسبشاى  بٌببشایي  .استصببى  فبسسی تلگشام کبسبشاى بیي دس گستشش حب  دس ضٌبسٌبهِ ٍ هلی کبس  خولِ

 .ٌذیًوب ضیپشّ هٌببغ ًبضٌبختِ اص ییاخشا یّب لیفب یٍ اخشا بفتیکِ اص دس ی تَغیِ هی گشددهدبص یدس فضب

 

 

 تحلیل ایستا :

 4 ًتبیح صیش حبغل گشدیذ CyberSCCP افضاس ببجپس اص تحلیل کذ فبیل اخشایی 

کهِ هطهخع گشدیهذ بهشای خلهَگیشی اص تحلیهل، بهب         بَدحبٍی اًتشٍپی غیش هؼوَلی  افضاس ببجاخشایی فبیل 

 پک ضذُ است. UPXاست بدُ اص 

 

 هَاسد صیش اص آى استخشاج گشدیذ ، افضاس ببجپس اص آًپک ًوَدى فبیل اخشایی 

 سٌح هی ببضذ 4 قغؼِ کذ صیش هشبَط بِ تٌظین صهبى

UPX1 with unusual entropies 7.92921174085 

"Cyber.exe.bin.exe.bin" has a section named "UPX0" 

"Cyber.exe.bin.exe.bin" has a section named "UPX1" 
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دس  افضاس ببج اخشایبشای خلَگیشی اص ببضذ هی Kernel82کتببخبًِ  کِ اص تَابغ IsDebuggerPresentتببغ 

 گشدد. ؼبلیتف دس دیببگشّب هبًغ تب دس ٌّگبم تحلیل بب تَلیذ خغب هیطَدبدُ ّبی دیببگش است هحیظ

 

بب تَلیهذ خغهب ٍ قهشاس     است بدُ ضذُ است،هحیظ دیببگش  ا تطخیع دّذ کِ اصٌّگبم اخش ،کِ فبیلدس غَستی

کٌهذ. اص ایهي سٍش دس   اص اداههِ کهبس خلهَگیشی ههی     SetUnhandledExceptionFilterدس تهببغ  هقذاس دادى 

 .استچٌذیي هحل است بدُ ضذُ

ب است بدُ اص تهببغ  ب سپس .گشددفشاخَاًی ضذُ ٍ هقذاس آى بشسسی هی check_debugger_Presentابتذا تببغ 

IsDebuggerPresent() ببضذ بهب اسهت بدُ   آهذُ، هثبت کٌذ. اگش ًتیدِ بذستهی هحیظ دیببگش اقذام بِ بشسسی

 کٌٌذ.ببػث ایدبد خغب ضذُ ٍ اص اداهِ فؼبلیت خلَگیشی هی SetUnhandleExceptionاص تَابغ 
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ی فبیهل   ِیه اٍل هحتهَای دٍبشابهش  اص  صیکِ به  نیهطبّذُ کشد یقبل ٍ بؼذ اص سهضگزاس ،لیًوًَِ فب سِیبب هقب

 حزف ضذُ است.
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 CyberSCCPافضاس ّبی هَسد است بدُ تَسظ ببجکتببخبًِ

 

 

 تغییرات رجیستری:

 کلیذّبی سخیستشی اضبفِ ضذ4ُ

HKLM\SOFTWARE\Microsoft\Phone\ShellUI\WindowSizing\Microsoft.Windows.Apprep.ChxApp_cw5n1h2txye

wy!App 
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy\ServiceInstances 

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy\ServiceInstances\c2f2cff2-0fdd-49d2-

8aaf-f9ceb4d57e1e 

HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Group Policy\ServiceInstances 

HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Group 

Policy\ServiceInstances\c2f2cff2-0fdd-49d2-8aaf-f9ceb4d57e1e 

HKLM\SOFTWARE\WOW6432Node\Microsoft\Phone\ShellUI\WindowSizing\Microsoft.Windows.Apprep.ChxA

pp_cw5n1h2txyewy!App 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\IdentityCRL\Immersive\production\Token\{C89E2069-AF13-46DB-9E39-

216131494B87} 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\UserData\UninstallTimes 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\ApplicationFrame\WindowSizing\Microsoft.Windows.Ap

prep.ChxApp_cw5n1h2txyewy!App 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000050218 

KERNEL82.DLL GDI82.dll COMDLG82.dll COMCTL82.dll ADVAPI82.dll 
VirtualFree 
ExitProcess 
VirtualProtect 
LoadLibraryA 
VirtualAlloc 
GetProcAddress 

LineTo GetSaveFileNameW ImageList_Remove GetAce 

USER82.dll SHELL82.dll PSAPI.DLL OLEAUT82.dll MPR.dll 
GetDC DragFinish EnumProcesses VariantInit WNetGetConnect

ionW 
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HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000050240 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000050332 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

32200000000000602A0 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000070312 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000070326 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

32200000000000902B6 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

32200000000000C00E0 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

322000000000018024A 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

32200000000001D024A 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0E-350A-42FD-BDF3-

CF1F240B341E} 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
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5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore\Recognizers 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\ShellRefresh 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-F11DB97C5CC7} 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore\Recognizers 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\ShellRefresh 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-F11DB97C5CC7} 

 

 

 اضبفِ ضذ4ُ هقبدیش

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\41C64E6DA3B570E5 
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HKLM\SYSTEM\ControlSet001\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-

1636309405-1000\Microsoft.Windows.Apprep.ChxApp_cw5n1h2txyewy 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{EF21BD7A-

5DDA-4858-94F7-7506036A9293} 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{E8084A0B-

FB6D-403C-949C-B193B0B1DF35} 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso\Fi

rewallRules\{D7E340F5-5553-4AAA-AB91-ABABC7EFBB83} 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso\Fi

rewallRules\{F56A628A-2FDE-486E-94B9-3DBB912DB9BE} 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso\Fi

rewallRules\{637C5DAC-13BA-4D19-AC70-D8F0489D8C6D} 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso\Fi

rewallRules\{79027F3D-093E-4DB2-A64B-F4990CC1E094} 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso\Fi

rewallRules\{DAE228D2-C92A-4D47-943F-8FA26D5D9C80} 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso\Fi

rewallRules\{4715883D-E9A3-4D1D-96BD-4790CD662A27} 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso\Fi

rewallRules\{54975262-9901-4C40-96CE-A7418860E05D} 

HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-

1636309405-1000\Microsoft.Windows.Apprep.ChxApp_cw5n1h2txyewy 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{EF21BD7
A-5DDA-4858-94F7-7506036A9293} 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{E8084A0
B-FB6D-403C-949C-B193B0B1DF35} 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso

\FirewallRules\{D7E340F5-5553-4AAA-AB91-ABABC7EFBB83} 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso

\FirewallRules\{F56A628A-2FDE-486E-94B9-3DBB912DB9BE} 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso

\FirewallRules\{637C5DAC-13BA-4D19-AC70-D8F0489D8C6D} 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso

\FirewallRules\{79027F3D-093E-4DB2-A64B-F4990CC1E094} 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso

\FirewallRules\{DAE228D2-C92A-4D47-943F-8FA26D5D9C80} 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso

\FirewallRules\{4715883D-E9A3-4D1D-96BD-4790CD662A27} 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\AppIso

\FirewallRules\{54975262-9901-4C40-96CE-A7418860E05D} 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\IdentityCRL\Immersive\production\Token\{C89E2069-AF13-46DB-9E39-

216131494B87}\DeviceTicket 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\IdentityCRL\Immersive\production\Token\{C89E2069-AF13-46DB-9E39-

216131494B87}\DeviceId 
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HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\IdentityCRL\Immersive\production\Token\{C89E2069-AF13-46DB-9E39-

216131494B87}\ApplicationFlags 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\50 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\0  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\11  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\1  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\6  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\9  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\33  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\12  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\14  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\16  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\UserData\UninstallTimes\Microsoft.AAD.BrokerPlugin_cw5n1h2txyewy  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\ApplicationFrame\WindowSizing\Microsoft.Windows.Ap

prep.ChxApp_cw5n1h2txyewy!App\PreferredLaunchViewSize:  84 03 00 00 84 03 00 00 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\ApplicationFrame\WindowSizing\Microsoft.Windows.Ap

prep.ChxApp_cw5n1h2txyewy!App\PreferredLaunchWindowingMode: 0x00000001 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-

9926F41749EA}\Count\Zvpebfbsg.Jvaqbjf.Nccerc.PukNcc_pj5a1u2gklrjl!Ncc  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-

9926F41749EA}\Count\P:\Hfref\HOPREG\Qrfxgbc\Plore.rkr  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\PlmVolatile\TerminationType\Microsoft.Windo

ws.Apprep.ChxApp_100001629901500_neutral_neutral_cw5n1h2txyewy+App: 0x00000005 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000050218\VirtualDesktop   

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000050240\VirtualDesktop  
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HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000050332\VirtualDesktop  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

32200000000000602A0\VirtualDesktop  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000070312\VirtualDesktop  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

3220000000000070326\VirtualDesktop  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

32200000000000902B6\VirtualDesktop 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

32200000000000C00E0\VirtualDesktop  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

322000000000018024A\VirtualDesktop  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W

32200000000001D024A\VirtualDesktop  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0E-350A-42FD-BDF3-

CF1F240B341E}\LastAccessedTime  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0E-350A-42FD-BDF3-

CF1F240B341E}\AppId: "C:\Users\UBCERT\Desktop\Cyber.exe" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0E-350A-42FD-BDF3-

CF1F240B341E}\LaunchCount  

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0E-350A-42FD-BDF3-

CF1F240B341E}\AppPath  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Windows 

NT\CurrentVersion\AppCompatFlags\Compatibility Assistant\Store\C:\Users\UBCERT\Desktop\Cyber.exe  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\MuiCache\9\52C64B7E\@%SystemRoot%\System32\urlmon.dll,-4200: "Open File - Security 

Warning" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\MuiCache\9\52C64B7E\@C:\Program Files\Common Files\system\wab32res.dll,-10100: "Contacts" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore\Recognizers\DefaultTokenId: 
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"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Speech_OneCore\Recognizers\Tokens\MS-1033-110-

WINMO-DNN" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.Apprep

.ChxApp_cw5n1h2txyewy\WasEverActivated  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7\NodeSlot  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7\MRUListEx  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\KnownFolderDerivedFolderType  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\SniffedFolderType: "Generic" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\Rev  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\FFlags  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\Vid  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\Mode  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\LogicalViewMode  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\IconSize  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\Sort  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\ColInfo  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\GroupView: 0x00000000 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\GroupByKey:FMTID: "{00000000-0000-0000-0000-000000000000}" 
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HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\GroupByKey:PID: 0x00000000 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\GroupByDirection: 0x00000001 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\MuiCache\9\52C64B7E\@%SystemRoot%\System32\urlmon.dll,-4200: "Open File - Security 

Warning" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\MuiCache\9\52C64B7E\@C:\Program Files\Common Files\system\wab32res.dll,-10100: "Contacts" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\Isolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ

NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore\Recognizers\DefaultTokenId: 

"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Speech_OneCore\Recognizers\Tokens\MS-1033-110-

WINMO-DNN" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.Apprep

.ChxApp_cw5n1h2txyewy\WasEverActivated: 0x00000001 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7\NodeSlot  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7\MRUListEx  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\KnownFolderDerivedFolderType  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\SniffedFolderType: "Generic" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\Rev  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\FFlags  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\Vid  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\Mode  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\LogicalViewMode  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\IconSize  
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HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\Sort  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\ColInfo  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\GroupView  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\GroupByKey:FMTID   

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\GroupByKey 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-

F11DB97C5CC7}\GroupByDirection  

 

 کلیذّبی سخیستشی تغییش یبفت4ِ

HKLM\SOFTWARE\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Deployment\Package\*\AllUsers\{373D64
29-614B-4763-BAD6-1601AFF8CE31}\From  

HKLM\SOFTWARE\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Deployment\Package\*\AllUsers\{7C3550
3F-7D09-4FA7-B6E4-7FDF152EFC80}\From  

HKLM\SOFTWARE\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Deployment\Package\*\S-1-5-21-

2421227731-3904311691-1636309405-1000\{524DE373-9FAB-4171-8D5F-36CD5D03BED0}\From  

HKLM\SOFTWARE\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Deployment\Package\*\S-1-5-21-

2421227731-3904311691-1636309405-1000\{EFCEC7FF-334D-4A76-898E-84C97C9083EF}\From  

HKLM\SOFTWARE\Microsoft\IdentityCRL\ClockData\ClockTimeSeconds  
HKLM\SOFTWARE\Microsoft\IdentityCRL\ClockData\TickCount  

HKLM\SOFTWARE\Microsoft\SMB1Uninstall\SMB1ClientCounter  

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\AppModel\StateChange\PackageVersion  
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\AppModel\StateRepositoryStatus\DeploymentDatabas
eStatisticsLastUpdated  
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\AppModel\StateRepositoryStatus\MachineDatabaseSt
atisticsLastUpdated  
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Diagnostics\DiagTrack\LastSuccessfulUploadTime  
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\SequenceNumber  

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A073AA3BC1C75 

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A073AA3BC3475 

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418B1D29A3BC0C75 

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418B1D29A3BC1475 
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HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{545B5BF9-3D17-

4EC0-8F78-A08C9F56FBCF}\DynamicInfo 

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{5C020530-D866-

421B-B15E-7EB9C7FA4D3B}\DynamicInfo 

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{F322AEB8-9975-

47C8-879F-0E32A5EAF6A5}\DynamicInfo 

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{F4D8C2F5-8D0F-

46C5-B6A9-F766A9E4B26E}\DynamicInfo 

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileService\References\S-1-5-21-

2421227731-3904311691-1636309405-1000\RefCount 

HKLM\SOFTWARE\Microsoft\Windows Search\UsnNotifier\Windows\Catalogs\SystemIndex\{F9FE1B7C-

7CDC-4795-BB6F-93E003F9C809} 

HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows 

Search\UsnNotifier\Windows\Catalogs\SystemIndex\{F9FE1B7C-7CDC-4795-BB6F-93E003F9C809} 

HKLM\SYSTEM\ControlSet001\Control\GraphicsDrivers\Configuration\NOEDID_15AD_0405_00000000_00
0F0000_0^20ED182961F2CFDB3A2D28C95A99744F\Timestamp 

HKLM\SYSTEM\ControlSet001\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-

1636309405-1000\SequenceNumber 

HKLM\SYSTEM\ControlSet001\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-

1636309405-1000\Microsoft.Windows.Cortana_cw5n1h2txyewy 

HKLM\SYSTEM\ControlSet001\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-

1636309405-1000\\Device\HarddiskVolume3\Windows\System32\dllhost.exe 

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Epoch\Epoch 

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\LeaseObtainedTime 

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\T1 

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\T2 

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\LeaseTerminatesTime 

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\DhcpInterfaceOptions 

HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimeLimits\SecureTimeEstimated 

HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimeLimits\SecureTimeHigh 

HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimeLimits\SecureTimeLow 

HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimeLimits\RunTime\SecureTimeTickCount 

HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimeLimits\RunTime\SecureTimeConfidence 

HKLM\SYSTEM\CurrentControlSet\Control\GraphicsDrivers\Configuration\NOEDID_15AD_0405_00000000_

000F0000_0^20ED182961F2CFDB3A2D28C95A99744F\Timestamp 

HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-

1636309405-1000\SequenceNumber 

HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-

1636309405-1000\Microsoft.Windows.Cortana_cw5n1h2txyewy 

HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-

1636309405-1000\\Device\HarddiskVolume3\Windows\System32\dllhost.exe 

HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Epoch\Epoch 



 

  20 

 

  

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\LeaseObtainedTime 

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\T1 

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\T2 

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\LeaseTerminatesTime 

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-

e60d40333b3e}\DhcpInterfaceOptions 

HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\SecureTimeEstimated 

HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\SecureTimeHigh 

HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\SecureTimeLow 

HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\RunTime\SecureTimeTickCount 

HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\RunTime\SecureTimeConfidence 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Control Panel\Desktop\WallPaper 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Control 

Panel\Desktop\TranscodedImageCache 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\AuthCookies\Live\Default\DIDC\Data 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\IdentityCRL\Immersive\production\Property\00180002DB052C68 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Poom\AggregateCacheGeneration 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Poom\calendarColorIndex 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Poom\Indexing\TrackedStores 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Poom\Indexing\RunCookie 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\LastStoreGroupingId 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified 

Store\LastStoreId 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\CloudStore\Store\Cache\DefaultAccount\$$windows.dat

a.taskflow.shellactivities\Current\Data 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\CloudStore\Store\Cache\DefaultAccount\$$windows.dat

a.unifiedtile.localstartvolatiletilepropertiesmap\Current\Data 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\GlobalAssocChangedCounter 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-

9926F41749EA}\Count\HRZR_PGYFRFFVBA 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-

9926F41749EA}\Count\Zvpebfbsg.Jvaqbjf.Rkcybere 
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HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-

9926F41749EA}\Count\Zvpebfbsg.Jvaqbjf.Pbegnan_pj5a1u2gklrjl!PbegnanHV 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-

9926F41749EA}\Count\P:\Gbbyf\Ertfubg-10900\Ertfubg-k64-Havpbqr.rkr 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath0: 

"C:\Windows\web\wallpaper\Windows\img0.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath0: 

"C:\Users\UBCERT\AppData\Local\Temp\wl.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath1: 

"c:\windows\web\wallpaper\theme1\img1.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath1: 

"C:\Windows\web\wallpaper\Windows\img0.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath2: 

"c:\windows\web\wallpaper\theme1\img13.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath2: 

"c:\windows\web\wallpaper\theme1\img1.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath3: 

"c:\windows\web\wallpaper\theme1\img2.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath3: 

"c:\windows\web\wallpaper\theme1\img13.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath4: 

"c:\windows\web\wallpaper\theme1\img3.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath4: 

"c:\windows\web\wallpaper\theme1\img2.jpg" 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\Search\Microsoft.Windows.Cortana_cw5n1h2txyewy\Ap

psConstraintIndex\LatestConstraintIndexFolder 

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\Shell\Bags\1\Desktop\IconLayouts 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\Internet Explorer\DOMStorage\bing.com\Total 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\Internet Explorer\DOMStorage\Total\ 
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HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\Internet Explorer\DOMStorage\www.bing.com\ 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Repository\Families\Microsoft.AAD.BrokerP

lugin_cw5n1h2txyewy\Microsoft.AAD.BrokerPlugin_100001629901500_neutral_neutral_cw5n1h2txyewy\In

stallTime 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.AAD.BrokerPlugi

n_cw5n1h2txyewy\PSR\WnfStateName 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\NodeSlots 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\MRUListEx 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\MRUListEx 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WFlags 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\ShowCmd 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1162x591x96(1).top 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1162x591x96(1).bottom 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\Internet Explorer\DOMStorage\bing.com\Total  

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\Internet Explorer\DOMStorage\Total 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw

5n1h2txyewy\Internet Explorer\DOMStorage\www.bing.com 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Repository\Families\Microsoft.AAD.BrokerP

lugin_cw5n1h2txyewy\Microsoft.AAD.BrokerPlugin_100001629901500_neutral_neutral_cw5n1h2txyewy\In

stallTime 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.AAD.BrokerPlugi

n_cw5n1h2txyewy\PSR\WnfStateName 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\NodeSlots 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\MRUListEx 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\MRUListEx 
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HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WFlags 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\ShowCmd 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1162x591x96(1).top 

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local 

Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1162x591x96(1).bottom 

  

 تحلیل ترافیک شبکه :

افضاس دس هحیظ آصهبیطگبّی، ّیچ گًَهِ تشافیهک ضهبکِ اػهن اص دسخَاسهت       پس اص اخشای هَفقیت آهیض ببج

DNS  یبHTTP .هطبّذُ ًگشدیذ 

 

 ابزار رمزگشایی :

 دس حب  حبضش ٍخَد ًذاسد.

 

 

 

 شناسایی :

افضاس دس سبهبًِ  ٍیشٍس هؼتبش دًیب قبدس بِ تطخیع آلَدگی ایي ببج آًتی 42هَسد اص  1.دس حب  حبضش تؼذاد 

VirusTotal ُاًذ.ضذ 
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