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Share View Manage

<« UBCERT » AppDsta » Local » Temp

2 Name

Low
par-554243455254
vmware-UBCERT

2 xexe

| BB

) wiipg

Desktop
Downlosds «

Documents

Documents
Downlosds
Music

Pictures

g Videos
Local Disk [C3)

ietwork Ll
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Lo B N w w . : . .
& Downloads ~ # [ O,
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Documents
&/ Pictures

,"
Lock1(Jbmp  Lock1{4lpng  Lock@6ljpg || LockCyberexe  Lockdeskiopini | Lockfg76lp.exe  LockUPXEasy.G
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Lockvictim Lock Victims

OneDrive

I This PC
M 3D Obiects

s Pictures « Desktop Jols 45 5505 sl 51 Users 5,8 pls 53 55 50 s LU L@;J)\)A\GL o

ALL YOUR

Windows
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94 itemns

94 items

| Ii-l = | Windows
Home Share

€ 3 v 4

7 Quick access
[ Desktop

* Downloads
tf] Documents

| Pictures

OneDrive

[ This PC

. 3D Objects
[ Desktop

%] Documents
‘ Downloads
J‘! Music

=/ Pictures
m Videos

.. Local Disk (C:)

¥ Network

8 items selected

Wiew

» ThisPC » Local Disk (&) » Windows »

Name

mj notepad.exe

@ write.exe

[ bfsvc.exe

[] wmsysPro.prc
DeliveryOptimization
Temp
Prefetch
Panther
INF
System32
Registration
AppReadiness
WinSxs
SysWowea
Logs
Microsoft. NET

A Fonts

rescache
assembly
ChsTemp

Date mcd\i}ied
29/2017 311 PM
2017 5:11 PM

I

8/2017 511 PM
7/13/2018 2:07 PM
7/13/2018 2:06 PM
7/13/2018 2:06 PM
7/13/2018 1:05 PM
7/13/201812:15 PM
7/13/201812:11 PM
7/13/2018 12:03 PM
7/13/2018 12:06 AM
7/12/201810:00 PM
7/12/2018 9:59 PM
7/12/2018 8:13 PM
7/12/2018 807 PM
/972018 6:54 PM
/2018 6:35 PM
2018 §:32 PM

7/9/2018 &:31 PM

Type
Application
Application
Application
PRX File
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

Size
241 KB
11 KB
64 KB
310KB

| Iﬂ = | Windows

Home Share

€ > -1

7 Quick access
[ Desktop

* Downloads
@ Documents

&=/ Pictures
OneDrive

[ This PC
) 3D Objects
[ Desktop
@ Documents
; Downloads
J‘) Music
&= Pictures
B videos

‘. Local Disk (C)

¥ Network

4 items selected

View

» ThisPC » Local Disk (C:) » Windows »

MName

|j bootstat.dat

|j WindowsUpdate.log

|j setupact.log

|j setuperr.log

|j Dtclnstall.log

|j Isasetup.log

>{J system.ini

{J win.ini

=] Professional xml

[4] twain_32.d1l

CQ winhlp32.exe

‘= explorer.exe

a@a splwowbd. exe

[ mib.bin

B regedit.exe
WindowsShell.Manifest

© HelpPane.exe

|E§ﬁ) hh.exe

ﬁ notepad.exe

¥ write.exe
66.9 KB

Date modified

7/13/2018 12:04 PM
7/13/2018 12:02 PM
7/13/2018 12:00 AM
7/12/2018 11:59 PM
2018 9:38 AM
/2018 9:33 AM
9/2017 5:14 PM
/29/2017 5:14 PM

/2017 5:12 PM
2017 512 PM
/29/2017 5:12 PM
2017 5:11 PM
2017 511 PM
/2017 5:11 PM
2017 5:11 PM

Type

DAT File

Text Document
Text Document
Text Document
Text Document
Text Document

Configuration sett...

Configuration sett...

AML Document

Application extens...

Application
Application
Application
BIN File
Application
MANIFEST File
Application
Application
Application

Application

Size

e
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Haome Share View Manage
« v 4 ‘am » ThisPC » Local Disk ()
~
Marne Date modified Type
w gk Quick access
Perflogs 9/29/2017 316 PM  File folder
I Desktop #* _ . _
Pragram Files 7/12/2018 9:50 PM File folder
Downloads . T . .
* “ Program Files (x36) 5/26/2018 11:35 PM  File folder
Documents ProgramData 5/27/2018 1:04 AM  File folder
[=] Pictures » Tools 5/27/201812:56 AM  File folder
. Users 5/26/201810:12 PM  File folder
» OneDrive ) R )
Windows 7/12/201811:39 PM  File folder
v [ This PC 7w Microsoft Update 7/14/2018 235 AM Shortcut
» _J 30 Objects
» [ Desktop
> Documents
> * Downloads
> J'ﬁ Music
» [&=] Pictures
> E Videos
» iy Local Disk (C)
» [_j' Metwork
File Home Share View
- v » ThisPC » Local Disk (C) » Windows > System32 »
Mame Date modified Type Size
5 Quick access

D perfc009.dat 7/14/2018 3:55 PM DAT File 170 KB
[ Desktop - :

D perfh009.dat 7/14/2018 3:55 PM DAT File 828 KB
¥ Downloads PerfStringBackup.INI 7/14/2018 255 PM  Configuration sett... 996 KB
Documents & 8 MRT.exe 7/12/2018%:50 PM  Application 131,520 KB
[&] Pictures b4 D FNTCACHE.DAT 7/12/2018 7:39 PM DAT File 235 KB

. ] license.rtf 5/27/2018 939 AM  Rich Text Docurnent 103 KB

OneDrive
D providerFx-logdcpp.log 5/26/201810:18 PM  Text Document 0 KB
3 This PC D providerFx-logdepp_rolling.log 5/26/201810:18 PM  Text Document DKE
_J 3D Objects D ma-logdcpp.log 5/26/2018 10:18 PM  Text Document 0KB
I Desktop D ma-legdcpp_rolling.lag 5/26/201810:18 PM  Text Document DKB

.t 5/4/2018 2:07 Applicati T
Documents =m Motifier.exe 5/4/2018 207 PM Application 272 KB

@ @MotifierToastlcon.png 5/4/2018 836 AM PNG File TKB
{ Downloads n . - . P

) InstallService.dll 12/8/2017 1:40 AM  Application extens... 1,283 KB
J Music vm3ddevapi6d.dil 11/30/2017 1:55 AM  Application extens... 151 KB
[=] Pictures vm3dglsd.dil 11/30/2017 1:55 AM  Application exten 19,840 KB
B videos vm3dumBd.dll 11/30/2017 1:55 AM  Application extens... 422 KB
= Local Disk (C2) vm3dum&4_10.dlIl 11/30/2017 1:55 AM Application extens... 242 KB
vm3duméd_10-debug.dll 11/30/2017 1:55 AM Application extens... 334 KB

&Ne‘twork z e e A P -
= vm3dumBd_10-stats.dll 11/30/2017 1:55 AM Application extens... 301 KB
[#] vm3dum64 loader.dll 11/30/2017 1:55 AM  Application extens... 73 KB

1,283 items 3 items selected 1.84 MB
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Cyber.exe
1.4 MB

© 943 22:30

) oo

e ol &iUPX J‘ eslaal

UPX) with unusual entropies Y.4Y4YY V& Ao
"Cyber.exe.bin.exe.bin" has a section named "UPX+"

"Cyber.exe.bin.exe.bin" has a section named "UPX\"
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loc_4811DB: ; CODE XREF: sub_481188+AFT]
; DATA XREF: .text:off_48122Clo
push a 3 jumptable 984811AF case 1
push 2EEh ; uElapse
push 1 3 nIDEvent
push ebx ; hwind
call ds:5etTimer
push offset String ; "TaskbarCreated”
call ds:RegisterWindowMessagel
cmp dword_4A871@, @
mov dword_4A95E8, eax
jnz short loc 481193 |
call ds:CreatePopupMenu
pop esi
mov dword 4A3718, eax
Xor eax, eax
pop ebx
mow esp, ebp
pop ebp
retn BCh

33 )\j_é\CL_, Sl 5l 6 S sl (6l il e KernelYY Lbuls &y 3l &S IsDebuggerPresent GU

23,5 Sl dl.a La;@ﬁw,\gjspwc@ﬁu;}@ oslizul SLos slalos

; CODE XREF: sub_481468+45Tp
5 sub_4833Ce+A71p ...

3 BOOL _ stdcall SetCurrentDirectoryW(LPCWSTR lpPathName)

extrn SetCurrentDirectoryl:dword
; CODE XREF: sub_4833C@+leCtp
; sub_4833Ce+395Tp ...

; BOOL _ stdcall IsDebuggerPresent()

extrn IsDebuggerPresent:dword |
3 CODE XREF: sub_48D59@+261p
; sub_417DAA+EATD ...

;5 DWORD _ stdcall GetCurrentDirectorylWd(DWORD nBufferLength, LPWSTR lpBuffer)

extrn GetCurrentDirectoryl:dword
; CODE XREF: sub_4833Ce+9ltp
; sub_4BD598+1Atp ...

)\J_BJL_L}J_?S)SLLW‘OMOJW‘;L%J@MJ‘A.SMJM‘J?-‘V&AL&bASQ;)y)J

23 Sy o=l o asS e (6 S s> LS alsl 3l SetUnhandledExceptionFilter Cju 55 lade Osls

Colo s ealiiusl LL>=A g;iJ;::

Gl_,“ Sl ealaiad U s 35 5 o ooy 2 O e 5 o0l Jl 41 5 check_debugger_Present GL,“ o

o3l L il oo ool onnily ot ST .S o Slos Jases oy p ¢3! IsDebuggerPresent()

S o 68 g Edled walsl 3l 5 el et 3wl EsL SetUnhandleException =l
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push
push
push

lea

push
push
call
push
call
call
test
jnz

test

call
push
mov
call
lea
push
call
test
jnz
test
jnz
cmp
jz
push
call

ebx

esi

edi

edi, eax

eax, [ebpt+Buffer]

eax 3 lpBuffer
1@4h 3 nBufferLength
ds:GetCurrentDirectoryld
edi

sub_481F2@
ds:IsDebuggerPresent
eax, eax

loc_42E1BE

eax, dword 4A7F54

eax, eax

loc_42E1D4

[ebptvar_1], @

esi, offset dword 4A98EE
eax, 1

loc 42E1EA

offset dword_4A7FS4

ecx, [ebp+arg_8]

[ebp+var_31C], ecx
[ebp+var_314], eax
ds:IsDebuggerPresent

@ 3 lpToplLevelExceptionFilter
edi, eax
ds:SetUnhandledExceptionFilter
eax, [ebp+ExceptionInfo]

eax ; ExceptionInfo
ds:UnhandledExceptionFilter
eax, eax

short loc_417ECS

edi, edi

short loc_417ECS

ebx, @FFFFFFFFh

short loc_417ECS

ebx

sub_41FE19

J=2B s sl e s 51 Ghe 6 23S sdaliie (63108 50 5l ey 5 8 (o a5 alin L

File Edit Merge View Options Tools Help Register

Lo H &a@9 QT eclea dlo

MD5 JTe86eaflB1882a8163d156f149369%ca
SHA-1 434f8cdcbd4cTfdf5ead54a52aed5a2631a5f07e

File Type Win3Z EXE

Creation Time 2018-05-21 16:19:05
First Submission 2018-05-28 02:08:51
Last Submission 2018-05-30 19:27:55
Last Analysis 2018-05-31 09:41:43

Target Machine x6%
Compilation Timestamp
Entry Point 115808

Contained Sections 3

2018-05-21 16:19:05

TragEOVIN:1+i™A -, 8%0edpZ—+ W[1=AW#;
«  lg25ratflAe
«lqiF. kel ins
Bl(f¢7,a1ACM! ;1" ol-+21ed ; TAX
00° "4 . 2
pIsZ81 e
SI6EVaTOlk]3*EIEs | Ne 2
U& p" doo™! iE3AE [I*-Asp] 0NN, @ [ -0/uzlE0"Ha
14qm' = -0pli4/ -omlgltaw< £l AA°8shxdo' 6
=I41¥651¥TpaB EIETI=52] (e (110557655u— 1,11 ir-be%j
o < < <

Sections

Name Virtual Address Virtual Size Raw Size Entropy MDS

UFX0 4096 77824 0 0  d41d8cd98£00b204e9800898=cEE42Te

UBXl 81920 36864 34816 7.87  aScl3calc98a872d70603041al254b56

.rsrc 118784 4096 1024  4.64  ed4fcalbcld648dbe3607682a45c091E

Imports

ADVAPI32.d11

CryptEncrypt

CRYPT32.d11

CryptDecod=ObjectEx

KERNEL3Z.DLL

VirtualProtect

LoadLibraryh -
- <
6/12/2018 4:57:41 PM | WIN TXT | | 053 (5) | Col 1 [Ln 1 | 713/2018 24200 PM | MACTXT |

| 0xca (A)

‘C:\Users\UBCERT\Desktop\Lock embrace txt
~
iY™0o]_epol ISGAIE°axm [¥° > jw2elals (M, H3bale “0) 2 "loalfa (laNalytpe

\~legeleghLlFT>a2) BB sl
“vhi’e8cizgl }oluslis MMt ¥sL W=biec~nlaxc Ufd
-AlFoe

,*20i-"€,EM) EST] RED

| Col 1 |Ln 1

e BT Aum | cane | knma

2loy
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ADVAPIYY.dII COMCTLYY.dII COMDLGYY.dII GDIYY.dll KERNELYY.DLL

GetAce ImageList_Remove GetSaveFileNameW | LineTo VirtualFree
ExitProcess
VirtualProtect
LoadLibraryA
VirtualAlloc
GetProcAddress

CyberSCCP i3l xly o 55 oalizl 3 50 (slasililss

MPR.dIl OLEAUT™Y.dIl PSAPIDLL  SHELLYY.dll |  USERTY.dIl
WNetGetConnect @ Variantlnit EnumProcesses DragFinish GetDC
ionW

LSy O S

Y 0o 4_9L,p\ L;J..’I.,..M_g-) L;LAJ&.QJS

HKLM\SOFTWARE\Microsoft\Phone\ShellUI\WindowSizing\Microsoft. Windows.Apprep.ChxApp_cw5n1h2txye

wylApp
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy\Servicelnstances

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy\Servicelnstances\c2f2cff2-Ofdd-49d2-
8aaf-fYceb4d57ele

HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Group Policy\Servicelnstances
HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Group
Policy\Servicelnstances\c2f2cff2-0fdd-49d2-8aaf-f9ceb4d57ele
HKLM\SOFTWARE\WOW6432Node\Microsoft\Phone\ShellUI\WindowsSizing\Microsoft. Windows.Apprep.ChxA
pp_cwhnlh2txyewy!App

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\ Software\Microsoft\IdentityCRL\Immersive\production\Token\{C89E2069-AF13-46DB-9E39-
216131494887}
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C._Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\UserData\UninstallTimes
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\ApplicationFrame\WindowsSizing\Microsoft. Windows.Ap
prep.ChxApp_cwbn1h2txyewy!App

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000050218

)
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HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000050240

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000050332

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:00000000000602A0

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000070312

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000070326

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000090286

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:00000000000c00k0

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:000000000018024A

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:00000000001Dp024A

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0OE-350A-42 FD-BDF3-
CF1F240B341E}
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUd8\HKEY_CURRENT_USER
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUd8\HKEY_CURRENT_USER\SOFTWARE
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
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5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSd0OzNgXV_L3ZSrLDNbZuY5NZ
NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore\Recognizers

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\ShellRefresh

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-F11DB97C5CC7}
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUd8\HKEY_CURRENT_USER

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSd0zNgXV_L3ZSrLDNbZuY5NZ
NWCCUJ8\HKEY_CURRENT_USER\SOFTWARE
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_cClasses\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUJ8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore\Recognizers

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\ShellRefresh

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Cclasses\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-484-8E60-F11DBI7C5CC7}

ol aslsl ﬁbu.A

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\41C64E6DA3B570E5
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HKLM\SYSTEM\ControlSet001\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-
1636309405-1000\microsoft. Windows.Apprep.ChxApp_cw5n1h2txyewy
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{EF21BD7A-
5DDA-4858-94F7-7506036A9293}
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{ES084A0B-
FB6D-403C-949¢-8193B0B1DF35})
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso\Fi
rewallRules\{D7E340F5-5553-4AAA-AB91-ABABC7EFBB83}
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso\Fi
rewallRules\{F56A628A-2FDE-486E-94B9-3DBB912DBIBE}
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso\Fi
rewallRules\{637C5DAC-13BA-4D19-AC70-D8F0489D8C6D}
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso\Fi
rewallRules\{79027F3D-093E-4DB2-A64B-F4990CC1E094}
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso\Fi
rewallRules\{DAE228D2-C92A-4D47-943F-8FA26D5D9c80}
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso\Fi
rewallRules\{4715883D-E9A3-4D1D-96BD-4790CD662A27}
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso\Fi
rewallRules\{54975262-9901-4¢c40-96CE-A7418860E05D)
HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-
1636309405-1000\microsoft. Windows.Apprep.ChxApp_cw5n1h2txyewy
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{EF21BD7
A-5DDA-4858-94F7-7506036A9293}
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{E8084A0

B-FB6D-403C-949¢-8B193B08B1DF35}
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso

\FirewallRules\{D7E340F5-5553-4AAA-AB91-ABABC7EFBB83}
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso

\FirewallRules\{F56A628A-2FDE-486E-94B9-3DBB912DBIBE}
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso
\FirewallRules\{637C5DAC-13BA-4D19-AC70-D8F0489D8C6D}
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso
\FirewallRules\{7902 7F3D-093E-4DB2-A64B-F4990CcCc1E094}
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso
\FirewallRules\{DAE228D2-C92A-4D47-943F-8FA26D5D9C80)
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso
\FirewallRules\{4715883D-E9A3-4D1D-96BD-4790CD662A27}
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Applso

\FirewallRules\{54975262-9901-4¢c40-96CE-A7418860E05D}
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\IdentityCRL\Immersive\production\Token\{C89E2069-AF13-46DB-9E39-
216131494B87}\DeviceTicket

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\ Software\Microsoft\IdentityCRL\Immersive\production\Token\{C89E2069-AF13-46DB-9E39-
216131494887 }\Deviceld
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HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\IdentityCRL\Immersive\production\Token\{C89E2069-AF13-46DB-9E39-
2161314948B87}\ApplicationFlags
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\50
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\QO
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\11
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\1
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\6
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\9
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\33
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\12
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\14
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\HighWaterMarks\C:_Users_UBCERT_AppData_Local_Comms_UnistoreDB_store.vol\16
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\UserData\UninstallTimes\Microsoft. AAD.BrokerPlugin_cw5n1h2txyewy
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\ApplicationFrame\WindowsSizing\Microsoft. Windows.Ap
prep.ChxApp_cw5n1h2txyewy!App\PreferredLaunchViewSize: 84 03 00 00 84 03 00 00
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\ApplicationFrame\WindowsSizing\Microsoft. Windows.Ap
prep.ChxApp_cw5n1h2txyewy!App\PreferredLaunchWindowingMode: Ox00000001
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EA}\ Count\Zvpebfbsg.lvagbjf.Nccerc.PukNcc_pj5alu2gkirjliNcc
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EA} Count\P:\Hfref\HOPREG\Qrfxgbc\Plore.rkr
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\PImVolatile\TerminationType\Microsoft. Windo
ws.Apprep.ChxApp_1000.16299.15.0_neutral_neutral_cw5n1h2txyewy+App: Ox00000005
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000050218\VirtualDesktop

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000050240\VirtualDesktop

\o
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HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000050332\VirtualDesktop

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:00000000000602A0\VirtualDesktop

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000070312\VirtualDesktop

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000070326\VirtualDesktop

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:0000000000090286\VirtualDesktop

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:00000000000C00EO0\VirtualDesktop

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:000000000018024A\VirtualDesktop

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo\1\ApplicationViewManagement\W
32:00000000001D024A\VirtualDesktop

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0E-350A-42 FD-BDF3-
CF1F240B341E}\LastAccessedTime

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0OE-350A-42 FD-BDF3-
CF1F240B341E})\Appld: "C:\Users\UBCERT\Desktop\Cyber.exe"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0OE-350A-42 FD-BDF3-
CF1F240B341E}\LaunchCount

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Search\RecentApps\{218E3D0E-350A-42FD-BDF3-
CF1F240B341E}\AppPath
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Windows
NT\CurrentVersion\AppCompatFlags\Compatibility Assistant\Store\C:\Users\UBCERT\Desktop\Cyber.exe
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\MuiCache\9\52C64B7E\@ %SystemRoot%\System32\urimon.dll,-4200: "Open File - Security
Warning"

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\MuiCache\9\52C64B7E\@C:\Program Files\Common Files\system\wab32res.dll,-10100: "Contacts"
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lIsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUd8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore\Recognizers\DefaultTokenld:

1
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"HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Speech_OneCore\Recognizers\Tokens\MS-1033-110-
WINMO-DNN"

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft. Windows.Apprep

.ChxApp_cw5n1h2txyewy\WasEverActivated
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\ 7\NodeSlot
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7\MRUListEx
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\KnownFolderDerivedFolderType
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\SniffedFolderType: "Generic"
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cC7}\Rev
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97C5CC7}\FFlags
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97C5cC7}\Vid
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cCc7}\Mode
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cC7}\LogicalViewMode
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7)iconSize
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7)\Sort
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7}\Colinfo
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7)\GroupView: 0x00000000
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97C5CC7)\GroupByKey:FMTID: "{00000000-0000-0000-0000-000000000000;"
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HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7)\GroupByKey:PID: 0xO0000000
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97C5CC7)\GroupByDirection: 0x00000001
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\MuiCache\9\52C64B7E\@ %SystemRoot%\System32\urimon.dll,-4200: "Open File - Security
Warning"

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\MuiCache\9\52C64B7E\@C:\Program Files\Common Files\system\wab32res.dll,-10100: "Contacts"
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\SOFTWARE\Microsoft\Speech_OneCore\lIsolated\jWXZvMzcRxToSdOzNgXV_L3ZSrLDNbZuY5NZ
NWCCUJ8\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore\Recognizers\DefaultTokenld:
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Speech_OneCore\Recognizers\Tokens\MS-1033-110-
WINMO-DNN"

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft. Windows.Apprep

.ChxApp_cw5n1h2txyewy\WasEverActivated: 0x00000001
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\ 7\NodeSlot
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\0\7\MRUListEx
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\KnownFolderDerivedFolderType
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\SniffedFolderType: "Generic"
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cC7}\Rev
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97C5CC7}\FFlags
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7)\Vid
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7)\Mode
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7}\LogicalViewMode
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7)iconSize
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HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DpB97c5cc7}\Sort
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cc7}\Colinfo
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cC7)\GroupView
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cC7)\GroupByKey:FMTID
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cC7)\GroupByKey
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\90\Shell\{5C4F28B5-F869-4E84-8E60-
F11DB97c5cC7}\GroupByDirection

Bl S (S ey IS

HKLM\SOFTWARE\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Deployment\Package\ *\AllUsers\{373D64
29-614B-4763-BAD6-1601AFF8CE31}\From

HKLM\SOFTWARE\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Deployment\Package\ *\AllUsers\{7C3550
3F-7D09-4FA7-B6E4-7FDF152EFC80}\From

HKLM\SOFTWARE\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Deployment\Package\ *\S-1-5-21-
2421227731-3904311691-1636309405-1000\{524DE373-9FAB-4171-8D5F-36CD5D03BEDO}\From
HKLM\SOFTWARE\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Deployment\Package\ *\S-1-5-21-
2421227731-3904311691-1636309405-1000\{EFCEC7FF-334D-4A76-898E-84C97C9083EF}\From

HKLM\SOFTWARE\Microsoft\IdentityCRL\ClockData\ClockTimeSeconds
HKLM\SOFTWARE\Microsoft\IdentityCRL\ClockData\TickCount

HKLM\SOFTWARE\Microsoft\SMB1 Uninstall\SMBJ1ClientCounter
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\AppModel\StateChange\PackageVersion
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\AppModel\StateRepositoryStatus\DeploymentDatabas
eStatisticsLastUpdated
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\AppModel\StateRepositoryStatus\MachineDatabaseSt
atisticsLastUpdated
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Diagnostics\DiagTrack\LastSuccessfulUploadTime
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\SequenceNumber
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A073AA3BC1C75
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\4d18A073AA3BC3475
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418B1D29A3Bc0OC75

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418B81D29A3BC1475
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HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{545B5BF9-3D17-
4ECO-8F78-A08C9F56FBCF}\Dynamicinfo

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{5¢c020530-D866-
421B-B15E-7EBIC7FA4D3B}\Dynamicinfo

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{F322AEB8-9975-
47C8-879F-0e32A5EAF6A5}\Dynamicinfo

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{FAD8C2F5-8DOF-
46C5-B6A9-F766A9E4B26E}\Dynamicinfo

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileService\References\S-1-5-21-
2421227731-3904311691-1636309405-1000\RefCount

HKLM\SOFTWARE\Microsoft\Windows Search\UsnNotifier\Windows\Catalogs\Systemindex\{F9FE1B7C-
7CDC-4795-BB6F-93E003F9C809}

HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows
Search\UsnNotifier\Windows\Catalogs\Systemindex\{FOFE1B7C-7CDC-4795-BB6F-93E003F9Cc809}
HKLM\SYSTEM\ControlSet001\Control\GraphicsDrivers\Configuration\NOEDID_15AD_0405_00000000_00
OF0000_0720ED182961F2CFDB3A2D28C95A99744F\Timestamp
HKLM\SYSTEM\ControlSet001\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-
1636309405-1000\sequenceNumber
HKLM\SYSTEM\ControlSet001\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-
1636309405-1000\Mmicrosoft.Windows.Cortana_cw5n1h2txyewy
HKLM\SYSTEM\ControlSet001\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-
1636309405-1000\\Device\HarddiskVolume3\Windows\System32\dllhost.exe
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Epoch\Epoch
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e}\LeaseObtainedTime
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e}\T1
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e}\T2
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e}\LeaseTerminatesTime
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e}\DhcpinterfaceOptions
HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimeLimits\SecureTimeEstimated
HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimeLimits\SecureTimeHigh
HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimelLimits\SecureTimeLow
HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimeLimits\RunTime\SecureTimeTickCount
HKLM\SYSTEM\ControlSet001\Services\W32Time\SecureTimeLimits\RunTime\SecureTimeConfidence
HKLM\SYSTEM\CurrentControlSet\Control\GraphicsDrivers\Configuration\NOEDID_15AD_0405_00000000_
000F0000_0720ED182961F2CFDB3A2D28C95A99744F\Timestamp
HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-
1636309405-1000\sequenceNumber
HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-
1636309405-1000\Microsoft.Windows.Cortana_cw5n1h2txyewy
HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\S-1-5-21-2421227731-3904311691-

1636309405-1000\\Device\HarddiskVolume3\Windows\System32\dllhost.exe
HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Epoch\Epoch
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HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e}\LeaseObtainedTime
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e}\T1
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e\T2
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e}\LeaseTerminatesTime
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\interfaces\{223f6222-f164-4a3b-a39b-
e60d40333b3e}\DhcpinterfaceOptions
HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\SecureTimeEstimated
HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\SecureTimeHigh
HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\SecureTimeLow
HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\RunTime\SecureTimeTickCount
HKLM\SYSTEM\CurrentControlSet\Services\W32Time\SecureTimeLimits\RunTime\SecureTimeConfidence
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Control Panel\Desktop\WallPaper

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Control
Panel\Desktop\TranscodedImageCache

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\AuthCookies\Live\Default\DIDC\Data
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\IdentityCRL\Immersive\production\Property\00180002DB052C68
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Poom\AggregateCacheGeneration
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Poom\calendarColorindex
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Poom\Indexing\TrackedStores
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Poom\Indexing\RunCookie

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\LastStoreGroupingld

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Microsoft\Unified
Store\LastStoreld

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\CloudStore\Store\Cache\DefaultAccount\SSwindows.dat
a.taskflow.shellactivities\Current\Data

HKU\S-1-5-21-2421227731-3904311691-1636309405-

1000\Software\Microsoft\Windows\CurrentVersion\CloudStore\Store\Cache\DefaultAccount\SSwindows.dat
a.unifiedtile.localstartvolatiletilepropertiesmap\Current\Data

HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\GlobalAssocChangedCounter
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EANCount\HRZR_PGYFRFFVBA
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EA}\Count\Zvpebfbsg.Jvaqbjf.Rkcybere
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HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EA} Count\Zvpebfbsg.Jvaqgbjf.Pbegnan_pj5alu2gkirjl!PbegnanHV
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EA}\Count\P:\Gbbyf\Ertfubg-1.9.0\Ertfubg-k64-Havpbgr.rkr
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPathO:
"C:\Windows\web\wallpaper\Windows\img0.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPathO:
"C:\Users\UBCERT\AppData\Local\Temp\wl.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath1:
"c:\windows\web\wallpaper\themel\img1.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath1:
"C:\Windows\web\wallpaper\Windows\img0.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath2:
"c:\windows\web\wallpaper\themel\img13.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath2:
"c:\windows\web\wallpaper\themel\imgl.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath3:
"c:\windows\web\wallpaper\themel\img2.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath3:
"c:\windows\web\wallpaper\theme1\img13.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath4:
"c:\windows\web\wallpaper\themel\img3.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath4:
"c:\windows\web\wallpaper\themel\img2.jpg"
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\CurrentVersion\Search\Microsoft.Windows.Cortana_cw5n1h2txyewy\Ap
psConstraintindex\LatestConstraintindexFolder
HKU\S-1-5-21-2421227731-3904311691-1636309405-
1000\Software\Microsoft\Windows\Shell\Bags\1\Desktop\IconLayouts
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\Internet Explorer\DOMStorage\bing.com\Total
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local

Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\internet Explorer\DOMStorage\Total\
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HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\internet Explorer\DOMStorage\www.bing.com\
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Repository\Families\Microsoft.AAD.BrokerP

lugin_cw5n1h2txyewy\Microsoft.AAD.BrokerPlugin_1000.16299.15.0 neutral_neutral_cw5n1h2txyewy\In
stallTime

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.AAD.BrokerPlugi
n_cwbhn1h2txyewy\PSR\WnfStateName
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\NodeSlots
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\MRUListEx
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\O\MRUListEx
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WFlags
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\ShowCmd
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1162x591x96(1).top
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1162x591x96(1).bottom
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\Internet Explorer\DOMStorage\bing.com\Total
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\Internet Explorer\DOMStorage\Total
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft.windows.cortana_cw
5n1h2txyewy\internet Explorer\DOMStorage\www.bing.com
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Repository\Families\Microsoft. AAD.BrokerP
lugin_cw5n1h2txyewy\Microsoft. AAD.BrokerPlugin_1000.16299.15.0 neutral_neutral_cw5n1h2txyewy\In
stallTime

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft. AAD.BrokerPlugi
n_cw5n1h2txyewy\PSR\WnfStateName

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\NodeSlots

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\MRUListEx
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\2\O\MRUListEx

Yy



Aloys
wleUblis yglis gilbliyl yljg ‘ —_—

el Ubl g gl ¢ ojLu

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WFlags

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000 Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\ShowCmd

HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1162x591x96(1).top
HKU\S-1-5-21-2421227731-3904311691-1636309405-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1162x591x96(1).bottom
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Ad-Aware
AhnLab-v3
Arcabit

AVG

Baidu

Bkav
ClamAV
Cybereason
Drweb
Endgame
ESET-NOD32
GData

K7GW
Malwarebytes
MeAfee
Microsoft
Palo Alto Networks
Rising
Sophos AV
Syman'tec
TrendMicro
VBA32
Webroot

ZoneAlarm

2 N il

AITTrojan Nyrmeria 200

Trojan/Win32.Ransom.C1627388
AIT:Trojan Nyreria 200
Win32:Malware-gen
Win32.TrojanWisdomEyes. 16070401 ...
W32.eHeurMalware14
Win.Trojan.Autoit-73
malicious.9cd555
Trojan.MulDrop8.26395
malicious (moderate confidence)
Win32/Packed Autoit H suspicious
AIT:Trojan Nymeria 200 (2x)
Trojan ( 004128dd1 )

Ransom Microcop
Arternis!3D188FFOCD55
Ransom:Win32/Genasom
genericml
Ransom.Genasom!8.293 (CLOUD)
Mal/Generic-5

Trojan Gen. 2
TROJ_FRS.VSNOFF18

Trojan Autoit F

W32 Rogue Gen

Trojan.Win32.Fakeoff.dik

Yo

AegisLab

AlYac

Avast

Avira

BitDefender

CAT-QuickHeal

Crowd5trike Falcon

Cyren

Emsisoft

eScan

Fortinet

K7AntiVirus

Kaspersky

MAX

MeAfee-GW-Edition

NANO-Antivirus

Qihoo-360

SentinelOne

Sophos ML

Tencent

TrendMicro-HouseCall

ViRobot

Zillya

bbb RREPERPRPRPPEPPPEEDDPD

Ait. TrojNymeriale

Trojan.Ransom.HiddenTear

Win32:Malware-gen

DR/Autolt.Gen

AIT:Trojan.Nymeria.200

Trojan.|GENERIC

malicious_confidence_90% (W)

W22/Trojan.LHOR 8984

AIT:Trojan.Nymeria.200 (B)

AIT:Trojan.Nymeria.200

Ris|

tApplication
Trojan ( 004f28dd1)
Trajan.Win32 Fakeoff.dik
malware (ai score=99)
BehavesLike Win32 Injectorte
TrojanWin32 Autolt.fefeyc
Win32/Trojan 5ba

Static

gine - malicious
heuristic

Win32 Trojan Fakeoff | kea
TROJ_FRSWSNOFF18

Tl'.JJﬂ'\ Win32.Z Autoit. 1493645

Trojan.FakeoffWin32.181



