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all your data has been Tlocked us
You want to return?
write emailpeekabooo@qqg. com
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Windows, Common Files\Services, Common Files\SpeechEngines, Common Files\system,
DVD Maker, internet explorer, Reference Assemblies, Windows Defender, Windows Journal,
Windows Mail, Windows Media Player, windows NT, Windows Photo Viewer, Windows
Portable Devices, Windows Sidebar
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. » Computer » Media (E)

Organize v Include in library v Share with ¥ Burn New folder
ST Name 5 Date modified Type Size
avira_en__ws.exe.id-66D0A973.[peekabooo@qq.combip  5/23/2018 6:12 PM  BIP File 6,210 KB
vl Libraries dnSpy.zip.id-66D0A973.[peekabooo@qq.com).bip 5/23/2018 6:12PM  BIP File 24,321 KB
FILES ENCRYPTED txt 5/23/2018 831PM  Text Document 1k8
4 Computer libGLESv2.dIl.id-66D0A973,[peekabooo@qq.com).bip 5/23/2018 6:12 PM  BIP File 3,804 KB
& Local Disk (C) omnijaid-66D0A973.[peekabooo@qa.com].bip 5/23/2018 6:13PM  BIP File 6,642 KB
> e Media (E:) platform.ini.id-66D0A973.[peekabooo@qq.com).bip 5/23/2018 6:12PM  BIP File 1KB
test file (1).bak.id-66D0A973.[peekabooo@qq,com].bip 5/23/2018 613 PM  BIP File 83KB
& Network test file (1).docxid-66D0A973.[peekabooo@qa.coml.bip  5/23/2018 6:13 PM  BIP File 13 KB
test file (1).dwg.id-66D0A973 [peekabooo@qq.comlbip  5/23/2018 6:13PM  BIP File 115 KB
test file (1).exe.id-66D0A973.[peekabooo@qa.com].bip 5/23/2018 613PM  BIP File 6,210 KB
test file (1),jpg.id-66D0A973.[peekabooo@qq.com].bip 5/23/2018 6:13 PM BIP File 405 KB
test file (1).key.id-66D0A973.[peekabooo@qq.com].bip 5/23/2018 6:13 PM BIP File 1KB
test file (1).kmz.id-66D0A973.[peekabooo@qq.com].bip 5/23/2018 6:13 PM BIP File 1KB
test file (1).m.id-66D0A973.[peekaboco@qq.com].bip BIP File 2Kk8
test file (1).mov.id-66D0A973.[peekabooo@qq.com].bip BIP File 1,536 KB
test file (1).mp3.id-66D0A973.[peekabooo@qq.com].bip BIP File 7,001 KB
test file (1).mp4.id-66D0A973.[peekabooo@qq.com].bip 8IP File 49,206 KB
test file (1).nfo.id-6600A973.[peekabooo@qg.com].bip 8IP File 3 KB
test file (1).pdf.id-66D0A973.[peekabooo@qa.com].bip /2018 6:13PM  BIP File 511 K8
test file (1).PNG.id-66D0A973.[peekabooo@qa.com].bip /2018 6:13PM  BIP File 13K8

test file (1).rarid-66D0A973.[peekabooo@qa.coml.bip 5/23/2018 613 PM  BIP File 72983 KB

test file (1).srtid-66D0A973.[peekabooo@qa.com].bip BIP File 66 KB
test file (1).urlid-66D0A973.[peekabooo@aq.com].bip BIP File 1KB
test file (2).bakid-66D0A973.[peekabooo@qg,com].bip 5/23/2018 6:13PM  BIP File 91 KB
test file (2).docx.id-66D0A973 [peekabooo@qa.comlbip  5/23/2018 6:13 PM  BIP File 539 KB
test file (2).JPG.id-66D0A973.[peekabooo@qa.com] bip 5/23/2018 613PM  BIP File 134 KB
test file (2).mp3.id-66D0A973.[peekabooo@qq.com].bip 5/23/2018 6:13 PM BIP File 4,838 KB
test file (2.mp4.id-66D0A973 [peekaboco@qq.comlbip  5/23/2018 613 PM  BIP File 801 KB
test file (2).rar.id-66D0A973 [peekabooo@qq.com] bip 5/23/2018 613PM  BIP File 30,677 kB
test file (3)jpg.id-66D0A73.[peekabooo@qg.com].bip 5/23/2018 613PM  BIP File 227K8
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All your files have been encrypted!

Al your du pr your PC. If you want write us to the e-mail peekabooo@qq.com
Write this D in the title of your message 66D0A973
In case of no answer in 24 thy
You have to pay for decrypton n Becons. The price depends on how fast you wrke to us. After payment we wi send you the dearyption tool that vl decrypt al your fies.

ils:

Free decryption as guarantee
Before paying you can send us up to 1 fle for free decryption. The total sze of fies must be less than 1Mb (non archived), and fies should not contan valiable nformation. (databases, backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bicons s Locabitcons ste. You have to regster, cick Buy bécons’, and select the seler by payment method and pre.

hitps://locabtcons.comibuy btcons
A0 you can fnd other places to buy Btcois and begnners gude here:
htto:/Aweay,condesk, bugy-bie

Attention!
© Do not rename encrypted fles.
© Do not try to decrypt your data using third party software, & may cause permanent data bss.
o Decryption of your fies wth the heb of thrd parties may cause ncreased prce (they add ther fee to our) or you can become a victm of a scam.
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Admin <peekabooo@qg.com>
To: mlik—

You need to read this manual:

Your files are encrypted because you don't give enough attention to the
safety of your system.

We can decrypt your data, here is price:

1.2 btc Today. 1.3 btc Tomorrow Pay us and send payment's screenshot in
attachment.

In this way after you pay we will send you decryptor tool with

instructions.

Here is our bitcoin wallet - 1Hs5Yf2R24RhSBUuMIiSUZtgDPQzGPAGQ5Q
all info about bitcoins here - https://localbitcoins.com/faq

bitcoins buys here -

https://payments.changelly.com/

https://www binance.com/

https://www.bitnovo.com/

Attentionl

Do not rename encrypted files.

Do not try to decrypt your data using third party software, it may cause
permanent data loss.

Time limit starts from this email.

Answer us with your decision.
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ok, we'll give you a discount.
The decryption of your data will cost 0.7 btc.

DS e sl 05U 00yl 4 b d i sl 53 ek slail (sl s G

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions N
[ -

Address 1Hs5Yf2R24RhSBUUMiSUZtqgDPQzGPAGQ5Q No. Transactions 10 _'

Hash 160 b8fa9af2630c41bb0425f87293cf0bfe5cce8852 Total Received 2.06472548 BTC

Tools Related Tags - Unspent Outputs Final Balance 0BTC

Request Payment Donation Button E ‘
°MML§LA)‘J3‘<’J“UL}’J‘ Lg)fsj.i‘) 6)‘.)514) J.:}JA.:W‘JS& 6)‘.‘5]0))::‘))}.)\%}
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Default Programs.Ink.id-66D0A973.[peel #
Firefox.Ink.id-66D0A973.[peekabooo@q
Internet Explorer.Ink.id-66D0A973.[peek:
Media Center.Ink.id-66D0A973.[peekabc
Sidebar.Ink.id-66D0A973.[peekabooo@c =
Windows DVD Maker.Ink.id-66D0A973.[}
Windows Fax and Scan.Ink.id-66D0A973,
Windows Media Player.Ink.id-66D0A973.—
Windows Update.Ink.id-66D0A973.[peek
Wireshark.Ink.id-66D0A973.[peekabooo(
XPS Viewer.Ink.id-66D0A973.[peekabooc
| Accessories
Calculator.Ink.id-66D0A973.[peekabc
Command Prompt.Ink.id-66D0A973.]
displayswitch.Ink.id-66D0A973.[peek:
Math Input Panel.Ink.id-66D0A973.[p
Mobility Center.Ink.id-66D0A973.[pet¢
NetworkProjection.Ink.id-66D0A973.[
Notepad.Ink.id-66D0A973.[peekaboc +

4 Back

’ Search programs and files pe ’

Documents

Pictures

Music

Computer

Control Panel

Devices and Printers

Default Programs

Help and Support

[ —
Shut down | »
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BEE oS QT8 Bflaed e

“ 54 05 €5 5% 02 AS 29 60 27 54 A0 07 €0 13 87 12 i3, 5 ey~ [001772F0 PLANGD 9788 58 32 12 19 05 B9 DO B 81 0148 gU..H>iicienck e . (g *
Lol E2 00 B8 D4 DE 4F AC A7 26 46 94 91 C5 83 70 DS  SIEFIIR T a017ee00 68 BC 15 32 B6 82 CA 08 96 97 9P 80 DB 91 €A 40 98 S/ B0
€2 67 A0 00 B9 18 5¢ 38 99 20 99 28 DC 48 90 0C oo17#710 DA B6 28 BS BA AR 74 56 42 53 41 ED 42 98 SE 88
D FD 7C B2 45 29 13 B0 D3 F7 27 B2 11 56 90 Ah "1 [0017¢720 £2 B3 A5 0A 26 04 37 B4 11 A9 91 FE CD 0C 08 IX
00177730 80 15 AB 91 66 2F 2 26 D2 38 04 B4 3A A2 43 08 oo17#¥30 4A 6C 61 AC B8 EP F1 AD 78 B0 71 53 6A 2C 29 57
00178740 92 36 3B 53 EE 53 A7 B€ 4E 47 B2 E6 42 99 C5 B7 .6;S.Y..NG. oo17e740 7c 20 0D 88 84 £9 38 05 88 3E 62 55 4D 36 AE BO
00177750 48 £6 47 B5 £B 21 BS AD 46 3D 86 25 87 70 A AQ H.G..!..E=.%. 00172250 60 34 22 C6 49 61 B4 SE 47 ED C3 A3 34 FC EB A3
0176F60 38 38 DS 20 17 28 3¢ 48 A7 28 1P 96 A0 B1 60 FE >2. ./7H.(. Joo17ee60 A7 27 c6 PR 7¢ DE 73 A1 5D 07 53 73 Al DE AR 85
00172970 13 65 21 B7 A6 C3 GA B2 92 AC A6 BE 4D 15 43 81 Joo17#¥70 5P A4 BC 98 85 A0 98 F6 27 C1 A0 FS FA 7A 38 23 _ 280
0017e280 98 7% 4D 42 C7 2 £0 28 FS 7E EA 26 88 Al 3C 4T oo177r80 21 19 23 42 34 38 €5 32 2¢ 46 39 90 33 19 48 99 1.4548k2/F9.3.5.
00172230 DB 75 94 3¢ D1 22 84 BE CF 02 B3 AP 12 7 50 5¢ oF] 00172290 00 50 92 DA DC 51 DE 4P B0 CB €7 C2 9A 47 €D B0 .E...G.
01762A0 0P 00 37 B7 0B 6C SE AC 5C AC 35 87 38 54 48 B7 ..7..1 .\.5.>Th. lo017£2R0 €4 CP 64 C6 58 CC 25 17 AC BB B9 SC AA AS 77 C7 ..d.X.%.
00172780 8D DD 9C 4B 35 C1 22 67 AB 6D 81 25 77 5E 33 CB ...NS..g.m.W0. Joo17e¥80 52 57 DA 9A CD 26 E2 EC DI 4C ED 78 6A C8 84 F7
0017e7C0 1c 48 28 33 68 9C AD 10 F1 7F EC 02 B0 EF 6E 55 017FFC0 98 6E B2 62 4F BB AP 36 57 54 81 E7 57 57 70 Se
00177700 92 28 B0 G2 97 12 D2 €6 CC A% 69 F3 ES CO 47 1z Joo17#¥00 07 B0 PC 16 B2 P1 D8 28 7D 15 AB CA 6D 31 7C T4
00172¥20 58 EE 42 92 ¥7 78 AR EF OB 26 A9 DS C2 €7 56 A 00175FE0 A4 BF OF 6B 47 P2 6C 37 €5 C5 86 46 34 B3 A EA
00177720 79 P9 84 69 83 44 AR FB 62 49 84 8P 9125 22 A2 oor7eee0 22 57 #7 D5 47 #B DC 35 69 28 cC 10 B3 03 74 3
0180000 84 1P C1 74 CP 57 3B P8 B7 6B 57 B4 59 07 A4 E3 00180000 84 1P C1 74 CF 57 3B P8 B7 6B 57 84 59 07 A4 E3
0180010 €7 BA 87 CA C3 D3 7r 17 2D E3 49 28 PP 2A 19 38 00180010 €7 BA 87 CA C3 D3 7F 17 2D E3 49 28 PF 2A 19 38
00180020 P1 22 1D 92 33 OC FE 61 PC 9P FF DB 46 FO 39 1A 100180020 P1 22 1D 9 33 OC PE 61 FC 9P PP DB 46 PO 39 1A
00180030 46 B3 8D 62 BB P9 2D €9 9C 94 DB BF 71 A0 32 DE j00180030 46 E3 8D 6E BB P9 2D €9 9C 94 DB BF 71 A0 3E DE
00180040 90 22 A9 32 8P 92 FE 00 C1 D2 OA F6 CB DF EB FA 100180040 90 22 A9 32 6P 92 FE 00 C1 D2 OA P6 CB DF EB FA
00180050 PS5 PO D6 CB 21 52 ED 68 5D B6 11 AE 75 87 OC F2 00180050 #5 PO D6 CB 21 52 ED 68 5D Bé 11 AR 75 87 OC P2
00180060 7C SA F2 17 49 AD 34 63 FE C2 24 AD D9 ED 6P FT J00180060 7C SA P2 17 49 AD 34 63 FE C2 24 AD D9 ED 8P FPT  |2. c..§.
00180070 £B 66 79 33 31 60 31 97 €C €3 Al €D Bl AE 62 50 00180070 B 66 79 33 31 60 31 97 €C €B Al 6D Bl AE 62 50 .fy31°l.1k.w..oP
00180080 23 PS 64 B8 72 P4 CB 28 00 53 86 C9 92 55 D8 95 00180080 23 PS 64 B8 72 P4 CB 28 00 53 86 C9 92 55 D8 95 4.d.r..(.S...U..
00180090 B2 99 8C 4A AB EB 6C 7B 4A 9B D2 90 AC 25 DE E3 j00180090 B2 99 8C 4A AB EB 8C 7B 4A 98 D2 90
001800A0 30 34 AC 66 62 CB 4C B9 16 B2 E9 7B C2 4B C2 Cé J001800A0 30 34 AC 66 6E CB 4C B9 16 8E E9 7B
00180080 AC 47 36 AD 95 AS 5D BB 78 D2 D3 €9 53 C7 DB 94 J001800B0 AC 47 36 AO 95 AS SD BB 78 D2 D3 €9
001800C0 76 B2 SE 61 A2 FC 5C 2C B8 CA 4P 33 56 4B 8B BS j001800C0 76 B2 SE 61 A2 PC S5C 2C E8 CA 4F 33
j001800D0 EB 56 0Z 73 P8 58 E0 18 61 B3 94 FB 30 2C 13 AF j001800D0 EB 56 0 73 P8 58 20 18 61 B3 M4 rB
00180080 79 56 4P B9 8D C3 E7 91 28 €D P8 A6 36 29 CC 61 100180080 79 S6 4P E9 6D C3 E7 91 2E 6D P8 A6
00180070 31 CD 97 BD OE 26 FA 41 7C 1A €7 4E 99 58 AB 55 j001800P0 31 CD 97 BD OE 26 PA 41 7C 1A 67 42
00180100 AB D1 4B EA 95 37 8B C4 FB 76 P4 FE PP 80 Al 8C 100180100 AB D1 4B EA 95 37 8B C4 FB 76 P4 PFE
00180110 PC 52 9D D8 82 ED D8 DF 4B 89 DC 20 32 1B 35 36 00180110 PC 52 9D D8 82 ED D8 DF 4B 89 DC E0
00180120 82 BA A7 BA 06 64 CB AP P1 98 P1 DB C5 PO 75 E9 00180120 BE EA A7 BA 06 64 C8 AP P1 98 F1 DB
00180130 97 DO 81 47 0B 20 D7 1E 98 E8 2F A6 92 B2 73 5C 00180130 97 DO 81 47 0B 20 D7 1E 9B B8 2F A6
0180140 53 0B 92 PO 90 CA 52 E6 DS 41 EC 85 1A 7E CA 48 100180140 53 0B 92 PO 90 CA 52 E6 DS 41 EC 85
00180150 ¥7 ¥7 62 D9 41 FD C3 AS B2 55 EE BC Al F3 1F C3 00180150 27 #7 62 D9 41 FD C3 AS B2 55 EE BC
00180160 47 96 C6 B6 B8 F2 PP 1A BC 8P OF 02 9D 32 64 64 00180160 47 96 C6 B6 BS F2 PF 1A EC 8F OF 02
00180170 56 13 BC DS 88 44 B2 A2 4D EC 10 EE 38 A0 A0 C8 00180170 56 13 EC DS 88 44 E2 A2 4D EC 10 EE
00180180 2P 85 60 38 C3 27 A8 1E EB DO 4B B4 35 70 65 SO 00180180 2P 85 60 38 C3 27 A8 1E EB DO 4B B4
NNIRNIAN N3 N7 B2 Q7 SA 22 A7 AR DR R4 4R 12 P 1N 44 BT ~ J018N19N D3 N7 B2 97 5A 22 A7 AR DR R4 4R 12
U U | 52002018 103251 PM | 29.2 MB (30626274) | {00000000 ©) | 3/2/2018 1:23:45 PM | 29.2 MB (30626094) |
Ready Default Profile Target only
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00510390 DD 22 8B 90 AB 05 Al €O 33 5D 73 » 00510390 DD 22 88 90 AB 05 Al CO 33 SD 73 15 98 06 EB 07
005103A0 AS 02 1A B2 5C A9 EA B4 CC 45 28 05103A0 A5 02 1A B2 5C A9 EA B4 CC 45 2B SF 28 F7 D9 D4
[00510380 F3 D3 ED 49 F1 F1 FO C2 B4 9D Bl 00510380 F3 D3 ED 49 F1 F1 FO C2 B4 9D Bl 8D 21 2E FE 88
005103C0 C1 EE B7 AS A7 OC 74 FA 94 C5 2E J005103C0 C1 EE B7 AS A7 OC 74 FA 94 CS 2E 17 B6é 54 37 98
00510300 4B SO DB AA 22 8A E6 DA F7 98 FD J005103D0 48 SO DB AA 22 8A E6 DA P7 98 FD 45 F2 7E F7 7€
00510320 33 38 €F 88 B85 BE EE 94 EC €A CO J00S10320 33 38 6F 88 85 B6 EEZ 94 EC €A CO DO OA 4E P9 BD
00510320 €A 06 D9 B4 91 57 P4 DS 28 90 3C 00510370 6A 06 DI B4 91 57 P4 D5 28 90 3C C5 78 24 BY 63
[00510400 AC 44 9A 10 AF 28 4B B3 9D 6P 17 J00510400 AC 44 9A 10 AP 2B 4B B3 9D 6F 17 16 27 D9 42 53
0510410 DD €3 8C C7 66 60 6B E1 26 B3 82 j00510410 DD 63 8C C7 66 €0 6B E1 26 B3 82 A4 75 F3 SE 58
100510420 57 6A OA 93 93 58 6D FD 81 99 1D 0510420 57 6A OA 93 93 5B 6D PD 81 99 1D 5C 6C FC 9A 94
0510430 38 OE FB 1A D8 €A 1C 48 1F DE 3A 00510430 38 OE FB 1A D8 6A 1C 48 1P DE 3A 7F 15 77 98 C1

00510440 SA B9 11 3B Cé D8 55 92 22 D3 57 00510440 SA B9 11 3B C6 D8 55 92 2E D3 57 00 12 56 C8 80
[I] j00510450 44 14 2P 18 01 D3 66 62 02 7C B3 J00510450 44 14 2F 18 01 D3 66 62 02 7C B3 5C Al 74 2A or
00510460 OD C4 A€ 95 F7 86 SA A7 BB E2 53 CO DF SO 34 11
00510470 Fc 08 1E 22 6A D7 80 7A 48 8D 41 F4 00 40 06 EC
0510480 03 4B 9A 24 39 67 83 2A 48 05 3E €F CB 20 59 31
90 10 ..M...~.x"..10.. 00510490 1F 14 4D 86 C2 £2 7E B0 78 22 A4 6D 31 30 90 10
J005104A0 12 BE 89 CB 4D 83 EC 59 E6 CD 67 EE D4 EE 90 FF
00510480 AF D4 34 28 OF D6 BO OA DA CP 3D 63 8D 10 2F 34
[005104c0 BA 07 6E OA 9F 64 C2 3A A8 18 7F 86 81 26 6B FO
[005104D0 1B SE 1A 2F F3 B2 A2 5A BO 06 46 D3 19 83 2a 30

00510460 OD C4 A6 95 F7 86 SA A7 BB B2 53
0510470 FC 08 1E 22 6A D7 80 7A 48 8D 41
0510480 03 4B 9A 24 39 67 83 2A 48 05 3B
0510490 1P 14 4D 86 C2 E2 7E B0 76 22 A4 6D 31

J00S104A0 12 BE 89 CB 4D 83 EC 59 E6 CD 67 EE D4
0510480 AP D4 34 2B OF D6 BO OA DA CP 3D €3 8D
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