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&/ Windows Exp—lorer O - e

-d‘ Windows Explorer has stopped working
=

Windows can check online for a solution to the problem and try to restart
the program.

® Check online for a solution and restart the program

< Restart the program

(v View problem details
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Libraries sequre@tuta.io_646E5370792E7A6970
sequre@tuta.io_61766972615F656E5F76706E62305F356139666330313336333262655F5F77732E657865
& Computer sequre@tuta.io_746573742066696C65202831292E6A7067
& Local Disk (C) sequre@tuta.io_746573742066696C65202831292E6B6D7A
& Media (E) sequre@tuta.io_746573742066696C65202831292E6B6579

€& Network

sequre@tuta.io_746573742066696C65202831292E6D
sequre@tuta.io_746573742066696C65202831292E6D6F76
sequre@tuta.io_746573742066696C65202831292E6D7033
sequre@tuta.io_746573742066696C65202831292E6D7034
sequre@tuta.io_746573742066696C65202831292E6E666F
sequre@tuta.io_746573742066696C65202831292E504E47
sequre@tuta.io_746573742066696C65202831292E646F6378
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sequre@tuta.io_746573742066696C65202831292E75726C
sequre@tuta.io_746573742066696C65202831292E647767
sequre@tuta.io_746573742066696C65202831292E657865
sequre@tuta.io_746573742066696C65202831292E706466
sequre@tuta.io_746573742066696C65202831292E726172
sequre@tuta.io_746573742066696C65202831292E737274
sequre@tuta.io_746573742066696C65202832292E4A5047
sequre@tuta.io_746573742066696C65202832292E6D7033
sequre@tuta.io_746573742066696C65202832292E6D7034
sequre@tuta.io_746573742066696C65202832292E646F6378
sequre@tuta.io_746573742066696C65202832292E62616B
sequre@tuta.io_746573742066696C65202832292E726172 5
sequre@tuta.io_746573742066696C65202833292E6A7067
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1 You realy get the decryptor after payment

1 Do not attempt to remove the program or run the anti-virus tools

1 Attempts to self-decrypting fies val resuk in the loss of your data

1 Decoders other users are not compatble wth your data, because each user's unique enaryption key

1 If you can't send a message, try to vrte with the other e-mai address, for example regster mal.ndia.com
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Summary Transactions
Address 14vo2jGKGemxwWKySqPKJ2kTh4MobogAbG No. Transactions
Hash 160  2b14d8d9bc482ed9cc3d883489089b3f387e2183 Total Received
Tools Related Tags - Unspent Outputs Final Balance
Request Payment
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Donation Button

.v.p; (S WRGIRY c,u 4 CryptConsole-Y+\A J\plcp @;,o.,\s Jeos 5l e

33 5 A0S el (108 e, IS G a1y e LB pled sl L CryptConsole-Y VA i3I0 aS sy o

La 6 51 s bl 45 g s ki oo OLES 34 51 5slite 1, il (gla b b agorl 5o

-~

) 746573742066696C65202832

+ test file (2).doox - Compare it! 4.2

IC@Jaiﬁua‘}B‘&}ﬂ)Ldﬂp\Adw)ﬁ‘ﬁ\GﬂicJA%;

File Edt Merge View Options Tools

Help Register

LT

Ready

il

[43]ce 75 10 De 20 £ 5 £3 cO 38
3F 0D C2 57 1E SF 22 32 F2 BA DA
86 32 06 83 54 77 E6 BD 45 40 %
E7 B2 6D 86 78 4F 1D 4F 6D D2 C1
A4 CD EQ 6C 74 81 BC 82 88 71 2D
68 CA B2 05 B8 D8 AB (D EF C B8
4A 75 8A A9 OE 19 AD BE OF AF 4A
D8 0A FE 57 70 CB BD 59 2E 7F EQ
20 09 F6 D1 9c 21 8C 47 9F AF C1
8a E3 72 13 (C 36 7F 18 5C 32 B4
0 64 23 DA FO 32 B7 16 2C E5 A0
D8 BL C5 EO 78 2D 74 D4 €7 91 cC
EF 75 Al 45 5A 23 8C 78 €5 4B 05
€9 AF AE 8A 8E 78 51 57 B7 AA 5D
41 8D CD DF 2F FS 18 BB A2 9D F8
97 C6 88 07 E1 AE 91 EB DB DI 69
90 97 8F F1 14 02 24 OF 6C E1 B1
16 3a 3A 48 DE EA 9D AF 29 80 BS
6A 16 B0 5A 26 7F 6D CA EB F1 E9
DO D2 BC B4 3D EA 13 TE D7 43 DO
83 cC 07 29 6A CB 37 AC AC €7 A7
5C 9A 9F 30 D1 9F 2a 0D 37 D7 31
57 73 9A CB FB 37 AE 92 21 EE 58
D1 E8 90 36 5E 90 3¢ &C 46 70 AD
92 F3 0D C7 5D 81 3c DS 78 91 00
2 BC 12 06 EF FO 38 5C 89 BE B3
1 66 01 10 33 B9 BA C2 26 8A 54
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E\test file (2) docx
CC 61 D2 2E 42 @IAB 03 04 14 00 06 00 08 00 00 00 21 00 99 7B PK..........l.. (J)J.?u A e
B6 AD 67 BE 8C 00 E6 94 01 00 00 94 07 00 00 13 00 08 02 5B 43 ......cucvanne [ o
FC CF DA 67 37 6F 6E 74 65 6E 74 5F 54 79 70 65 73 5D 2E 78 6C cntent Types].xm
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PC 92 18 3C CC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
92 C4 01 3D D3 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
€9 89 46 C1 39 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
85 91 A9 1D ST 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
EB 5C 93 2B FC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
D7 FS 05 C2 62 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
62 90 25 0D C1 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
AS AD €A BS 83 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
€B C7 AB CD 64 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
64 94 4222 oo san an nn an an an an an 0 99 00 00 00 00 00 00 00
40 0a 00 00 00 00 00 00 00
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8F 28 00 00 00 00 00 00 00
2F %0 0 00 00 00 00 00 00 00
48 CD 41 28 BC 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00
68 50 36 D9 3¢ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
D8 31 22 40 BY 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0B BF 7B CA 4T 00 00 00 0C 00 00 00 00 00 00 00 00 00 00 00 00
Ca 8F 51 03 BB 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
18 D2 1F F1 BB 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13 8C 57 0c BB 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
P4 17TE4 CBEA 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
F1 P8 55 81 8E 00 00 0C 00 00 00 00 00 00 00 00 00 00 00 00 00
ED 68 E2 55 C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
OE 17 EF 31 FC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
EE 21 B9 25 CE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

34 89 45 53 82 00 00 00 00 00 00 00 00 00 B4 95 CB 6E C2 30 10
AF 5F CB 87 D 45 F7 95 FA OP 91 B7 15 31 74 51 55 15 81 45 1F
4R B8 CA 22 35 CB 16 A9 P4 03 4Cc 3C 09 A6 F1 43 P6 FO FA FB 4B
FC 82 56 F3 12 08 44 15 22 A4 2A 64 13 29 99 B F7 9E C9 48 Fé
SA 3C D4 D1 8C . 00000270 70 BC D1 45 B4 02 1F 94 35 09 18 C4 7D 16 81 49 |
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Program X

: JﬁszSA %JﬁLiffjﬁ)

func7PLUOCHPZY017(bytell, byte([], byte[]...

[] encrypted, [] key, [1 vector)

rijndaelManaged = RijndaelM

key;
= vector;

(rijndaelManaged, encrypted);
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.cctor() : void

4{ l’.}f,f‘ LSth.AE; 4JLL23 ﬂji‘} ﬂfi‘fl”*zs ‘)J "X~szLJ;‘ Q).Xﬁi L}iL?ALS; o.)LAT E) g:,u.u‘ oLy Lsitﬁijfﬂ}ﬁﬂ) 4JL~:~) 4)‘9;5;
Pl el 3L 555 gladsl s 5 U s LlalS il
funcBYVIMH5ARB6A2(string(]) : void

[1 code)

rpCodeProvider 1 /Fr (compilerParamet

obj compilerResults.

compilerError = (Co
+ compilerError.ToS

= compile

methodInfo =

(module != )

type = module.Ge
(type != )
methodInfo
(methodInfo !=

methodInfo.I
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ExpoloreAssembly(Assembly) : void X

y assembly)

("Modules in t

(Module module assembly. |

("{e}", module);
(Type type module.GetTypes())

: ("t{e}", type. )
(MethodInfo methodInfo

funcXOUUTMB54E67A(SymmetricAlgorith...

(SymmetricAlgorithm alg, [] message)

[] result;

(message == || message. —8)

result = message;

)
ArgumentNullException("alg");

(MemoryStream memoryStream = MemoryStream())

ICryptoTransform cryptoTransform = alg.CreateDecryptor())

(CryptoStream cryptoStream = CryptoStream(memoryStream, cryptoTransform, CryptoStreamMode. )

cryptoStream.Wirite(message, 9, message. g
cryptoStream. FlushFinalBlock()};
result = memoryStream.ToArray();

result;

StringToByteArray(string) : byte[]
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mscoree.dll \

_CorExeMain

sy el on OF S S e sl ol G L Il pl s S s e o el

@HONESTSampIe caecAbYf) « £)4fV4V.44dYVdY.exe

o [Elescexe /noconfig /fullpaths @"%TEMP%\etzpcjmo.cmdline"

o [Elevtres.exe /NOLOGO /READONLY /MACHINE:IXA "/OUT:%TEMP%\RESFAY) .tmp"
"%BTEMP%\CSC® + 1BEAEYATEVEDYYAAVAFYCATYYY . EA TMP"

HFCOR- RS WE,
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https://www.hybrid-analysis.com/sample/208cca124ddafe35a122f6bdd36191151a2730b4e1051804d5f68d0cb4b44145?environmentId=100#00038137-00002560
https://www.hybrid-analysis.com/sample/208cca124ddafe35a122f6bdd36191151a2730b4e1051804d5f68d0cb4b44145?environmentId=100#00039010-00003304
https://www.hybrid-analysis.com/sample/208cca124ddafe35a122f6bdd36191151a2730b4e1051804d5f68d0cb4b44145?environmentId=100#00039116-00002356
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