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" Software development life cycle (SDLC) integration
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" source control management

* continuous integration

° bug tracking

" application life cycle management (ALM)

¥ integrated development environments (IDEs)
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ARM C/C++
Borland C++

CEVA-XCro- -

Clang

Cosmic C

Freescale CodeWarrior
GNU GCC/G++
Green Hills C/C++/EC++
HI-TECH PICC

HP aCC

IAR C/C++

IBM AIX

IBM XLC

Intel C++

JDK for Mac OS X
Keil compilers

Marvell MSA

R

QNX C/C++
Renesas C/C++
SNC C/C++

SNC GNU C/C++
Sony ORBIS SDK

Sony PSF

STMuicroelectronics GNU C/C++
STMuicroelectronics ST Micro C/C++
Sun (Oracle) CC

Sun/Oracle JDK

Synopsys MetaWare C and C++
TASKING for ARM Cortex

TI Code Composer

Visual Studio

VisualDSP++

Wind River C/C++

OpenJDK

MPLAB XCA
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" API usage errors
AR . .
Best practice coding errors
VY - .
Build system issues
'" Buffer overflows
'* Class hierarchy inconsistencies
'* Code maintainability issues
" Concurrent data access violations
" Control flow issues
" Cross-site scripting (XSS)
'* Cross-site request forgery (CSRF)
Yo
Deadlock
"' Error handling issues
" Incorrect expression
" Integer handling issues
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[\] https://lwww.synopsys.com/software-integrity/resources/datasheets/coverity.html
[Y] https://lwww.synopsys.com/software-integrity/security-testing/static-analysis-sast.html

[¥]https://marketplace.visualstudio.com/items?itemName=CoverityBySynopsys.Coverity Softwar

eTesting

[f] https://continuousassurance.org/category/static-analysis-tools/

[o] https://www.owasp.org/index.php/Source_Code_Analysis_Tools

" Path manipulation

" Performance inefficiencies
” Program hang

™ Race conditions

™ Resource leaks

" Rule violations

" Security best practices violations
n Security misconfigurations
"saL injection

" Uninitialized members

" Integer overflows

" Insecure data handling

" Memory—corruptions

Y Memory—illegal accesses
" Null pointer dereferences
"™ Hard-coded credentials
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