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 1 روزرسانی سیسکوبه

 عادی: یبندطبقه است. «مرکز ماهر »ن سند متعلق به یا یو معنو یحقوق ماد هیکل

 روزرسانی سیسکو به 1

پذیری را در چندین محصول خود رفع کرده است. مورد آسیب 90( آبان 92لغایت  90سیسکو در این هفته )

و در اختیار گرفتن کنترل سیستم  اجرای کد از راه دوربه منجرها پذیریاکسپلویت برخی از این آسیب

اهمیت بالا  شدت مورد دارای 2دارای شدت اهمیت بحرانی،  هاپذیریاین آسیبمورد از  0 .شودپذیر میآسیب

 اهمیت متوسط هستند.  شدت مورد دارای 09و 

پذیری سه آسیب  proof-of-conceptسپلویتها را منتشر کرده است که کد اکرسانیروزسیسکو در حالی این به

-CVE-2020و   CVE-2020-27130،CVE-2020-27125 هایبا شناسه Cisco Security Manage محصول

از  های پیشپذیری نسخهآسیب سه این روزرسانی به صورت آنلاین منتشر شده بود.پیش از ارائه به 27131

های بعد از آن و نسخه 4.22 د و در نسخهندهرا تحت تاثیر قرار می Cisco Security Managerاز  4.21نسخه 

  .اندرفع شده

شود در طی این هفته را نمایش داده است. توصیه می روزرسانی شدههای بهپذیریآسیبلیست  0جدول 

 روزرسانی نمایند.پذیر خود را بهکاربران با بررسی این جدول محصولات آسیب

 روزرسانی شدههای بهپذیریلیست آسیب -1جدول 

 روزرسانیاطلاعیه به
شدت 

 اهمیت
 پذیریشناسه آسیب

تاربخ انتشار 

 روزرسانیبه

Management Cisco Integrated 

Controller Multiple Remote Code 

Execution Vulnerabilities 
 0922آبان  CVE-2020-3470 90 بحرانی

Cisco DNA Spaces Connector 

Command Injection Vulnerability 
 0922آبان  CVE-2020-3586  90 بحرانی

Cisco IoT Field Network Director 

Unauthenticated REST API 

Vulnerability 
 0922آبان  CVE-2020-3531  90 بحرانی

Cisco Secure Web Appliance Privilege 

Escalation Vulnerability 
 0922آبان  CVE-2020-3367  90 بالا

Cisco IoT Field Network Director 

SOAP API Authorization Bypass 

Vulnerability 
 0922آبان  CVE-2020-26072  90 بالا

Cisco IoT Field Network Director 

Missing API Authentication 

Vulnerability 
 0922آبان  CVE-2020-3392  90 بالا

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-api-rce-UXwpeDHd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-api-rce-UXwpeDHd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-api-rce-UXwpeDHd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dna-cmd-injection-rrAYzOwc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dna-cmd-injection-rrAYzOwc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-BCK-GHkPNZ5F
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-BCK-GHkPNZ5F
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-BCK-GHkPNZ5F
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wsa-prv-esc-nPzWZrQj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wsa-prv-esc-nPzWZrQj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-AUTH-vEypBmmR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-AUTH-vEypBmmR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-AUTH-vEypBmmR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-APIA-xZntFS2V
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-APIA-xZntFS2V
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-APIA-xZntFS2V
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Site -Cisco Webex Meetings API Cross

Scripting Vulnerability 
 0922آبان  CVE-2020-27126  90 متوسط

Cisco Webex Meetings and Cisco 

Webex Meetings Server Information 

Disclosure Vulnerability 
 0922آبان  CVE-2020-3441  90 متوسط

Cisco Webex Meetings and Cisco 

Webex Meetings Server Unauthorized 

Audio Information Exposure 

Vulnerability 

 0922آبان  CVE-2020-3471  90 متوسط

Cisco Webex Meetings and Cisco 

Webex Meetings Server Ghost Join 

Vulnerability 
 0922آبان  CVE-2020-3419  90 متوسط

Cisco Telepresence CE Software and 

RoomOS Software Unauthorized Token 

Generation Vulnerability 
 0922آبان  CVE-2020-26068  90 متوسط

Cisco IoT Field Network Director 

Site Scripting Vulnerabilities-Cross 
 0922آبان  CVE-2020-26081  90 متوسط

Cisco IoT Field Network Director 

Improper Domain Access Control 

Vulnerability 
 0922آبان  CVE-2020-26080  90 متوسط

Cisco IoT Field Network Director 

Information Disclosure Vulnerability 
 0922آبان  CVE-2020-26076  90 متوسط

Cisco IoT Field Network REST API 

Insufficient Input Validation 

Vulnerability 
 0922آبان  CVE-2020-26075  90 متوسط

Cisco IoT Field Network Director 

Unprotected Storage of Credentials 

Vulnerability 
 0922آبان  CVE-2020-26079  90 متوسط

Cisco IoT Field Network Director File 

Overwrite Vulnerability 
 0922آبان  CVE-2020-26078  90 متوسط

Cisco IoT Field Network Director 

Improper Access Control Vulnerability 
 0922آبان  CVE-2020-26077  90 متوسط

Cisco Expressway Software 

Unauthorized Access Information 

Disclosure Vulnerability 
 0922آبان  CVE-2020-3482  90 متوسط

Cisco IOS XR Software Enhanced 

Preboot eXecution Environment 

Unsigned Code Execution Vulnerability 
 0922آبان  CVE-2020-3284  92 بالا

Cisco Security Manager Java 

Deserialization Vulnerabilities 
 0922آبان  CVE-2020-27131  92 بالا

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-meetings-xss-MX56prER
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-meetings-xss-MX56prER
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-infodisc-4tvQzn4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-infodisc-4tvQzn4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-infodisc-4tvQzn4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-info-leak-PhpzB3sG
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-info-leak-PhpzB3sG
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-info-leak-PhpzB3sG
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-info-leak-PhpzB3sG
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-auth-token-3vg57A5r
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-auth-token-3vg57A5r
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-auth-token-3vg57A5r
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tp-uathracc-jWNESUfM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tp-uathracc-jWNESUfM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tp-uathracc-jWNESUfM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-XSS-NzOPCGEc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-XSS-NzOPCGEc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-UPWD-dCRPuQ78
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-UPWD-dCRPuQ78
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-UPWD-dCRPuQ78
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SSI-V2myWX9y
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SSI-V2myWX9y
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SQL-zEkBnL2h
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SQL-zEkBnL2h
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SQL-zEkBnL2h
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-PWH-yCA6M7p
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-PWH-yCA6M7p
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-PWH-yCA6M7p
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-OVW-SHzOE3Pd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-OVW-SHzOE3Pd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-LV-hE4Rntet
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-LV-hE4Rntet
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-Expressway-8J3yZ7hV
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-Expressway-8J3yZ7hV
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-Expressway-8J3yZ7hV
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-java-rce-mWJEedcD
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-java-rce-mWJEedcD
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Cisco Security Manager Path Traversal 

Vulnerability 

Cisco 

Security 

Manage 
CVE-2020-27130  99  0922آبان 

Cisco Security Manager Static 

Credential Vulnerability 
 0922آبان  CVE-2020-27125  99 بالا

Cisco IOS XR Software for Cisco ASR 

9000 Series Aggregation Services 

Routers Slow Path Forwarding Denial 

of Service Vulnerability 

 0922آبان  CVE-2020-26070 99 بالا

 

 منبع 2

https://tools.cisco.com/security/center/publicationListing.x 

 

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-path-trav-NgeRnqgR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-path-trav-NgeRnqgR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-rce-8gjUz9fW
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-rce-8gjUz9fW
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xr-cp-dos-ej8VB9QY
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xr-cp-dos-ej8VB9QY
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xr-cp-dos-ej8VB9QY
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xr-cp-dos-ej8VB9QY

