MaherReport_13990829-01.

s

& dounny

e
& oS

—

soaled § el Cu paie I 00
G abl sslas ) Olles

ol @ oMbl 5,9l ylojlw
SUEMA Jo 3 g s o cgtao

Sy (Sl 559 949

w394

)\

AR RIEVVAR
,_5.>Lc

w)li; O)Lo.&

DS &b
K (§oyadab

Olpl Slellbl (5 55L8 lojlu TPV S Slal 2 plie (5B &y oo 5 o St Sl 0L <0l 5 u

. fans
cert.ir - H

wr

CYV)FYED. - - l%

(-Y\) £Y$Q- - -

T

4\




-

'l.w 3
.......................................................................................................................... < 339N
&0



) P (Sl 394

P Slwyigya )

Lol 03, 28, 093 Jgame paiz 10 |y (g pducam] 9,50 YT (LT YA ol YF) ate cpl jo sKuw
s S8 (2855 Lil o 5 590 oy 5108 gl e s pdyel (nl 5l (B ashns]
UL coonl ol glylo 0,50 VY ‘ssl)yg Coo] ol glls LbdﬁAi.WT Q.zl 30,50 ¥ D9 0 J.’JQWT
A lawgie ool Sal 6110 5,90 VY g

& 323 | ds Proof-of-concept o glenST oS a5 Conl 00,5 jiiia |y o Sl 59,4 (ol (I 50 oK
CVE-2020- 4 CVE-2020-27125 .CVE-2020-27130 slvawlis L Cisco Security Manage Jsase
3 G st iyl aw ipl g 0ol piiie (plll & g0 4y Glaeya 1) 51 iy 27131
O 5l o lbaseas §4.22 ases jo g wds o 48 156 cou |, Cisco Security Manager ;1 4.21 ases
Aloals a3,

39 50 dpogi Zul ool (alad |y atie cul (b o e Slujssa sl i) S ) gu

anled Gloyisra |y 09> el Slsams Jgaz nl gy b 0l

a3l 39,41 oy Iy ] Cund Y Jgue

i Cisco Integrated Management
\Yaq LI YA CVE-2020-3470 > Controller Multiple Remote Code
Execution Vulnerabilities

Cisco DNA Spaces Connector
Command Injection Vulnerability

\¥aa LT YA CVE-2020-3586 S

i Cisco 10T Field Network Director
‘Y44 LT YA CVE-2020-3531 > Unauthenticated REST API

Vulnerabili

Cisco Secure Web Appliance Privilege
Escalation Vulnerability

\¥aq 4LTYA  CVE-2020-3367 u

i Cisco loT Field Network Director
\Yaq oLl YA CVE-2020-26072 UL SOAP API Authorization Bypass

Vulnerabili

i Cisco 1oT Field Network Director
1¥aq LI YA CVE-2020-3392 UL Missing AP1 Authentication
Vulnerabilit
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-api-rce-UXwpeDHd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-api-rce-UXwpeDHd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-api-rce-UXwpeDHd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dna-cmd-injection-rrAYzOwc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dna-cmd-injection-rrAYzOwc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-BCK-GHkPNZ5F
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-BCK-GHkPNZ5F
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-BCK-GHkPNZ5F
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wsa-prv-esc-nPzWZrQj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wsa-prv-esc-nPzWZrQj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-AUTH-vEypBmmR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-AUTH-vEypBmmR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-AUTH-vEypBmmR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-APIA-xZntFS2V
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-APIA-xZntFS2V
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-APIA-xZntFS2V

Y Swyigya

Cisco Webex Meetings APl Cross-Site
Scripting Vulnerability

\WA9 LT YA CVE-2020-27126 s

) Cisco Webex Meetings and Cisco
YYa9 LT YA CVE-2020-3441 lwgis | Webex Meetings Server Information
Disclosure Vulnerability

Cisco Webex Meetings and Cisco
Webex Meetings Server Unauthorized
Audio Information Exposure

Vulnerability
i Cisco Webex Meetings and Cisco
\Y4q LI YA CVE-2020-3419 Lwge | Webex Meetings Server Ghost Join
Vulnerability
Cisco Telepresence CE Software and

‘Y44 LI YA CVE-2020-26068 Lugie  RoomOS Software Unauthorized Token
Generation Vulnerability

‘Y44 LI YA CVE-2020-3471 Lwgie

Cisco 10T Field Network Director
Cross-Site Scripting Vulnerabilities

\YA9 oLTYA CVE-2020-26081 | lawssis

i Cisco 10T Field Network Director
YYa9 LI YA CVE-2020-26080 Lugie  Improper Domain Access Control

Vulnerability

Cisco 10T Field Network Director
Information Disclosure Vulnerability

i Cisco 10T Field Network REST API
\Yaq oLl YA CVE-2020-26075 Loy Insufficient Input Validation

Vulnerability
i Cisco 10T Field Network Director
‘Y44 oLIYA T CVE-2020-26079 Lugie | Unprotected Storage of Credentials
Vulnerability

Cisco loT Field Network Director File
Overwrite Vulnerability

'Y LI YA | CVE-2020-26076 | lawsgis

W9 LT YA CVE-2020-26078  lawsic

Cisco loT Field Network Director
Improper Access Control Vulnerability

\WA9 (LTYA CVE-2020-26077 | lawsis

) Cisco Expressway Software
VYaq LI YA CVE-2020-3482 Lge  Unauthorized Access Information
Disclosure Vulnerability

) Cisco 10S XR Software Enhanced
\Yaq oLlyy CVE-2020-3284 UL Preboot eXecution Environment
Unsigned Code Execution Vulnerability

Cisco Security Manager Java
Deserialization Vulnerabilities

\Yaa oLl vy CVE-2020-27131 UL
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-meetings-xss-MX56prER
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-meetings-xss-MX56prER
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-infodisc-4tvQzn4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-infodisc-4tvQzn4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-infodisc-4tvQzn4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-info-leak-PhpzB3sG
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-info-leak-PhpzB3sG
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-info-leak-PhpzB3sG
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-info-leak-PhpzB3sG
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-auth-token-3vg57A5r
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-auth-token-3vg57A5r
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-auth-token-3vg57A5r
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tp-uathracc-jWNESUfM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tp-uathracc-jWNESUfM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tp-uathracc-jWNESUfM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-XSS-NzOPCGEc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-XSS-NzOPCGEc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-UPWD-dCRPuQ78
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-UPWD-dCRPuQ78
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-UPWD-dCRPuQ78
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SSI-V2myWX9y
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SSI-V2myWX9y
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SQL-zEkBnL2h
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SQL-zEkBnL2h
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-SQL-zEkBnL2h
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-PWH-yCA6M7p
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-PWH-yCA6M7p
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-PWH-yCA6M7p
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-OVW-SHzOE3Pd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-OVW-SHzOE3Pd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-LV-hE4Rntet
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-FND-LV-hE4Rntet
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-Expressway-8J3yZ7hV
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-Expressway-8J3yZ7hV
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-Expressway-8J3yZ7hV
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-java-rce-mWJEedcD
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-java-rce-mWJEedcD
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) Cisco
\Yaq oLl YY | CVE-2020-27130 Security
Manage

Cisco Security Manager Path Traversal
Vulnerability

UL Cisco Security Manager Static
’ Credential Vulnerability

Cisco 10S XR Software for Cisco ASR
UL 9000 Series Aggregation Services
i Routers Slow Path Forwarding Denial
of Service Vulnerability

1Yaq oLl vy CVE-2020-27125

W44 LT YY | CVE-2020-26070

https://tools.cisco.com/security/center/publicationListing.x
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-path-trav-NgeRnqgR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-path-trav-NgeRnqgR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-rce-8gjUz9fW
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-csm-rce-8gjUz9fW
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xr-cp-dos-ej8VB9QY
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xr-cp-dos-ej8VB9QY
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xr-cp-dos-ej8VB9QY
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xr-cp-dos-ej8VB9QY

