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Cisco Secure ACS CLI -
ACS gy )y aes show version jsws sl eslal L Cisco Secure ACS CLI o alys oo Lo

DS onalin |,

acs55/admin# show version

Cisco Application Deployment Engine OS Release: 2.2
ADE-OS Build Version: 2.2.2.013
ADE-OS System Architecture: x86_64

Copyright (c) 2005-2015 by Cisco Systems, Inc.
All rights reserved.
Hostname: acsx5

sy
Version information of installed applications
Cisco ACS VERSION INFORMATION
Version : 5.8.0.32
Internal Build ID : B.442
Patches :
5-8-0-32-1
acs55/admintt
Cisco Secure ACS g oo s 0,8 kal, -Y
YL ;0 ADOUL 45335 (59, » (e 9 9SS Cisco Secure ACS g o (s (5,5 lail) 5o Tl
slecsw ] (https://www.cisco.com/c/en/us/support/index.html) S cole Slaciiy jise ,o o
°h

Ssled dglila 1) wales 050 oKl 6fwMT ol layg e




YA n ole 53K 0kd 22 (6la (6 ol L3l5S

Cisco WebEx slbcaudS ;o 90 ol 51 a8 (ol > Lg).,mwj Olgis
CVE-2018-0112 & pyn]
Base - 9.0 CVSS Score
13 i
s
CSCvg19384 sl
CSCvil0746
Pl ow
. , b
(Remote Code Execution),gs ol, 5l oS sl >
&b
2018 May 2 14:08 GMT Al o
a Sleyior
) lale,niz & a0 4 Slud> 6,1,8 ISl Cisco WebEx Business Suite (WBS) (sl o gy
ol gl oo (5,4 g o e CisCO WEDEX Lawgs a5 auS' oo w2148 01,81 6l ylez jol s jo
CS o ol i b wlad 0 (So5d jpa> (g Wlsh (63,8 10 098 o0 Cacly o gy
Cisco WebEx Cisco WebEx Event Center J.L: Cisco WebEx Business Suite .asbaiils
.4l oo Cisco WebEx Training Center 4 Cisco WebEx Support Center Meeting Center
Cisco 4 Cisco WebEx Meetings Cisco WebEx Business Suite meeting ,o (s 3yl <5 Dloendgs
39 599 ol lelgds oS slya | ) as il palpe G 4y wilss o WebEX Meetings Server
SN Cunlinls (639,9 (Zriw Liiel 51 2l (5 pdscam! plules pal 31, 1S S e
L oals b S painne Jlosyl 5l ooliznl b and> SO j0 Wlgs oo p2rloe S5 .l Clisco WebEX
Sl ol 53l 5 ol o B 6 A8 ST sl a ol 5yl 5l )l 1S as (SWH)aSgany
J.‘S 6)‘0).30}.@‘.)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg19384
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi10746

G

ctigkbacibialcdia
(e sl g gt fa s

YA n ole 53K 0kd 22 (6la (6 ol L3l5S

135,50 asl ceas LSl (59, »» WebEX meeting l35ls 5 a5 slacaudS 65, » (s iyl o5

Cawlodds 00)31 ).») Cnd B Sl ‘_g).:..\.um] U)‘ )...vl.: S AS ‘S’me Ll
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it (6 pdycam| opl 50 Co cusl e Ll o Smart Install 554

&yl 1y Smart Install gl colbld w1, 1 12.2(52)SE 31 iw slodasens a5 ooz g
archive download-sw jlxs EXEC (jle 3 51 ST oauil S5 o) 00 pud gy aiilss oo Lol

oolaiwl show vstack config jlxe EXEC jsiws 3l Smart Install S5 o050 Jlad cpss gl
el 5 SV 51 SO ( Sy ol 0o JUd O jgo 10) Hws (pl (g5 0S

Role: Client and Oper Mode: Enabled

Role: Client (SmartInstall enabled)

O3V oliws 4y sl 0g o 1>l oSiws (59, 5 Cisco 10S Software asews plaS aSol cpens 5l
Ll b jo oiws 59, 5 Jl38le s 810008 oolaiwl CLI jo show version jsiws 51w 9uS
Cisco L Cisco Internetwork Operating System Software .. system banner o o ol
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Cawloadds

Router> show version

Cisco 10S Software, C2951 Software (C2951-UNIVERSALK9-M), Version
15.5(2)T1, RELEASE SOFTWARE (fc1)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2015 by Cisco Systems, Inc.
Compiled Mon 22-Jun-15 09:32 by prod_rel_team

ios-xe-device# show version

Cisco 10S Software, Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M),
Version Denali 16.2.1, RELEASE SOFTWARE (fc1)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.
Compiled Sun 27-Mar-16 21:47 by mcpre
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e ASA Services Module for Cisco Catalyst 6500 Series Switches and Cisco
7600 Series Routers
e ASA 1000V Cloud Firewall
e Adaptive Security Virtual Appliance (ASAv)
e Firepower 2100 Series Security Appliance
e Firepower 4110 Security Appliance
e Firepower 4120 Security Appliance
e Firepower 4140 Security Appliance
e Firepower 4150 Security Appliance
e Firepower 9300 ASA Security Module
e Firepower Threat Defense Software (FTD)
e FTD Virtual (FTDv)
ASA 53l 65

O 983 oo HLis ) ndycanl CisCO ASA (sla S5g o o Caos (355 ) Jgoo 50

23 oo olai |, CLI o show running-config jgws & ,b 51 pdsca] (gom S oy o

Feature

Adaptive Security Device
Manager (ASDM)?*

AnyConnect IKEv2 Remote
Access (with client services)

AnyConnect IKEv2 Remote
Access (without client
services)

AnyConnect SSL VPN

Cisco Security Manager?

Clientless SSL VPN

Cut-Through Proxy (Not
vulnerable unless used in
conjunction with other

Vulnerable Configuration

http server enable <port>
http <remote_ip_address>
<remote_subnet_mask>
<interface_name>

crypto ikev2 enable
<interface_name> client-services
port <port #>

webvpn

anyconnect enable

crypto ikev2 enable
<interface_name>
webvpn
anyconnect enable

webvpn
enable <interface_name>

http server enable <port>
http <remote_ip_address>
<remote_subnet_mask>
<interface_name>

webvpn
enable <interface_name>

aaa authentication listener
<interface_name> port <number>
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vulnerable features on the
same port)

Local Certificate Authority
(CA)

Mobile Device Manager
(MDM) Proxy?

Mobile User Security (MUS)

crypto ca server
no shutdown

mdm-proxy
enable <interface_name>

webvpn

mus password <password>

mus server enable port <port #>
mus <address> <mask>
<interface_name>

Proxy Bypass webvpn

proxy-bypass

REST API* rest-api image disk0:/<image

name>

rest-api agent

Security Assertion Markup N/A
Language (SAML) Single Sign-
On (SS0)°

| J.ad.)w—‘ 03 dd..u)ig http ULQJ.S C.)) B @6] g_i: )‘ Le‘.u ASDM
el 3yl 00l gan,So NP le 8 &5 10 ol G 5l s Cisco Security Manager Y
A Gloiy 9.3.1 aseus jo lal MDM Proxy Y

http e j3 25, , srs] o 5l s REST API s gloisy 9.3.2 asei o lazl REST AP ¥

sl gl oals (gan Sy
b sty 9.6 4k 4o oz SAML SSO 0

sole] &S g b SSL )l55 o Show asp table socket | include SSLIDTLS grws 51 ooliswl b
Sorge b Sy oLl ASA (un Sy S1.0S 29l |) (Shm 2 535, 2 DTLS 2él o

Cawlodel 5 0 aijls 1,8

ciscoasa#t show asp table socket | include SSL|DTLS
SSL 00185038 LISTEN 172.16.0.250:443 0.0.0.0:*
SSL 00188638 LISTEN 10.0.0.250:443 0.0.0.0:*
DTLS 0018f7a8 LISTEN 10.0.0.250:443 0.0.0.0:*

I, SSL wleMb:| show asp table socket stats protocol ssl jsiws 5l eslawl b lsi oo cppizmon
5 i g ool o ply sl az a5 was o lid b 4 Sledbl (l oS 2l Sl
el ASA olKisd (109 pducas] (e 4y a5 ol Verification
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ciscoasa#t show asp table socket stats protocol ssl
NP SSL System Stats:

Handshake Started: 83
Handshake Complete: 60
SSL Open: 7

SSL Close: 285

SSL Server: 84

SSL Server Verify: 0

SSL Client: 0

I, o&iws (55, ASA |l33le 5 aseus g5 <o CLI jo show version jsiws 3l eslawl b puzxes

dl
FTD il

O 5 383 oo i 1) 3yl CisCO FTD (sla g Cand o Caos (355 i Jgoa 50

23 oo oylai |, CLI o show running-config jgws & ,b 51 pdsca] (gom S oy o

Feature Vulnerable Configuration

HTTP Service enabled? http server enable <port
#>

http

<remote_ip_address>

<remote_subnet_mask>

<interface_name>

AnyConnect IKEv2 Remote crypto ikev2 enable
Access (with client  <interface_name> client-
services)?? services port <port #>

webvpn

anyconnect enable

AnyConnect IKEv2 Remote crypto ikev2 enable
Access (without client <interface_name>
services)?? webvpn

anyconnect enable

AnyConnect SSL VPN?%3 webvpn
enable
<interface_name>

JgwiS 59, » Firepower Threat Defense Platform Settings > HTTP 3, L 5l http _S59 )
el Jled (FMC) Firepower iy

L FCM (g4, »» Devices > VPN > Remote Access 3 ,b 51 VPN g5 ol 5l g yiws Sie ¥
ol Jled (FDM) Firepower olSws g sow (59, »» Device > Remote Access VPN g, ,b ;|

Cawlodds G'Lu.a.w.t 6.2.2 asews 5o ‘.\.u‘ VPN 99 o|) )‘ w,wo ‘;)45 Y
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oolel &S g b SSL )l55 o Show asp table socket | include SSLIDTLS gws 51 oolasw! b
2 997se Sl Sy Jolb FTD (oS 51055 9290 | (Shm 2 59, » DTLS 2l o
listen cJl> ,0 a5 DTLS 5 SSL e g b (25,5 diges SO .l iyl 0l YU Jgax

.Ca...u‘o;.\.ai Py AJ)‘& )‘)3

firepower# show asp table socket | include SSL|DTLS
SSL 01ffb648 LISTEN 1.1.1.1:443 0.0.0.0:*
DTLS 00009438 LISTEN 1.1.1.1:443 0.0.0.0:*

I, SSL wleMb| show asp table socket stats protocol ssl jsiws 5l eslatwl b lsi oo Cppizmon
51 i g ol 8l 0 ply slaws 4z aS wes o lis by ledbl )08 2l ]
Lol FTD ol8tss (109 pducamw! (e 4y a5 ol Verification

firepower# show asp table socket stats protocol ssl
NP SSL System Stats:

Handshake Started: 44
Handshake Complete: 42
SSL Open: 2

SSL Close: 77

SSL Server: 45

SSL Server Verify: 0

SSL Client: 0

Iy o&iws (55, FTD l38le 5 aeud g5 oo CLI jo show version jsiws 3l eslawl b puznen

il

(https://www.cisco.com/c/en/us/support/index.html) s cole Slaciy (isu o
Sasles aghils 1) ol&iwss (6 pdycam! (pl 4 by e slacon]
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6,108, &,k 5l 5w Wireless LAN Controller ;o g goe (5 ]

ol
IP Fragment suozwe
Al
CVE-2018-0252 IR T
Base - 8.6 CVSS Score
1.0 4
s sl
CSCvf89222 S
2018 May 2 16:00 GMT sl &)
0aiiS J S l580 o 5,0 aS IP Version 4 (IPV4) ;o Slakad (g jlupd pur 2B 50 (5 3y camn] S
ddre 6}‘;,\3‘0‘) ulia‘ AJ‘yGA Sl 39290 AR 9 AR WAREE LSLDLSJ.MJ 51.»...‘4 (o 45.....»
too dos Lo go Wilg o Joo opl uled w2l)8 590 ol 5l exloe sl Ty e0ud ol oSt
L IPVA (slo a5l (55 00 S5 1380 055 a5 wms oo 2 Sloj s pdyaa] 0l 08,5 (g
S paam] ul 51IPVA a8l slafragment Jlo,l b ailgs so oxloe asles (5,135 ,L o ,Lgo .
S ooliiwl gao At
39>38.5.105.0 §8.5.103.0 asews 9o Wireless LAN Controllers |l58ls 5 1o (s 3y camw! o)
ol
sl ptiie Ceol (6 sl al 4 bgye a1y 5l38l0 5 sla Sl g sa 5K
Jyama A= 500+ sl sly o Sl 584 (laases plas (55, 32 s pdyams] 0]
YO+ g 51,2 8.5.105.0 48.5.103.0 aseus 90 pizxon o Wireless LAN Controllers
el H135 51 Wireless LAN Controller Joase Ad« - 4 00 -
Cisco Wireless LAN Controller ,l58ls ;i aseus jauseis
_ i i Qy’aam
dgu g0 |yl oKiws 5 o Cisco Wireless LAN Controller aseus plas” aSo) aseis ¢l ) :
A

el 1y 55 Jol e g Lol 5l oolazul gl 0,5 eolawl CLI L controller g Loy 51 les o

HEW- N
g controller Cg Loyl 5 )lg 3900 5l oolazul b -

A4S SIS Monitor o (g5, -Y
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g kbbbl adis Ye\A Al ole )JM ol J,.:..'C..A leA sz.g'.:\i WT &J‘jg ‘;i_o} :;:‘;j

DS SIS Summary s, » g i s <Y
Izl oKiws 59, p pol> Jl> j0 a5 Jl33le 5 aseus Controller Summary 5 o -¥
D oo lid |y 09 oo

yolo 1, show sysinfo ,giws ouS .5Y controllers; Telnet 5 ,b 51 CLI 3l oolaxul (gl
3 smled ) Jlie . 0sS axxle Product Version als jlaie 4 jgiws o295 ;10 s g 08,5
ol 8.3.102.0 azews CiscO WLC 158l ¢ 5 aS aSws lp jeimws pl 29,5

(wlc)> show sysinfo

Manufacturer's Name...........cc.u....... Cisco Systems Inc.

Product Name.......ccccovvvvvveeeenennnn. Cisco Controller

Product Version......cccccceeveuveeenne 8.3.102.0

Bootloader Version..........ccceeeeennes 1.0.1

Field Recovery Image Version.............. 6.0.182.0

Firmware Version.......cccceveeevvnnnenns FPGA 1.3, Env 1.6, USB console 1.27
Build Type.....coooeeeiieiieeeeeeen, DATA + WPS

Sed o0 1>l oKiws G 4o Cisco Mobility Express Software aseus plas™ aSo| cposs 5l
a2 bl |y 5 Jol e g Lol 5l oslainl gl 0,5 eolatuwl olKiws CLI L g Ll 5l lg5 oo

g )y o9 Laly 4 5595 sl esliul b )

S ool |, System Software > Software Upgrade ;5 -Y
A4S az>| . System Software Version ulé jlode 4 -V

DS 5 SY Clygy ST 4 SSH i U Telnet 5 ,b 51 -
DS dxxl e o] (9,5 4 g 03,5 ol | show version jgiws -0

J38le 5 a5 Cisco Aironet 18521 cuy gy ST (6l j5iws cpl (29,5 5 siuled 5 Jlo
ol WS oo 1,211, 8.3.111.0 as.s Cisco Mobility Express

AP# show version

cisco AIR-AP18521-UXK9 ARMv7 Processor rev 0 (v71) with 997184/525160K
bytes of memory.

Processor board ID RFDP2BCR021
AP Running Image : 8.3.111.0

Primary Boot Image : 8.3.111.0

Y.
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Backup Boot Image : 8.1.106.33
AP Image type : MOBILITY EXPRESS IMAGE
AP Configuration : MOBILITY EXPRESS CAPABLE

(https://www.cisco.com/c/en/us/support/index.html) s cole Slociy idu o

J—’ ol

..\...vl.o.a J}L‘\D ‘) PLQJ 0)5.0 oKws ‘_gj.n.\.ami U)‘ aQ .‘09)).9 (_gl.bw..bi

Cisco Meeting Server ,o ,90 ol, 51 oS sl,>! (6 pdsca] Olgie
awlld
CVE-2018-0262 6):‘.:& . {
Base - 8.8 CVSS Score
1.0 Ao
dlm.ﬂg awld
CSCvg76469 <
(Remote Code Execution),ss ol 5l 05" (sl > 550
2018 May 2 16:00 GMT el &6
@)l ey 4l lpie )08 S158l 5 (Sgo (2 Sl (CMS) s ad> 595
A o yowd (BB ol par a5 sSws b oliSios il yaiS BUT G 5, 5l a8 wes oo
w25 | claz LS, Meeting o Lose ool LL3 1 G,k 5l 5 6K s3ug slosll > CMS
s 3 Y15 Lo Lol 55 45 ACAN0 5 5Sns (o (650 i, 5l coll ol 45 0 e
D, 5429 Cawgu
@ 5l e s yiwd 03l pxlpe G 4 wilg3 oo Cisco Meeting Server ;o sy ol S5
o 590 ol 51 0ass ] piasw ;0 wlas Sledol b 155!
Slopd gs

5 31 sladaly wilgs so a5 Cal olKitwd Casyol (5,8 jtan (g9, 5l 6 (5 pduaam]

5 eolazwl b g 048 Jled Traversal Using Relay NAT (TURN) g ST cpl 2 0gdle
S8y Jloyl 6l TURN jLeel 5l wlgs oo p>lee Transport Layer Security (TLS) &Ylasl
@ gl e jelae D90 4 45 A Sy 3 (plaas] )olius sladaemon 4,

WS S 1 a0 ol 5l g 10 0 0 Jeme g (S eoliiuw! (Miius lalwlgs o

A


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg76469
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sl 03,8 piie sl (6 pdy ool (il @ giye a5y ()53 05 sla gl 9y 2 5Snns
slease.s Cisco Meeting Server (CMS) Acano X-series ¢ ,5eds g9, » (5 pducamw! ol
el S 562,211 51 LS

:3,59] Gy |y olfiws o (59, (22! CMS aseus lg5 oo CLI jo version (e, 5l eslaul b

system> version

2.2 11

&l TLS a5 el goe ol 45 05 o0ls islaiturncerts g turn tls &l jgws (guis S yo 31
Mainboard (guu,S 0,5 S sl asloads (guis Sy TURN server L | >

yoturn jeiws 5wl sl TURN server l,, Management Processor (MMP) TLS
TURN (sl o0ds (0,5 TLS b e S5 3 Jlio 53 .S soliztl MMP JguusS

el ool oaly yLis server

cms > turn

Enabled: true
Username: cisco
Password: 1234
Realm: nicedet.com
Public IP: none

Relay address: 1.2.3.4
TLS port: 3479

TLS cert: turn.crt

TLS key: turn.key

TLS bundle: none

Listen interface a

Products & Services > Collaboration > Cisco Meeting Server > Download iz o
Sobils 1) oles 0,50 olKiwsd (6 iy (pl 4 by e slocu s | Software > Acano X-series

R
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slocs g S| o Point-to-Point Tunneling JSSg, 10 (ugyw oo (S s
1810, 1830, 1850 ™ AironetM

CVE-2018-0234

Base - 8.6

1.0
CSCvf73890

(DOS) (yutg yoo ge (6 s

2018 May 2 16:00 GMT

sl g Sl o Point-to-Point Tunneling Protocol (PPTP) JS5g, ;8 (5 pdscamw! oy
S b oS SaS waloe o 4 Wl oo 6 pducam] ol el Sgge YABS g VAT VAN + (5
Spdacam! (pl.05,5 DOS S e go g AiS (5,135 L 0,bgo 90 ol 51 1 000 o] oK
.l Generic Routing Encapsulation (GRE) (slaps ,8 10 caslinl zuiwlel 51 50

S 5 liin 9 4D S gy S T SO lgis 4 a5 ol SOl Wil o0 p o
Ol G5 GRE (18 G Jlo ) b g 0iS sl pdscan] cn g w4 PPTP Jlas! G oo
5,198 b g0 NSS aees an1,8 10 polas G oloul b palge 05,5 ol )8 oslfiiws )] o (o yiwd

g 0 DOS Condg amii 10 g Sy gy eS| 0o

Cisco ,138le 3 a5 VAL g YAY» YAV« (5, Cisco Aironet slacuy gy S|

J> o LT s, ,» 8.5.105.0 |, 8.5.103.0 8.4.100.0 (slvas..; Mobility Express
5,085,158 6 pdcam! (ol Wb Con cal 5]

Ol9 oo el 2! Jl> 5o Cisco Mobility Express |l38ls 5 ased plas” asiol poss 6l
S EM] (gl 0,5 ool iy gy ST CLE aors b 00isS” ]S g (5,5 a5
WS b1y g ol eaisS S g 60,8l jo a5 158le 5 aseus

S 5SY g ) Sl 4 093 5 550 p0 )
A8 ol |, Management > Software Update ai ;5 -V

ol

Al

Srdycawl

CVSS Score

&Y garo

Cac A

Yy


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf73890

e YOO nsle 53 K 0l S22 (sl (g udy ool SIS

wle 3F

DS Ea  oa ools Lis asras (YL o S goac 4y -
QS S s gy eS| 4 SSH L Telnet 5 )b 51 ol ey g ueanST CLI Lo o
Ly 158l 5 asews 0ilgs oo o] (39,5 4o S )lg |, show version [giws (e

AP# show version

cisco AIR-AP18521-UXK9 ARMv7 Processor rev 0 (v71) with 997184/525160K
bytes of memory.

Processor board ID RFDP2BCR021

AP Running Image : 8.3.111.0

Primary Boot Image : 8.3.111.0

Backup Boot Image : 8.1.106.33

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration : MOBILITY EXPRESS CAPABLE

(https://www.cisco.com/c/en/us/support/index.html) s cole Slociiy jidu jo

J" ol

J.ul.o.b djl.»‘.b ‘) [°‘>Lef 0)3./: olKws &5)""\’“""“"" U"‘ a .bj.a).a dLbu.u,\J]

YA+ (5 5 Cisco Aironet slacics g ST ;0 oo yiasd gebans (a5 ,] (5 53y sl Slgie
YAB- 5 VAY-
Al
CVE-2018-0226 6).’.‘:\% . i
Base - 7.6 CVSS Score
1.0 Aduus
GLDJLg dwlid
CSCva68116 < .
(Privilege Escalation)  ow yiws gaw sl )] g 3! 3G
2018 May 2 16:00 GMT sleasl g )b
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva68116
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JlpyaS Cang ST YA e g YA e YA+ slas s o Cisco Aironet L Shell (SSH)
@ olirwd GG pxloe 4 (5 pdscal cpl sl 39350 Cusl >l Jl> 0 o1 jo Cisco Aironet

sl 03,8 piie Sl (g 0y ol (4 bogrye 57T (51580 0 slo Sl 595 4 5

S 35 2 4 s pbvern] ol 2 S g

e Aironet 1800 Series Access Points that are running Cisco Mobility Express
Software Releases 8.2.121.0 through 8.5.105.0

e Aironet 2800 Series Access Points that are running Cisco Mobility Express
Software Releases 8.3.102.0 through 8.5.105.0

e Aironet 3800 Series Access Points that are running Cisco Mobility Express
Software Releases 8.3.102.0 through 8.5.105.0

Olg oo el >l Jl> ,o Cisco Mobility Express |l33ls i ased plas” aSo| s 6l
S ML) gly 0,8 eoliiwl gy (ST CL Lazeo by 0aisS” ]S g 5,5 k) 5l
S b 1) p Jole eaisS 58 g ) B daly 0 eads 53 15810 5 ases

DS SY g )5 haly 4095 5550 50 )

48 ol |, Management > Software Update 435 -Y

DS Ea ) 0al oold lis asras (YL o A goue 4y Y
DS S Clsgy ST 4 SSH L Telnet 55 b 5l ol cch g9 ST CLI a0
Ly yl58le 5 asews ol o o] (39,5 40 oS o)y |, show version giws e

AP# show version

cisco AIR-AP18521-UXK9 ARMv7 Processor rev 0 (v71) with 997184/525160K
bytes of memory.

Processor board ID RFDP2BCR021

AP Running Image : 8.3.111.0

Primary Boot Image : 8.3.111.0

Backup Boot Image : 8.1.106.33

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration : MOBILITY EXPRESS CAPABLE

Yo
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(s s Tl 5 6 )8 Glaolu> L)

4 WilgS g0 Sy yw Cisco Mobility EXpress v yiws G sl 62,5 cla Jiules sl
S 0,lg 1, ShOW MOMLUSEr 55w e § 03505 (S Y Cisco Mobility Express ouss™ J us

I, read-write jgo Clus ol g ailbadmin g5 cand ;o Jol 60,5 Clus 51 @

s | i g ST AL Al

cles b asl asls 1y read-only jge >9,5 cond 1o Jol 60,5 Gl ST @
el 3] Cisgy ST oL loby admin s, 18

D3 o LS (6 iy ey 60,5y (61, Show mgmtuser jgiws >5,5 5 Jle

(wlc)> show mgmtuser

User Name Permissions Description  Password Strength Telnet

Capable

admin  read-write Strong Yes

test read-write Strong Yes
(https://www.cisco.com/c/en/us/support/index.ntml) s cole Slosiy (idu jo J= o,

Sasles agbils 1) (6 pdycamn] cpl 56 Cot Y game 4 by o slacon]

YA+ (5 5 Cisco Aironet slacis g ST 10 (o yiwsd zebans 615 )] (5 03y ol Olgie
VAD« 5 VAY-
Al
CVE-2018-0226 LS)‘.’.%“.".‘:"‘"T
Base - 7.6 CVSS Score
1.0 A
dlaefh awlis
CSCvab8116 <
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva68116

i YOIA o olo 53 s ok izt 5la (s el 30158

(sl il g ks il

(Privilege Escalation) o yiws pdaw (Sla5,1 (6 s ] 3G
2018 May 2 16:00 GMT sl &)
Sl ey aS Cang ST YA e g YA e YA+ sla s o Cisco Aironet L Shell (SSH)
@ olitws GGl sl 4 pdscaml opl sl 09390 Cannl 2! Jl> 4o T 4o Cisco Aironet
Do o |y pdicaml Cang ST SO 8 (S e zdaw aisle) SYL &l
sl 03, yiie Censl (g oy sl (nl 4 bogrye 57T 55138 05 sl Sl 59y x5S
e Aironet 1800 Series Access Points that are running Cisco Mobility Express RN

Software Releases 8.2.121.0 through 8.5.105.0

e Aironet 2800 Series Access Points that are running Cisco Mobility Express
Software Releases 8.3.102.0 through 8.5.105.0

e Aironet 3800 Series Access Points that are running Cisco Mobility Express
Software Releases 8.3.102.0 through 8.5.105.0

Oy 0 el 2! Jl> 4o Cisco Mobility Express |l33le 5 aseud plas” aSl s 6l
S bl gl 0,8 eolawl Cisgy ST CLE oo b oS S 0y (50,5 ki, 5
WS b 1y py Jole 0SS Gy 60, kel 0 00l 5313810 5 ass

S 55 oy ) Sl 4 095 5550 0 -F

2SS ol |, Management > Software Update 35 -0

DS Ea ) 0a 0ols Lis asas (YL o AT gouc 4y -F
DS S Clsgy ST 4 SSH L Telnet 55 b 5l ol cb g9 ST CLI Jaizeo o
Ly yl58le 5 asens aules oo o] (39,5 40 0S o)lg |, show version jgiws e

AP# show version

cisco AIR-AP18521-UXK9 ARMv7 Processor rev 0 (v71) with 997184/525160K
bytes of memory.

Processor board ID RFDP2BCR021
AP Running Image : 8.3.111.0
Primary Boot Image : 8.3.111.0
Backup Boot Image : 8.1.106.33

Yv
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AP Image type : MOBILITY EXPRESS IMAGE
AP Configuration : MOBILITY EXPRESS CAPABLE

(s s Tl 5 6 )8 slaclu> L)

4 WilgS g0 Sy yw Cisco Mobility EXpress v yiws G sl 62,5 cla Jiules sl
S 0,lg 1, ShOW MOMLUSEr 55w s § 03505 (S Y Cisco Mobility Express ouss™ J us

I, read-write jgo olus ol g ailbadmin g5 cand ;o Jol 60,5 Clus ST @

s | i g ST AL Al

clex b asl asls |y read-only joe >9,5 cond 10 Jol 60,5 Gl ST @

Qo3 o LS (6 iy ey 60,5y (sl Show mgmtuser jgiws >5,5 5 Jle

(wlc)> show mgmtuser

User Name Permissions Description  Password Strength Telnet

Capable

admin read-write Strong Yes

test read-write Strong Yes
(https://www.cisco.com/c/en/us/support/index.html) ¢S cole Slotiy (idu ,o J= ol,

Ssles agbils 1) (6 pdycamw] cpl 56 Cov Y game 4 by o slacon]

Cisco loT Field Network Director ;o golw iy Cwlss o Jax Lg),me Olge
als
CVE-2018-0270 6)-1‘3-;‘-.'-:“'1
Base — 8.1 CVSS Score
1.0 e
CSCvi02448 Sl auls
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Cross-Site Request Forgery ) uluiw culss 1o Jax 5 pdscan!

(Vulnerability

2018 May 16 16:00 GMT

Cisco loT Field Network Director wg cox (2o pie (wad il 0 (6 pducamw! oy
ShnlS osls i 5 iloys Cusly® o xz dlom lSal o2lgo S, 4 (I0T-FND)

S g ol B ool olKius (g5 » 1) 99250 slaeg S
S9) » oy OB o pde byl ;o CSRE BB cbla> 5l b s pdocam! oy
o 9,5 Jis a4 )5 a5 L ilgs o prloe SO el ods o] olfiws S S
plil 4y e il o Jae 0l 45 0315 (6 gl ol 3l oolitnlgns ) 5o ST
S S Candg ;0 005 porie p)5 (o s gl b o2l olysds slacJlad
cle> & Wl oo plge aL administrative  ow s mhaw glils SL3 )8

S 0l oyl ed ol 59, 1 oS S Gl daz )8

e Connected Grid Network Management System, if running a software

release prior to loT-FND Release 3.0.

e |oT Field Network Director, if running a software release prior to loT-FND

Release 4.1.1-6 or 4.2.0-123.
Products > Cloud and Systems Management > loT Management and Automation iz ,o

ol 5l Cos SY guame 4 b e slaco ] ¢S culw ,o > 10T Field Network Director
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Extensible Jlul Y cuel JSgp o2lsS  uwlael 0 spdcww! oyl Sloxpsgs
&awai > o Authentication Protocol-Transport Layer Security (EAP-TLS)
34> ldentity Services Engine (ISE) gSuw Cogjl >l sla g pw y9550 (5,0 EAP
0,Lg0 ISE (633,15 aali oy (6 pdscam! (! 5l eoliiwlgu b Wlgh so (solgwe o)l
o] olRisd Sy sl g e o Lulyd T amiys 5 w5 (gl

g ol 8

é)bu‘c‘) °)l'33‘> ‘) ISE Lgbﬁ)g ML:JJ 99y Lg)ubwT LJ"‘ )‘ salazul LJ ..).:‘9)60 PL@(Q
10>l (Sl EAP g0iay Jlasl 6,8 55 (gl 5 0 CaodIS a0 oS (restart)

S,ls administrator jLoel 4 5L ales ol (6l

DS 53U 5 5Ses DY gaze (555 2 Gl 2l SYpame

CiscoISE o
Cisco ISE Express o
Cisco ISE Virtual Appliance e

dgr oo Izl oliws SO o Lol o 58l ey 5l aseus plas aS) s sl
Ot (6l 500 gy 0,8 eolaiwl olKiws CLI Lo 4o show version giws 5l asb
e 9 SEHNG (59, » 4 Canl) Ceows aloS 4yl JUyg 50 l8le 5 A
3 55w Show version =g, diges .0uS SIS About Identity Service Engine

Cewloads oals Hlias p3 50 CLI lasrs

ServiceEnginel15/admin# show version

Cisco Application Deployment Engine OS Release: 2.3
ADE-OS Build Version: 2.3.0.187

ADE-OS System Architecture: x86_64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: ServiceEnginell5

Sales dbls S ol 1 iyl S50 5 cnl la Slo 59,4 J= o,
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2.0 sleas.s Cisco Meeting Server l38ls 5 a5 Cisco Meeting Server &Y gaxeo
A1 518 o pdocam! opl 150 Cow sgi e 1>l sl g9, 2 2.3 92,2 2.1
yole |, version ls 3 CLI Lo ,o Cisco Meeting Server |l33le 5 aseas yosd gl
ol Z9 3 liges p Jlie S samlina | Jl53le 5 asees ()] (29,5 0 B oo
] g

system> version

2211
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Enterprise ,l38ls 5 ;o Secure Copy Protocol (SCP) ,g,m 4 bogs e (5 pducam! oy
s o WSeid Jelepiuew shell & w1 (NFVIS) oSuews NFV
inyliel 5l a6 6 pdycasl (] 35 e pald 90 ol 5l p2lee sl 1) pdycansl
il e Sl ygiass GlaplesS T 10 (6395 camslial Groas g
o0sd ] slfws b bL3,I S (40,5 5 e ( Si3Lo sloylegS T 5l ooliiwl b coxlpe
oiws S gid ol i shell 4y (non-root) aiy ;) 8 (60,5 Clus SO L wilgs oo
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CTNOVRSRSSpOK S HERN ] NCH JK SUNIL SVt RPN [ S S P R DES Jo

Db abls sdg !

o5l S slaass 33.7.1 3.6.3 (slaasews Enterprise NFV |l38ls 5 a5 o loolKiws
ol 5l Cod s SCP jgpm a4y gy & slre 5 0sdoe L2l Wil sy,
9 A (o ywd 05l (D jadin O g 4 3.6.X 33.5.X ladsias aiiud (6 pducamw]
A2 sad |y jemme (0] 3.7.1 aseus oS> o wims o 1, SCP

3,5 oolaiwl CLI lazee jo show version giws 51wl NFVIS l58le 5 dsend o 6l
el jgmd (pl (29,5 diged So 5 Jle

encs# show version
version name "Cisco NFV Infrastructure Software"
version version 3.7.1-FC2

action g service [scpd] 9,5 CLI ;o system settings ip-receive-acl jsiws 0,5

g osls yisles accept

4 sy jo7me oS Canl (BBEs (55 p Hgied (nl ) e g Ko pj Sl
.;mo‘_;c ‘) SCP J9

encs# show running-config | begin ip-receive-acl
system settings ip-receive-acl 192.0.2.0/24
service [ scpd ]

action accept

system jgiws ol 51 3 sleases 9 3.7.1 3.6.3 slaasews NFVIS lj8le 5 tamo5
j9e o)lsen asus cpl jo aiiS sei gluciy CLI o settings ip-receive-acl
o Gl Jld e LB 5 Canl Jlad SCP g5 dy gy

ks g 0iS o 1>l 1) NFVIS J58l6 5 3.6.x §3.5.x slaasus a5 olooylole :axgs
00,5 Sgazme sly 2B Jlg pld 5l as 00,5 o drogi Wil SCP g 5l ool 4
QS ool sdsdcgmw! olKiws (59, p TCP 22222 & )9 do (omw yimwd

Downloads Home > Routers > Network ..o sSowws <ol Software center iz o
Functions Virtualization > Enterprise NFV Infrastructure Software > NFV Infrastructure
S JWo NFVIS 1581 o 5 Sl 59,40 osbils (6l 5 1, Software
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CPU Side-Channel Information Disclosure Vulnerabilities: May 2018

CPU ,s (Side-Channel) _il> JUIS ledbl sLedl (5 3y ol

CVE-2018-3639
CVE-2018-3640
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Cisco Bug

D Fixed Release Availability

Product

Network Management and Provisioning

Cisco Network
Functions Virtualization | CSCvj59161
Infrastructure Software

Routing and Switching - Enterprise and Service Provider

Cisco 800 Series
Industrial Integrated CSCvj59153
Services Routers

Cisco ASR 9000 XR 64-

bit Series Routers CSCvj59142

Cisco CGR 1000
Compute Module (I0x | CSCvj59160

feature)

Unified Computing

Cisco UCS B-Series M2

Blade Servers CSCvj59301
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https://tools.cisco.com/bugsearch/bug/CSCvj59161
https://tools.cisco.com/bugsearch/bug/CSCvj59153
https://tools.cisco.com/bugsearch/bug/CSCvj59142
https://tools.cisco.com/bugsearch/bug/CSCvj59160
https://tools.cisco.com/bugsearch/bug/CSCvj59142
https://tools.cisco.com/bugsearch/bug/CSCvj59142
https://tools.cisco.com/bugsearch/bug/CSCvj59142
https://tools.cisco.com/bugsearch/bug/CSCvj59142
https://tools.cisco.com/bugsearch/bug/CSCvj59301
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Cisco UCS B-Series M3
Blade Servers

CSCvj54880

Cisco UCS B-Series M3 Blade
Servers (Estimated Late June
2018)

Cisco UCS C-Series M3 Rack
Servers (Estimated Late June
2018)

Cisco UCS B-Series M4
Blade Servers (except
B260, B460)

CSCvj54187

Cisco UCS B-Series M4 Blade
Servers (except B260

B460) (Estimated Late June 2018)

Cisco UCS C-Series M4 Rack

Servers (except C460) (ETA Late
June 2018)

Cisco UCS S3260 M4 Storage

Server (Estimated Late June 2018)

Cisco UCS B-Series M5
Blade Servers

CSCvj59266

Cisco UCS B-Series M5 Blade
Servers (Estimated Late June
2018)

Cisco UCS C-Series M5 Rack
Servers (Estimated Late June
2018)

Cisco UCS B260 M4
Blade Server

CSCvj54847

Cisco UCS B260 M4 Blade Server
(Estimated Late June 2018)
Cisco UCS B460 M4 Blade Server
(Estimated Late June 2018)
Cisco UCS C460 M4 Rack Server
(Estimated Late June 2018)

Cisco UCS B460 M4
Blade Server

CSCvj54847

Cisco UCS B260 M4 Blade Server
(Estimated Late June 2018)
Cisco UCS B460 M4 Blade Server
(Estimated Late June 2018)
Cisco UCS C460 M4 Rack Server
(Estimated Late June 2018)

Cisco UCS C-Series M2
Rack Servers

CSCvj59301

Cisco UCS C-Series M3
Rack Servers

CSCvj54880

Cisco UCS B-Series M3 Blade
Servers (Estimated Late June
2018)

Cisco UCS C-Series M3 Rack
Servers (Estimated Late June
2018)

Cisco UCS C-Series M4
Rack Servers (except
C460) 1!

CSCvj54187

Cisco UCS B-Series M4 Blade
Servers (except B260
B460) (Estimated Late June 2018)
Cisco UCS C-Series M4 Rack
Servers (except C460) (Estimated

A



https://tools.cisco.com/bugsearch/bug/CSCvj54880
https://tools.cisco.com/bugsearch/bug/CSCvj54187
https://tools.cisco.com/bugsearch/bug/CSCvj59266
https://tools.cisco.com/bugsearch/bug/CSCvj54847
https://tools.cisco.com/bugsearch/bug/CSCvj54847
https://tools.cisco.com/bugsearch/bug/CSCvj59301
https://tools.cisco.com/bugsearch/bug/CSCvj54880
https://tools.cisco.com/bugsearch/bug/CSCvj54187
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Late June 2018)
Cisco UCS S3260 M4 Storage
Server (Estimated Late June 2018)

Cisco UCS C-Series M5
Rack Servers !

CSCvj59266

Cisco UCS B-Series M5 Blade
Servers (Estimated Late June
2018)

Cisco UCS C-Series M5 Rack
Servers (Estimated Late June
2018)

Cisco UCS C460 M4
Rack Server

CSCvj54847

Cisco UCS B260 M4 Blade Server
(Estimated Late June 2018)
Cisco UCS B460 M4 Blade Server
(Estimated Late June 2018)
Cisco UCS C460 M4 Rack Server
(Estimated Late June 2018)

Cisco UCS S3260 M4
Storage Server

CSCvj54187

Cisco UCS B-Series M4 Blade
Servers (except B260

B460) (Estimated Late June 2018)

Cisco UCS C-Series M4 Rack
Servers (except C460) (Estimated

Late June 2018)

Cisco UCS S3260 M4 Storage

Server (Estimated Late June 2018)
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CVE-2018-0247 Cisco Wireless LAN Controller and Aironet Access Points I0S WebAuth
Client Authentication Bypass Vulnerability

CVE-2018-0250 Cisco Aironet Access Points Central Web Authentication FlexConnect
Client ACL Bypass Vulnerability

CVE-2018-0283 Cisco Firepower System Software Transport Layer Security Denial of

Service Vulnerability

Cisco Firepower System Software Cross-Origin Domain Protection

CVE-2018-0278

Vulnerability
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https://tools.cisco.com/bugsearch/bug/CSCvj59266
https://tools.cisco.com/bugsearch/bug/CSCvj54847
https://tools.cisco.com/bugsearch/bug/CSCvj54187
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-fpwr-codp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-fpwr-codp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-fpwr-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-fpwr-dos
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CVE-2018-0281

CVE-2018-0286
CVE-2018-0285

CVE-2018-0287

CVE-2018-0245

CVE-2018-0249

CVE-2018-0288

CVE-2018-0297
CVE-2018-0325

CVE-2018-0289
CVE-2018-0290
CVE-2018-0326

CVE-2018-0324

CVE-2018-0323

CVE-2018-0327
CVE-2018-0328

CVE-2017-
12373

CVE-2017-
15533

CVE-2017-
17428

Cisco Firepower System Software Transport Layer Security Extensions
Denial of Service Vulnerability

Cisco 10S XR Software netconf Denial of Service Vulnerability

Cisco Prime Service Catalog User Interface Denial of Service
Vulnerability

Cisco WebEx Advanced Recording Format Player Remote Code
Execution Vulnerability

Cisco 5500 and 8500 Series Wireless LAN Controller Information
Disclosure Vulnerability

Cisco Aironet 1800 Series Access Point 802.11 Denial of Service
Vulnerability

Cisco WebEx Recording Format Player Information Disclosure
Vulnerability

Cisco Firepower Threat Defense Software Policy Bypass Vulnerability

Cisco IP Phone 7800 Series and 8800 Series Denial of Service
Vulnerability

Cisco Identity Services Engine Logs Cross-Site Scripting Vulnerability

Cisco SocialMiner Notification System Denial of Service Vulnerability

Cisco TelePresence Server Cross-Frame Scripting Vulnerability

Cisco Enterprise NFV Infrastructure Software CLI Command Injection
Vulnerability

Cisco Enterprise NFV Infrastructure Software Web Management
Interface Path Traversal Vulnerability

Cisco Identity Services Engine Cross-Site Scripting Vulnerability

Cisco Unified Communications Manager and Cisco Unified Presence
Cross-Site Scripting Vulnerability

Bleichenbacher Attack on TLS Affecting Cisco Products: December 2017
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-fpwr-txdos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-fpwr-txdos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-iosxr
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-psc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-psc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-webex-rce
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-webex-rce
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-wlc-id
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-wlc-id
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-aironet-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-aironet-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-webex-id
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-webex-id
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-firepwr-pb
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-ip-phone-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-ip-phone-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-ise-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-telepres-xfs
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-nfvis-cli-command-injection
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-nfvis-cli-command-injection
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-nfvis-path-traversal
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-nfvis-path-traversal
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-ident-se-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-cucm-cup-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-cucm-cup-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171212-bleichenbacher
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CWE-200

CVE-2018-3639 CPU Side-Channel Information Disclosure Vulnerabilities: May 2018
CVE-2018-3640

CVE-2018-0326 Cisco TelePresence TX9000 Series Cross-Frame Scripting Vulnerability

https://tools.cisco.com/security/center/publicationListing.x
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180521-cpusidechannel
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-telepres-xfs

