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 1 سیسکوبه روزرسانی 

 عادی: یبندطبقه است. «مرکز ماهر »ن سند متعلق به یا یو معنو یحقوق ماد هیکل

 روزرسانی سیسکوبه  1

پذیری را در محصولات مختلف خود رفع کرده است. نفوذگران با سیسکو در هفته گذشته چندین آسیب

 پذیر را در اختیار بگیرند.سیستم آسیب ها می توانند کنترلپذیریاکسپلویت برخی از این آسیب

 نام محصول
شدت 

پذیریآسیب پذیریشناسه آسیب   

Cisco AnyConnect Secure Mobility Client  بالا CVE-2020-3556 

Cisco IOS XR Software Enhanced Preboot 

eXecution Environment 
 CVE-2020-3284 بالا

Cisco Webex Meetings Desktop App  بالا CVE-2020-3588 

co Webex Network Recording Player and Cis

Cisco Webex Player 
  CVE-2020-3573 بالا

CVE-2020-3603  

WAN Softwarey-Cisco SD بالا CVE-2020-26071 

Cisco IP Phone TCP Packet Flood  بالا CVE-2020-3574 

WAN vManage Software -Cisco SD بالا CVE-2020-26074 

WAN vManage Software -Cisco SD بالا CVE-2020-26073 

WAN Software -Cisco SD بالا CVE-2020-3594 

WAN Software-Cisco SD بالا CVE-2020-3600 

WAN Software-Cisco SD بالا 
CVE-2020-3593  

 

WAN Software-Cisco SD بالا CVE-2020-3595 

Cisco Webex Teams Web Interface متوسط CVE-2020-26067 

WAN vManage Software -Cisco SD متوسط CVE-2020-3579 

WAN vManage-Cisco SD متوسط CVE-2020-3591 

WAN vManage Software-Cisco SD متوسط CVE-2020-3587 

WAN vManage Software-Cisco SD متوسط CVE-2020-3590 

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-anyconnect-ipc-KfQO9QhK
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-vdi-qQrpBwuJ
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-nbr-NOS6FQ24
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-nbr-NOS6FQ24
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vsoln-arbfile-gtsEYxns
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voip-phone-flood-dos-YnU9EXOv
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-escalation-Jhqs5Skf
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vman-traversal-hQh24tmk
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vepestd-8C3J9Vc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vepeshlg-tJghOQcA
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vepescm-BjgQm4vJ
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vepegr-4xynYLUj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-teams-xss-zLW9tD3
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmxss2-NL4KSSVR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanxsshi-9KHEqRpM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanxss2-ugJyqxWF
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanxss1-XhJCymBt
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WAN vManage Software-Cisco SD متوسط CVE-2020-26066 

WAN vManage Softwarey-Cisco SD متوسط CVE-2020-26064 

WAN vManage Software -Cisco SD متوسط CVE-2020-3592 

WAN vManage Software-Cisco SD متوسط CVE-2020-26065 

WAN vManage Software-Cisco SD متوسط CVE-2020-27129 

WAN vManage Software-Cisco SD متوسط CVE-2020-27128 

Cisco TelePresence Collaboration Endpoint 

Software 
 CVE-2020-26086 متوسط

Cisco Identity Services Engine متوسط CVE-2020-26083 

Cisco Identity Services Engine متوسط CVE-2020-3551 

Cisco Identity Services Engine متوسط CVE-2020-27122 

Cisco Unified Communications Manager IM 

and Presence Service 
 CVE-2020-27121 متوسط

nceCisco Email Security Applia متوسط CVE-2020-26082 

Cisco Edge Fog Fabric متوسط CVE-2020-26084 

Cisco Integrated Management Controller  متوسط CVE-2020-26062 

Cisco Integrated Management Controller  متوسط CVE-2020-26063 

WAN Software -Cisco SD متوسط CVE-2020-3444 

Cisco AnyConnect Secure Mobility Client for 

Windows 
 CVE-2020-27123 متوسط

Cisco Integrated Management Controller  متوسط CVE-2020-3371 

 

 منبع:

https://tools.cisco.com/security/center/publicationListing.x?product=Cisco 

 

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanx3-vrZbOqqD
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanx2-KpFVSUc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanuafw-ZHkdGGEy
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanpt2-FqLuefsS
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-privilege-zPmMf73k
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-file-Y2JSRNRb
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tele-info-DrEGLpDQ
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tele-info-DrEGLpDQ
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-xxs-pkjCmq9d
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-xss-euRCwX9
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-priv-esc-fNZX8hHj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-imp-dos-uTx2dqu2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-imp-dos-uTx2dqu2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-zip-bypass-gbU4gtTg
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-eff-incperm-9E6h4yBz
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-enum-CyheP3B7
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-auth-zWkppJxL
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cedge-filt-bypass-Y6wZMqm4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-anyconnect-file-read-LsvDD6Uh
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-anyconnect-file-read-LsvDD6Uh
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-CIMC-CIV-pKDBe9x5

