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' Secure shell

* Simple Network Management Protocol

" Border Gateway Protocol

¢ Interior gateway protocol

° Enhanced Interior Gateway Routing Protocol
* Open Shortest Path First
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» Applied Mitigation Bulletins
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* Virtual device contexts
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' Virtual Port-Channel

" Access control list
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I Once a license file is obtained from Cisco.com and copied to flash, it can be in-
stalled for the chassis.

I Displaying the host-id for License File Creation on Cisco.com:

congo# show license host-id

License hostid: VDH=TBM14404807

I Installing a License File:

congo# install license bootflash:license_file.lic

Installing license ..done

congo#

'™ Unidirectional Link Detection

'™ Intermediate System-to-Intermediate System
'* Policy-Based Routing

'* Protocol Independent Multicast

" Generic Routing Encapsulation

" Cisco TrustSec

" Overlay Transport Virtualization
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'* Control Plane Policing
* Secure Shell version 2
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™ Authentication, Authorization, and Accounting
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" Secure Copy Protocol
** Trivial File Transfer Protocol

" File Transfer Protocol
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™ Terminal Access Controller Access Control System

** Remote Authentication Dial-In User Service
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line console
exec-timeout <minutes>
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exec-timeout <minutes>
|

e glakauly jleslizal YT

LS Cupde Ty G b gossdons 1l b il s Bl e oSt S g e Al
Alg pl s 313 525 b ol 5 s 4 Co ke o 2 WJlo) Sl 3 kS Iy o e iaie
.J;S\,\ﬁw;,ﬂ;om,u\j:@&ﬁzcug)yﬁqﬂw

Loopback (s ;558 Lol s 555 s eslinul oSaws 0 LL 3 o g gl &S pladkacls oAb 3 S

S glalaaly aS Jl- s ls sy adian pl lo ciies dleie Loopback slalauly ool

™ Virtual Teletype
"teletype




Eo e NX-0S S sk o o ol s S @5

Loopback lawly G b Led S o mes B8 0 5dll jsb s |y ol ol g cdias o)) b il
e Al (sl obamsl s sb a4 b Jauly ol S wlol olSans o (sl g e lauly G Ol e
Jhel 1) sl Cu pie dly (6l ad il 53 U das o o3lrl e as Jagy ol 55 sl
S ke dmls sla IS5 5 31 085 e e (s Sy o8aws K (55,5 Loopback Lawly aSCol 51y S

S eslanal sl glaslas ;o Sl by 5 Ll (gl syslog s SNMP SSH il

DsbOles ABL s 53l (s polatt] o pte Lauly G NX-0S S p by 0 S
Sl D15 e S e Lol o3l5m ol 53 33 3y S Vot (S Slag s 350 3 oS
Sl S5 ke Loyl Jsams 5sb 4555 eslizal oS ke Sy ke gladanly & o 23
S o e Ll s b ks s VRF (5 5 s o pie b ecslods i VRF™ Ul 3 b 51 o 2o
550 b S35 S 018 o WACL Sl eslanal b g e VRF a5 oy e S35 058 55 L

3,5 3l b 50y b ool g e

&Loj._u dL&ACL la AS..& G gw g O:JS FPRC V=Y-Y

s LUl 6,8 sl (gl oS den il glad 1S Q_Usr@.a;\ S (WIACL) L 5 s ACL
o\.i.:...:: gg.;ﬁ\j (aLo.S 1.3_]53 Y .«\MSL;G oslaiul o.,\f_| U’»"\ )\ IACL . Lloui 4?4.“: &Mﬁiv Lsuc&.wé “ )bpaj:.c
s B/ dzie s 555 (Gl 5 S s 4SS Sl Sole

b ine Slaptegw G Slme DL Lyl 5 alul y WIACL ol 0T Oleztl IACL G () AS
9 LACAMJL"M: L> L;;Lhﬂ c.«\;)\b b &.ﬁr C,;-Lwﬂ) LSLAA&MJ L: Lu)\ LS)‘J.;)J @ )L:: Ly &u&.&
Ao atla 5 20 ol slagus S

rL«j QoS edls 0)L>-‘ Jl?..’ S)9m C)YL@.‘ 4'<"i| )‘ o S VOS0N- SNMP 9 SSH c(eBGP) BGP C)l;-

A 2 e sk a Sl 4 S S

™ Virtual Route Forwarding




NX-OS ‘_;J'L.o&.ﬂ 8,6 Los

A3l e e Toms o XS 0 e 803 Sl e ol SlaelSis dae oS a5 ples
L 55 WIACL (3luesly ol J 25 5 G iks dmls 55 ,a &5 by o LIACL Law i ol &il,) cblim
SGIACL (gt S Jlie cpl 35 o Fosl 4 ctln i (glaelSaws (gl aseive sl 5l eslizal
2Lt TACL. (g1l i3y g3, ol 3 g3 5% alall &G Oy Wl o o5 as e OLES 1 bl

..)j.w

|

ip access-list extended ACL-INFRASTRUCTURE-IN

I 1--- Permit required connections for routing protocols and

I 1--- network management
permit tcp host <trusted-ebgp-peer> host <local-ebgp-address> eq 179
permit tcp host <trusted-ebgp-peer> eq 179 host <local-ebgp-address>
permit tcp host <trusted-management-stations> any eq 22
permit udp host <trusted-netmgmt-servers> any eq 161

I 1--- Deny all other IP traffic to any network device !
deny ip any <infrastructure-address-space> <mask>

I 1--- Permit transit traffic !
permit ip any any
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ip access-list extended ACL-INFRASTRUCTURE-IN
I I--- Permit ICMP Echo (ping) from trusted management stations and servers !
permit icmp host <trusted-management-stations> any echo
permit icmp host <trusted-netmgmt-servers> any echo
I 1--- Deny all other IP traffic to any network device !
deny ip any <infrastructure-address-space> <mask>
I I--- Permit transit traffic !
permit ip any any
|
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I
ip access-list extended ACL-FRAGMENT-EXAMPLE

permit tcp any host 192.168.1.1 eq 80

deny tcp any host 192.168.1.1 eq 22
!
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I
ip access-list extended ACL-INFRASTRUCTURE-IN
I 1--- Deny IP fragments using protocol-specific ACEs to aid in
I I--- the classification of attack traffic !
deny tcp any any fragments
deny udp any any fragments
deny icmp any any fragments
deny ip any any fragments
I 1--- Deny all other IP traffic to any network device !
deny ip any <infrastructure-address-space> <mask>
I I--- Permit transit traffic !
permit ip any any
I
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ip domain-name example.com
!

feature ssh

ssh key rsa 2048
!

ssh login-attempts <1-10> (default is 3)

* SSHv2
' The Federal Information Processing Standard
¥ Secure FTP
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This configuration example enables SCP and SFTP services:
!

feature scp-server

feature sftp-server
I
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|

I TACACS+ must be enabled in NX-OS
feature tacacs+

aaa authentication login default group tacacs+

!

tacacs-server host <ip-address-of-tacacs-server>

tacacs-server key <key>

35 e3lizal ol Olesle AAA o gasl >l o SIS (6l CJJJMQ@;«@J}UJ@Q?S&J@&
Fallback cq sl ! Y-1Y-Y-V

o Ll e LSl e xes s el gy Sy AAA lacas g w plas S K NX-08 oKz
O3 b (Jome o g5l >l 5l eslinad 1Al (g Sy slaay 5.8 ST (950 gl > sla s,
ao S Ll s sl ez 53 el (g o TACACSH (slasdins s s o fLQ.? Sheosasl >
el ol LSl s BB AAA lacas ws v S S Hse 53 O LS eslinal None
Sl gael&avs 53 ol =l 03 w3l Gl s e o3l 58l 4b o Fallback 5,8 o o) 50
45‘54&.& J.ib Fallback %)A)b}‘ gu..aj& BE Jj'.’.""’ Q)VAAA L;LheMJw)ﬂMDOS 4.1.«.?-«_{.:
o e el .,U}Aimﬁﬁdlzae;b oL Sl enlinal (g At oy LB AAA slackias s g
ssb 4 TACACSH 31 .S sbeul aSid e e L SG U s o o3l ol i 8 s )8 G
ui‘ 4.>:J§‘ LS ealaal > 4> ‘;}M‘)‘y& LQAAS) ng.a)ls rL' )‘ .b\j.’;& e A g0 U D J.AlS
Sl e s b Sl el el )3 AL e (5,8 lacbes 1,5 das Aulsl 55,
Cisco [T, 51 a5 (5K NX-OS TACACSH s S &35 S8k Sleslanal L Wl 8 e Laasy 5o

AL eSS e eslanl Fabric Services

ol ol ades il sud arlw TACACSH g5l 1 L3 b 695 50 o Sy 3 Jle

el o dd gy S enable secret | gis b doe &) gens &S 50 s4alS (s, Fallback

username admin password <password> role network-admin
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aaa authentication login default group tacacs+

aaa authentication login default fallback error local

TACACS+ g jgiws Y=1Y-Y-Y
3l 208 S o 5545 ogims p S AS e el B 1) (65855l AAA S TACACSH L jsoe 52
5w NX-08S 0355 (o Sy Dl 5203 LEXEC 51y )8 oS oK .S o 5B b5y |y disl ol
SVAAA 6B s g s s LS o0 Sl 0l S (g S AAA ol s s | Sy s
e Sl S eeslinal (ol 8w gmes 5, L leel (gl s gt s g S slacs

LS Ll ) s 5 U s S lLI AAA o sal > 3 Jle 4 Ol 55

!
aaa authorization commands default group <server group> [local]
aaa authorization config-commands default group <server group> [local]

TACACS+ (5,8 Clus jgws -1 Y-Y-Y
w0t (5 Sy 55w LEXEC o 5)50 53 SEMLIAAA ()18 Ol ) siws (ol Sy oK
G ok el SleMbl . Klods 5,05 0k (g o TACACSH (slaostins yu s w40 45 &S o Jlo |
Lol jsws 8 68 608 el 5 Ll ol codd | sz 51 i le TACACSH (slastias s 5 o

LS o Slaris RADIUS i eslizad U1y | ges (0,8 o S o 5,15
RS oo e el 3 )ls Sl s e (sl L AAA 6l Ol s gy Sy Jle (!

353 g0 bl Gl TACACS (slaodias po g o L;.L_'J,i.i ol &S 3 slad s S 2 She S

aaa accounting default group <server group>
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s 5o 4 AAA Glaokias oy 5 o OSe O3l 3

sl s Sl s el AAA Glaelias s 5o 0L @
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AAA o3 s o looslsolKl (luSinlen @

o RADIUS o BLATAAA (Gla oo s s (Sl Laokins oy 5 o Slees S s Sy S NX-OS
S s 5 o Oliadsl LB 151 (gl OSGl ) aS 5 53 0 avo 58 Dl 40 A8 o Slily | TACACSH
Slaodkias s o (812 TACACSH sias g 5 03,5 (5o S 5l Jlie G aalsl 3 15 55 eslanl AAA

ol ol Lol AAA

!
tacacs-server host <tacacs+ serverl IP>
tacacs-server host <tacacs+ server2 IP>
tacacs-server host <tacacs+ server3 IP>
I Global key for all TACACS+ servers (you can optionally define individual keys per server)
tacacs-server key <key>
!
aaa authentication group <group name>
server <tacacs+ serverl IP>
server <tacacs+ server2 IP>

server <tacacs+ server3 IP>
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ol o) kb e a8 L see 0108 51 L Sl pul s e Bl Sl glelSaws zedlw o5l

s Clable (Al enlanul Al ade O (6l Dl

SNMP Community String Y-\Y-Y-Y
(s w3 03 S 5 gdomn b S NX-08 olKiiis K (gl 2 45 e 58 slaaalS WCommunity String

« Ls Community String | .5 55 oo |,2! o&aws ;3 SNMP glaesls s2d g 5 Ol a4 g jiud L
String . dces (58 oS 555 ol Slaabl U wps Obtl C3s Ll s sladals elad Lilas
laars ) (Jle Olpe 4 aeS o8 a8 ol glacaaln b ilas e Jools bl laCommunity
S b S bobt (] S i S S S LSS AL s U R A e S S Sl L
5l s s 0Ll Community String & s READONLY 51 sl Las Community String

S V“h” |, READWRITE

!
snmp-server community READONLY ro

snmp-server community READWRITE rw
!

ool Sl eslial Sl osb 4 U wleds Olbssl Community String Jsle sladle a5 5L atils 4> o
String wss o esliiel W g blass ¢l & 6,55 55 4SS 2 Lot =25 b LaString
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String « 3L SNMP ledibl &0 pw j2us 615 WACL ol Lo 5 jloes slaolKaws a5 Al aziils 4> g5

15 el Cnl g 53 Community ol

!

ip access-list allow_snmp_ro

permit ip 192.168.100.0/24 any

!

ip access-list allow_snmp_rw

permit ip host 192.168.100.1 any

!

snmp-server community READONLY use-acl allow_snmp_ro

snmp-server community readwrite use-acl allow_snmp_rw
|

WIACL Y-\r-y-v
1, SNMP il 5 Wil 5 o wime GLalP sl b ol Ol Lo Sl 5l Olinabl &0 S (51,0 WIACL
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5 Sosail = L SNMPV3 o sa sl =1 58 55l sl 516 sl adls 555 LU ,use enginelD
W e Syso aenginelD (5 3 i e 4 ¢S eslited SNMP glaacas sl (5,108 50,
ol osls OLiS Jle ol 53 a8 5l iula show snmp enginelD | sies U ol 55 o |, engine ID 3 45 o

1|

Nexus7000-Lab# show snmp enginelD
Local SNMP enginelD: [Hex] 8000000903001B54C24100
[Dec] 128:000:000:009:003:000:027:084:194:065:000
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Slaely Gl GOl 50, 5 Cupasl | S 350 ao s Sk e 5, 5 el Os 1

555 |l sl SNMPV3

1S o Jlos) 0,8 pla sls 1 SNMP by (65108 505 25 on pos (s Sy 5

snmp-server globalEnforcePriv
I

MD5 cosasl >l jae 505 SO LSIMpPV3 58 S o st S | SNMPV3 L.;J@U;w; oyl

AES-128 (5,148 56, 31 privessword  5.s 50, S s authpassword

snmp-server user snmpv3user auth sha authpassword priv aes-128 privpassword
!
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I
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T LS - lea_.» ) Syslog 555 ol 3l (slaedkas pus 5 o 45 &S (535,55 L;L%L:é Lg.x.g)i:gﬁ)‘ Jle

logging server <ip-address|hostname> 6 use-vrf management
!
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LS Il 5l S sl b sl Sl b ol 1 By ood BB ASlS e sSee o NX-OS L
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no logging console

no logging monitor
I
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L ol 015 e doging file, ys 5l estizal L .ol loging file OTUNIX s,k oS ool messages
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o3l s 4> ¢ LB buffered logging .. S CK,& 0388 3yls ey s S s S g
JL\.»)\ 6\.&6.:.: GER e C‘}k-.ﬂ 9 g,...? J‘.’.b e)Uu‘ jaL’ BE ol eJ,:;-.) rL:._g IR WY thm B buffered |Ogglng
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logging source-interface Loopback 0
!

Logging Source Interface L;.u;.a 6V E-Y-Y
G Sy il s ot Glaple a3l 5 Soslaer pn 3 (Saalen 51 VL mhaws G sl 61
[ N PR SV WP ol logging source-interface lewls ,gws 5 b 511, e 52055 s L
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!

Al




4
NX-0S s dydor o slagssor ol (S22 Sy ‘Jﬁbéﬁ

wilellbl g yalid golis byl ljy
whilelelbl g gl ylejlu
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feature scheduler
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scheduler job name auto_checkpoint
checkpoint

end-job

\n%



NX-OS ‘_;J'L.o&.ﬂ 8,6 Los

I
scheduler schedule name 8hr_checkpoint

job name auto_checkpoint
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* Unicast Reverse Path Forwarding
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|
access-list ALLOW _TRUSTED_SSH
deny tcp <trusted-addresses> <mask> any eq 22
permit tcp any any eq 22
deny ip any any
!
class-map type control-plane match-all COPP-KNOWN-UNDESIRABLE
match access-group name ALLOW_TRUSTED_SSH
!
policy-map type control-plane COPP-INPUT-POLICY
class COPP-KNOWN-UNDESIRABLE
police 1 conform drop violate drop
!
control-plane

service-policy input COPP-INPUT-POLICY
!

**Modular QoS CLI

LY



NX-OS ‘_;J'L.o&.ﬂ 8,6 Los

o33 dly Cul  VV-Y-Y
A=l aw opl 3 eals Ay Cotel Cde s (sl Azl 4 pis Sl Laesls JUES) J giens 0313 A5 4 S
LS pde 5 J 8 ladsly Ll s oKaas SO el L),_veL? <=L<'~¢ (s men 4 3505 (6 1S el
Sl ol Sloo oz wosls dlg 55 Jos 53 WJl ul bens 13 Coslsl 5o eols Al 4
a8 5 e Sy onl Sl 25 Gl ise S ael | S5 el Ll o 45 51 3 (s Sy

S el 5 4SS ) Al e e oS (gusb 4 S e 0L

ol .\.>-|‘9 L;\5 6}\.#(‘9\2» LTSRS P o

el bl o s 4 ol s (i Sy Jan g5 a0l e 3 031 Al Sl 5 slaOl i

IP Source Routing &s 8 Jlé & Y-1V-Y-Y
ol on L 5 (o o =iy Record Route s Loose Source Route slaas S 5l eslal L IP & sl
o 05 S yaseia 5 IP f\;@ 3 e 05,8 Jd ¢l Record Route s« ;S L Strict Source Route
Sbl s S5 ol s Sl st 53 Ll @bl 2580 02l 3,8 o 1) s S laSS
IP Options ;b 51 JolS 5k a4 IP slaayi§ 81 5,8 515 aslanal 5,50 oSS el glad s
& e AS Js e 1, IP g e Lol S el oo ol Bl oS Jls & Selective Drop
G S S yes G 3l el sad Jlad NX-OS (glasens soled 53 55 5 Cosw 4 &S P
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Sheslaad b sl s esls LA Jle gy Sy 55 &S shilea ICMP Redirect slaply o5 Jles e

1 g o b e noip redirects Lawly g S ) siws

I
interface ethernet 1/1
no ip redirects

IP Directed Broadcasts os ' s gdoes b 05,8 Jled 8 £-1V-Y-Y
S o @l B IP a5 el S5 K wIP s ans G JL ! 0GP Directed Broadcasts
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25 Jles ip directed-broadceast Lawl s (i S 5 szes b1 of
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Slaslsl ku g ICMP sl asls IP 5 TCP la IS5, 55 slos nuS Sbleldl Wil o JS 55b
ICMP Jlasl (Jl= ol b5 o oslaesd MTU e sLulis 55 5 traceroute 5 ping <o oL

sl 3l 0y 50 Dy Sl il s S gl o
a3 6Ll IS 5 65 L b LICMP (slaply s3lassioms sl 1 ol 5 ol 5b & S NX-OS
55 gbin SHICMP glasis oo 4 Il s o ndy oo slazel 3550 (slaesi 511, ICMP ACL Jlia

(ol S ghs

I

ip access-list ACL-TRANSIT-IN

I'1--- Permit ICMP packets from trusted networks only !
permit icmp <trusted-networks>/<mask> any

I 1--- Deny all other IP traffic to any network device !
deny icmp any any

I

IP sWFragment gjlussdows V-AV-Y-Y

(sl 0l Comy Lo ) 53 LACL Ctla 5 L a4 s gdome o 2d 550 55 3 &S shailea
AL aals el Ol gl o 1y Al Gl Wl e oS IP Fragment slaaies (g3l gdoe
LACL Luys e o 5b 4 Cdel IP glaFragment (Fragment ¢ Saws 305 6 cale |5
St SaS 4 oS 555 o ool 2ils S S sk 5 515 gl CAsl Fragment . s e lees
Ll g Lgd e eslitel O j3 LISV IP slaFragment ccle s 4 305 o0 el 358 Ll
Jola el s ead esls OLis ACL . ips b odld g Sy SWACL o (YL s =l Lose
oles @\j: boadasly 5o L Jle ol js el onls Jules GU el IP slaFragment 51 xsl> Cus gds

:JJS Oly8 eslanal 5 4 dL.E ladle 55 ol esls

ip access-list ACL-TRANSIT-IN
!

I--- Deny IP fragments using protocol-specific ACEs to aid in
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I--- classification of attack traffic !
deny tcp any any fragments
deny udp any any fragments
deny icmp any any fragments
deny ip any any fragments

Antispoofing cbli> gjlwesly A-1V-Y-Y

LS Olgs dhem 1, @s\j@;ﬁ@\;ﬁw\ﬁﬁ@;ﬁwﬁilp);"‘&& ) D S R
IP . slspoofing . 5 oo 3l cbli= gl NX-0S S .S (6,8 o OF 335 obs, 5 s
Sl S Olse o el nullrouting s WACL (ol 5 oDl .das o 451511, URPF g )l S o
K e eslizad spoOfing 31 5,8 s (sl

Sl b dres o el J 25 Co &S plaaSd (sl 8po0fing tals 5o 1P aie 5l lable
5 A o pald s mie S A URPF s e me (slassl b 5 (S sl ey ol
ol 55 el s EalS |t S e editns J 1S S oS o aaSCS Sl spoofing S Ll 5 e
Sl ol DAL 3,8 13 eslinad 3)se s Y 53 (s sl o slzel gl LS e s

J..Sw oslaul ‘;L>=A L;Lhuﬁpu BE oz/A\RP pOisoning )‘ "y Jj“';gj"‘ Lg\A.l.c.:- L;LQJM.A

“URPF iy Sy A-\V-T-¥

Ly Go o 31 05 1 ok Il (st e 3] oS S 1l b s3le e 36 1 olKews S URPF
JfS‘\.:g.?SpOOﬂng J_v“)_v DL Q,.b\.v— L§|J" L}JLG,\J MURPF ng)f’ "\'."L‘" LQ-\:J JJS C_,_éL.!‘)J LGJ—:—MJ) L;AS.M..’

*¥ spoofing
°* Dynamic ARP Inspection
°t Address Resolution Protocol

* Unicast Reverse Path Forwarding
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Laly ol o oKaws o 53V CEF 05,8 Jlé (¢l URPF 65 a5l Jled URPFL Lol

strict L loose > S s S <= 53 55 0185 o 1 URPF 55 5 o s S
55 sl strict cIl- |5 sl e el s 21 sy OlEl b s &S (635050 50 loose —Jl~
IS wds dp verify Lauly g S s gy Sy rL<.'Jb 05 Sl ol at bl Lol 5l s Waaas

s o OLES ) (Sas ol s S 3 s .S e s S | strict Sl 5 loose L~ any

!
interface Ethernet <slot>/<port>

ip verify unicast source reachable-via [any | rx]
|

IP Source Guard jf eslaww! Vo =\ V-Y-Y

wils JrS Y oY glakals g5, s SI.cwlspoofing ;i ¢ K $3e 15l G IP Source Guard
s oxlizul 'DHCP snooping SG5 ; 51 IP Source Guard .awas 513 sslizal 5,50 1, ol Ll e il
Sl sl Kl 5 6,8 s S i Ko ¥ g Lol s 3 | ACL (PACL) o855 Ly &g 40 b S
sa¥ slakals 4 Wlg s IP Source Guard .S o 55 1) Gzl IP e Jlal Jpir 4 S IP
Jls |, DHCP snooping &l g ) .5 53 Jles! DHCP snooping sl » Jleé sWAVLAN 4 Glae ¥

!
feature dhcp

ip dhcp snooping
!

(kS o Jlad 5 IP Ladle &l ) siws ol « DHCP snooping os S Jlss 51 s

!
interface ethernet <slot>/<port>
ip verify source dhcp-snooping vlan

** Cisco Express Forwarding

* Dynamic Host Configuration Protocol
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Port Security ;I sslaww) VY- V-Y-Y

oslizal e Jauly 55 S glawsnl Jax 28 gl ooy el L Port Security g S
Ly ads) (g S b S bl (Sticky) by (6,850 Sosb (slawysl 31 15 oo ol 3 el 1355 0
e 3 S S g e ol pasts 1 (S sl a8 s Sl Sl e S g
S 63,050 53 VLAN 03 S 5 el 5 03 S o gals (03 S5 sdows (lablons 1S o3lizl Violation <L~
Sl S an S o Iy oo s 351l sla S5 55 51 enlinnl b (6 8 o] G (gl s oy 50 S
oslizal (3loee SS b sl 51 aS PHSRP S5, tile s IS5 5 0 ax0) il 1S ) laie ST

I
feature port-security
interface <slot>/<port>
switchport
switchport port-security [mac address sticky]

I-- Optionally enable sticky MAC address learning
I

DAI I sslizul ) Y=\ V=YY

o= 5,8 513 eslatal 5550 Jowe sla iz 53 ARP poisoning ode= sl sl Ll g o DAL
Gl S o Ll oee i S ] e ARP Dbl o lge SO &S el 255, ARP poisoning
ARP 5l axrlee G UL Lol oad >l b Loy ple 5 ARP abail> 03 S Ol ¢l Sledlbl

LS o oaliial (&ls 53 ey abe plxil poisoning
bl 5 b el ey 555 2 b ARP slasiy ola IPt0-MAC 531 (sebayl; DAI
s M55 DHCP snooping <o et L a5 &S 0 eslinal slaesls 51 DAl DHCP glalaee ;5 .S

03 piael gladis 5 i ame gl e 2L slezel LB e glakauls )5 S ARP glawis 15

** Hot Standby Router Protocol
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Sos2 ARP SACL 5l eslinal DHCP & slakas ;3 g, 0 o 5l slezel LB 2 glalanly

R

S o s |, DHCP snooping <ol ) sews oyl

I
feature dhcp
ip dhcp snooping

ip dhcp snooping vlan <vlan-range>
!

S o Jlad | DAL ol giws ol « DHCP snooping ods Jlas 51

ip arp inspection vlan <vlan-range>
I

ad sl gy S e ol ke (55,2 DAL 05 S Jles (¢l o ARP sWWACL DHCP & slala=s >

‘a3 0L |, ARP SWACL L DAI

arp access-list <acl-name> permit ip host <sender-ip> mac host <sender-mac>
|

ip arp inspection filter <arp-acl-name> vlan <vlan-range>
I

laAntispoofing ACL gy S Y Y—1V-Y-Y
CMa sl 55 1y Lol Antispoofing cbles Wil g5 o 5 sl gy Sy s &y 50 4 WACL
) Vgmnn dins plosil (iiS o oslil sloze| BB i 5 esliial o IP sl (sLb 5l oS o ansld
Jhsl 555 ACL & 5l e G Olge a0 a5l e 53 (635,5 Sl 5 4 Laantispoofing ACL
NS VEL VP 0 N S PR Vo S S SV S | 1 (,.IM o,k 4 3L Antispoofing WlACL .6 55 o
Gl w1y Sl 5 oS 5 5 GWLACL 3l esliul b o 4 51 20 315, Spoofing
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b8 s o LS ES 15 ACL (pl a8 o s J 28 slagss s 303 0 5l Jhisyse bbuly (g,

(A3l JolS oS A5l 555 4 e OGS 4 S i Sy 1 BACL ¢35 ol S s

I

ip access-list ACL-ANTISPOOF-IN
deny ip 10.0.0.0 0.255.255.255 any
deny ip 192.168.0.0 0.0.255.255 any

!

interface ethernet <slot>/<port>

ip access-group ACL-ANTISPOOF-IN in
!

CPU S e3> A=y &'P‘f };i}' Qg;;jw (FFREVAR N

U’i| R &‘L@.rmwue&'mb L;ﬂj‘bJ‘ Lav_ij.e)l.am JLE.:J LA@SF‘)LAUL}.M 4.:.‘}\ Bda
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4 ICMP v s LG L0 slaply 5o QLA a5 plaanay ACMP s 2wy LB 2 slaply o
b 3l CPU Lan i VL L MTU (ol e e
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kol S8 s5le 53 NetFlow s WACL sauaib il cims s 5 Sas o5 oK L dsl> o &=l
o b oS S5 s (55, NetFlow izs s NX-0S 1 oslinal L L ol plil (s
Silwesly Lyls )85 L 5 long-term trending <5 sbreiS ma L NetFlow :p! s oDl .das
dslie 5 Lol S5 slalid gl ponel 4 s des WACL « 5 utuaib GWACL 355
s o il Olssas 51 S 5500 S la il sl 5L e by xes
NetFlow \1-yv-y-Y
Glaosls S o plalid | aSid sl 5 el b Jagd jo b cllas 4 sla0l > oL, L NetFlow
S e L Lol Ol o b5 S o 5 42 5 salin *CLI 3l eslizal L 015 s 1, NetFlow
51 NetFlow S pasr sl 3 o 5 4525 L;)j@? s NetFlow, |5l 5 gl R}
el b NetFlow 5> Shes s &Iyl 15 a5 )8 5 ke, Jew w815« dong-term trending b
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** Command-line interface
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I - Enable the NetFlow feature
feature netflow
!
I - Define a flow record. There are also predefined standard records that can be used.
flow record FLOW_RECORD_EXAMPLE
description Example flow record
match ip protocol
collect counter bytes
collect flow direction
collect interface input
collect interface output
collect timestamp sys-uptime first
collect timestamp sys-uptime last
!
I - Create a flow exporter
flow exporter EXAMPLE_FLOW_EXPORTER
destination <IP address> use-vrf <vrf name>
source <interface>
version {5 | 9}
!
I - Create a flow monitor
flow monitor EXAMPLE_FLOW_MONITOR
description <string>
exporter EXAMPLE_FLOW_EXPORTER
record { EXAMPLE_FLOW_RECORD | netflow-original | netflow protocol-port }
!
I - Apply the flow monitor to an interface
interface ethernet <slot>/<port>
ip flow monitor EXAMPLE_FLOW_MONITOR {input | output}
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clear ip access-EXEC ol giws 5 o s Cond Sulad b et WACL L g Ll g 0 pie S

S g e | ol ey show access-list s list counters

Aas e QLS ;.)J.iu-‘.SMB Sl plalis gl e ACL & sy Sy 5 Jl

|

ip access-list ACL-SMB-CLASSIFY

remark Existing contents of ACL

remark Classification of SMB specific TCP traffic
deny tcp any any eq 139

deny tcp any any eq 445

deny ip any any

|

show access-list acl-name EXEC | gius 51 kS o oslacsl ACL (guazl 5l a5 il 5 sLulis ol 5
clear ip access-list counters acl- (EXEC s> 5l eslawul b Ol 0 15 ACL ol led . AS oslix]

3,5 S name

* small and medium-sized business
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!
ip access-list <acl-name>
permit <protocol> <src-address> <src-port> <dst-address> <dst-port>
!
vlan access-map <name> <number>
match ip address <acl-name>

action <drop|forward>
|
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|
ip access-list VACL-MATCH-ANY
permit ip any any
!
ip access-list VACL-MATCH-PORTS
permit tcp 192.168.1.0 0.0.0.255 192.168.1.0 0.0.0.255 eq 445
permit tcp 192.168.1.0 0.0.0.255 192.168.1.0 0.0.0.255 eq 139
!
!
vlan access-map VACL 20
match ip address VACL-MATCH-PORTS
action drop
!
vlan access-map VACL 30
match ip address VACL-MATCH-ANY
action forward
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!

ip access-list extended <acl-name> permit <protocol> <source-address>
<source-port> <destination-address> <destination-port>

!

interface <type> <slot/port> switchport mode access switchport access vlan

<vlan_number> ip access-group <acl-name> in
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switch# conf t
switch(config)# interface ethernet 2/3
switch(config-if)# switchport

switch(config-if)# mac packet-classify

switch(config-if)#
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I - In order to use Private VLANS the feature must first be enabled
feature private-vlan
I

vlan 11 private-vlan isolated
!
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vlan 20
private-vlan primary
private-vlan association 11
!
interface ethernet 1/1
description *** Port in Isolated VLAN ***
switchport mode private-vlan host

switchport private-vlan host-association 20 11
!
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I
vlan 12
private-vlan community
!
vlan 20
private-vlan primary
private-vlan association 12
!
interface ethernet 1/2
description *** Port in Community VLAN ***

switchport mode private-vlan host

switchport private-vlan host-association 20 12
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!
feature private-vlan
!
vlan 11
private-vlan isolated
!
vlan 12
private-vlan community
!
vlan 20
private-vlan primary
private-vlan association 11-12
!
interface ethernet 1/1
description *** Port in Isolated VLAN ***
switchport mode private-vlan host
switchport private-vlan host-association 20 11
!
interface ethernet 1/2
description *** Port in Community VLAN ***
switchport mode private-vlan host
switchport private-vlan host-association 20 12
!
interface ethernet 1/12
description *** Promiscuous Port ***
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switchport mode private-vlan promiscuous

switchport private-vlan mapping 20 add 11-12
!
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