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DHCP Snooping ¢4 S ¥

ol DHCP slazel LB (glaodias jug o 5 ,uimel a0l o SG31 5 LG DHCP Snooping

s s alasil |y 5 sl s2es DHCP Snooping

S o A il slaply 5 08 e an b 1 slaze) LG 6wl Sl edd 53,3 DHCP (glasl, @
SLOL e obys Sedbl gsl= o5 DHCP Snooping binding esls oL UK 5 g =
Aiteed ol o 1P (gla sl b jzasls
e ksl (S0l 3o 51 sdns slal 555 4G (sl DHCP Snooping binding esls slaelGly 51
3y o o3l
S35 2 DHCP Snooping .l Jleb & WVLAN plas 3 S50y ol (5 5y Sy @ 14 5

S xS b s gy Sy gl ) S 4 L e Jke VLAN

DHCP Snooping process/feature .. 03 SJled 0 g 1) Jlie

Switch-2# show feature |i dhcp-snooping
dhcp-snooping 1 disabled

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# feature dhcp
Switch-2(config)# show feature |i dhcp-snooping
dhcp-snooping 1 enabled

Switch-2(config)#

Switch-2(config)# show running-config dhcp
ICommand: show running-config dhcp

ITime: Thu Oct 1 18:08:40 2009

version 4.2(2a)

feature dhcp

service dhcp

ip dhcp relay

Switch-2(config)#
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Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# ip dhcp snooping
Switch-2(config)# show running-config dhcp
ICommand: show running-config dhcp
ITime: Thu Oct 1 18:11:05 2009

version 4.2(2a)

feature dhcp

ip dhcp snooping

service dhcp

ip dhcp relay

Switch-2(config)#

VLAN L.l DHCP Snooping 0s Sl ¥ Jlke

Switch-2(config)# ip dhcp snooping vlan 5,10,100,500
Switch-2(config)# show runn dhcp

ICommand: show running-config dhcp

ITime: Thu Oct 1 18:12:28 2009
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version 4.2(2a)

feature dhcp

ip dhcp snooping

ip dhcp snooping vlan 5,10,100,500
service dhcp

ip dhep relay

Switch-2(config)

Sl s ysl 5 Source MAC Address 5 S b 53 pkael Laoly s 1y sl olSaws S

J.Sgbbb@wo@lmbébﬁ@@bwjj.)ﬁt LML.: &UQA DHCP o.l}ﬂfwjﬂ

DHCP Snooping MAC Address AU o5 SJls ¢ s 6 Jla

‘ Switch-2(config)# ip dhcp snooping verify mac-address

DHCP 6@6%‘.’)\ sleze! J.vbc\.«ﬁ \VA C,\.aj.?\ .b.w\j Lg_,\.a.ajg.:.r ofd 0 JL:.O

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# int el/1
Switch-2(config-if)# ip dhcp snooping trust
Switch-2(config-if)# exit

Switch-2# show running-config dhcp
ICommand: show running-config dhcp
ITime: Thu Oct 1 18:16:13 2009

version 4.2(2a)

feature dhcp

interface Ethernetl/1

ip dhcp snooping trust

ip dhcp snooping

ip dhcp snooping vlan 5,10,100,500
service dhcp

ip dhcp relay

Switch-2#

DHCP Snooping (suiu S 4l o g0 1\ Jle

Switch-2# show ip dhcp snooping

DHCP snooping service is enabled

Switch DHCP snooping is enabled

DHCP snooping is configured on the following VLANSs:
5,10,100,500

p
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DHCP snooping is operational on the following VLANSs:
5,10,100,500

Insertion of Option 82 is disabled

Verification of MAC address is enabled

DHCP snooping trust is configured on the following interfaces:
Interface Trusted

Ethernet1/1 Yes

Switch-2#

Switch-2# show ip dhcp snooping binding

MacAddress IpAddress LeaseSec Type VLAN Interface
0050.561f.73d3 10.10.10.211 1600 dynamic 100 ethernet4/1

Switch-2#

s 40 0 ;S 5 e IP sl 6das o OLES | 05 S 5 . DHCP binding MAC Address J 5.

NGOV P WA U':'.‘.*J DHCP eMJw‘)ﬂ
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slol s Laa@y Lallsm o,y » &Kl 5w Jaze L;Laael_<:...u;AF\’F’ sladail> 4 Lls oledb|

.)g,\.xfdaf;b‘&w\‘ ¥ 4 et
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' Dynamic ARP Inspection
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Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# ip arp inspection vlan 10
Switch-2(config)# show ip arp inspection vlan 10
Source Mac Validation : Disabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan : 10

Configuration : Enabled

Operation State : Active

Switch-2(config)#

DAl slaeb! Jl= A

el Ll S o cils ¥ g slazsl LB (508 Jauls 53 5 a8 o Jlul 1 ARP (laates oSas
&__Q.gjiﬂ b ARPLSLACAK.&}LQC»\M“}}JJ (ﬁl.as olifwb LJLQ:&‘ L})Gﬂ'c LSJ.:JLSJG.WUJJJASLSN dw)fb
J._a.uMMJL»J‘)&M@l}-JL»J)})‘UJ‘JaﬁcijhéuwéMJ&QW\j.LS&

Azea s IP-t0-MAC address binding l)ls e

Y ¢ &Y Lol < DAI Trust State s S A Jle

Switch-2(config)# int el/1

Switch-2(config-if)# ip arp inspection trust
Switch-2(config-if)# show ip arp inspection int e1/1
Interface Trust State

Ethernet1/1 Trusted
Switch-2(config-if)#

DAl 55les sds (5 VLAN & LACL Jlasl 4 Jtis

Switch-2(config)# arp access-list arp-list

Switch-2(config-arp-acl)# 10 permit request ip 10.10.10.12 0.0.0.0 mac 0050.561f.73d3
EEEE.EEEE.EEEE

Switch-2(config-arp-acl)# exit

Switch-2(config)# ip arp inspection filter arp-list vlan 10

Switch-2(config)# show ip arp inspection vlan 10

0
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Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled

Vlan : 10

Configuration : Enabled

Operation State : Active

ACL Match : arp-list
Switch-2(config)#

S DAL ool 03 SJ Y+ Jlis

Switch-2(config)# ip arp inspection validate src-mac dst-mac ip
Switch-2(config)# show running-config dhcp
ICommand: show running-config dhcp
ITime: Thu Oct 1 18:42:12 2009

version 4.2(2a)

feature dhcp

interface Ethernet1/1

ip dhcp snooping trust

ip arp inspection trust

ip dhcp snooping

ip dhcp snooping vlan 5,10,100,500

service dhcp

ip dhcp relay

ip arp inspection validate src-mac dst-mac ip
ip arp inspection vlan 10

ip arp inspection filter arp-list vlan 10
Switch-2(config)#

DAI sy Sy Aol o0 VY e

Switch-2# show ip arp inspection
Source Mac Validation : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled
Vlan: 1

Configuration : Disabled
Operation State : Inactive

Vlan : 5

Configuration : Disabled
Operation State : Inactive

Vlan : 10




Bpromspr il po S5 = NX-OS s b ol slagmsd g ool s Sy ‘Jﬁb "éﬁ

Configuration : Enabled
Operation State : Active
ACL Match : arp-list
ARP Reqg Forwarded =0
ARP Res Forwarded =0
ARP Req Dropped = 2
ARP Res Dropped = 6
DHCP Drops = 8

DHCP Permits =0
SMAC Fails-ARP Req =0
SMAC Fails-ARP Res =0
DMAC Fails-ARP Res =0
IP Fails-ARP Req =0

IP Fails-ARP Res =0
Vlan : 100

Configuration : Disabled
Operation State : Inactive
Vlan : 500

Configuration : Disabled
Operation State : Inactive
Switch-2# show ip arp inspection interface ethernet 1/1
Interface Trust State

Ethernetl1/1 Trusted

Switch-2# show ip arp inspection vian 10
Source Mac Validation : Enabled
Destination Mac Validation : Enabled

IP Address Validation : Enabled

Vlan : 10

Configuration : Enabled

Operation State : Active

ACL Match : arp-list

Switch-2# show arp access-lists

ARP access list arp-list

10 permit request ip 10.10.10.12 255.255.255.0 mac 0050.561f.73d3 eeee.eeee
Switch-2#

p
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IP Source Guard 4y S ¢
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IP e Skl slagsosss v
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D3 gh g 2 g Ly (55,
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Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# interface ethernet 1/1
Switch-2(config-if)# ip verify source dhcp-snooping-vlan
Switch-2(config-if)# show running-config dhcp
ICommand: show running-config dhcp

ITime: Thu Oct 1 18:47:28 2009

version 4.2(2a)

feature dhcp

interface Ethernetl/1

ip dhcp snooping trust

ip arp inspection trust

ip verify source dhcp-snooping-vlan

ip dhcp snooping

ip dhcp snooping vlan 5,10,100,500

service dhcp
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ip dhcp relay

ip arp inspection validate src-mac dst-mac ip
ip arp inspection vlan 10

ip arp inspection filter arp-list vlan 10
Switch-2(config-if)#

S lsl

Switch-2(config)# ip source binding 10.10.10.12 0050.561f.73d3 vlan 10 interface el
Switch-2(config)# show ip dhcp snooping binding
MacAddress IpAddress LeaseSec Type VLAN Interface

00:50:56:1f:73:d3 10.10.10.12 infinite static 10 Ethernetl1/1
Switch-2(config)#

Keychain ¢j s gau Sy 0

2sli8 ST sl 4 gla e, L S 51 gldlos oS dakeychain ¢l 5 sl el Keychain &y ;e
)br.ﬂ QU;LJ)\ 9 C,\ﬁ...a‘ ng“)ﬁj J.:A.; )‘ &u‘;}j .b..»j.? d‘j—k;‘ LAKeyChaln )‘ JwaL"!:a PRG0N PSS W
JJS oalaul LA@K.L»J J-’L‘"‘ L| Lj.’LlJ«.'.M.A 6L“J§3)f

Jas e 0Lz | keychain G sl s keychain ey e sdo S (K580 Jle opl iV E Jla

Switch-2(config)# key chain nexus
Switch-2(config-keychain)#

5 S o Jsd 1y B b ke s e Ol | keychain gl S i S K8 die pl V0 e

AS o Jlsl Las WS K gl ddan

Switch-2(config-keychain)# key 7010
Switch-2(config-keychain)#

ol =1 L keychain o das o olis ds ool das e 0LaS |, keychain Ll S8 1 Jle

.J)‘J LL.?)( OSPF

ip ospf authentication key-chain nexus \
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Switch-2# show key chain nexus

Key-Chain nexus

Key 1 -- text 7 070124545b1a12000e
accept lifetime (always valid) [active]

send lifetime (always valid) [active]
Switch-2# show ip ospf

Area BACKBONE(0.0.0.0)

Area has existed for 1d00h

Interfaces in this area: 3 Active interfaces: 3
Passive interfaces: 0 Loopback interfaces: 1
Message-digest authentication

SPF calculation has run 15 times

Last SPF ran for 0.000527s

Area ranges are

Number of LSAs: 8, checksum sum Ox3c6ce

Traffic Storm Control . s 1

S 8has 5l i Sl bl Eol 5 LS Al | 4SS Laais oS s Fo S Traffic Storm
S b 5 ¥ oY glaclS s s aisy =l NX-OS > Traffic Storm Control =ls sast .5 42
NX- 55 Lgd o S5 sladauly g5, 0 il unicast traffic storm L, imulticast broadcast
dols & s sl s Unicast sl s 5 amulticast broadceast sl 5 CJAM ool o3l sue OS
ol s S Traffic Storm Control caw L sl s ca“ sl ) ol Jsb js ssls ) gladly Sl
el 0l (g Sy o8 55 55 50 ULl 3l (sdo s Ol se 4 Storm Control Tl 25 o s
o o855 LU sl 31 s ol sk S Traffic Storm Control Tl 4 2505 SIS S

3 e o o, Traffic Storm Control o 5. elos Sles dob a5 Sl b

s o LS VY ol el s Jistaes Traffic Storm Control sus S o g :VA Jle

Switch-2(config)# interface ethernet 1/1
Switch-2(config-if)# storm-control broadcast level 20

S o Al VY 35 el (g, s aes Storm Control kL slig Ao V4 Jle

Switch-2# show interface ethernet 1/1 counters storm-control
Port UcastSupp % McastSupp % BcastSupp % TotalSuppDiscards
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Eth1/1 100.00 100.00 20.00 0
Switch-2#
Switch-2# show interface ethernet 1/1 counters storm-control

Port UcastSupp % McastSupp % BcastSupp % TotalSuppDiscards

Eth1/1 100.00 100.00 20.00 0
Switch-2#

s e OLES 1Y S5 el (g, sise ke Traffic Storm Control gy S o g 1Y Jls

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# interface ethernet 1/1

Switch-2(config-if)# storm-control multicast level 20

S o ol 5 VY S5l el s s Storm Control b sl Ao s 1YY Jle

Switch-2# show interface ethernet 1/1 counters storm-control

Port UcastSupp % McastSupp % BcastSupp % TotalSuppDiscar

Eth1/1 100.00 20.00 20.00
Switch-2#

St SV /Y &S 5 kauls g, 1 Unicast Traffic Storm Control « S 45 das e olis YY Jls

e

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# interface ethernet 1/1

Switch-2(config-if)# storm-control unicast level 20
Switch-2(config-if)#

S e Ao 151 /) S50 Lauls s Unicast 0l sb J xS L sl dos VY e

Switch-2# show interface ethernet 1/1 counters storm-control

Port UcastSupp % McastSupp % BcastSupp % TotalSuppDiscar

Eth1/1 20.00 20.00 20.00
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Switch-2# \

Unicast RPF' sy SV

03 Gt 3 by 4t G e IPVB L IPVA (gla sl T i L 3L sla 3L Unicast RPF
fSag u\ﬂa_? L.’. J:o— )'\ JFN oSus 9 Smurf Ma «(DOS) B E C.a M= ile YU
e ol Ll &S plaans Lgs Oslw 3 L UNicast RPF oS s sslizal e IPVB L IPVA (gla s3]
JWJJ'-"J hﬂ‘)QTJJoM C,_Zéti_)bé.)))j 6LAML;¢L<JNX-OS e&mb«bﬁ&dw hﬂ‘jk—i—ié})
S Jals bsgd o mll ol e Jgdor 3 45 e Jauly 5 e 3l oS 358 fol Ol B S e
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55 6k S 65,9 S Ll ys calie S g5 s Ol e 1, RFP Unicast
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FIB > Unicast RPF (glalaccls 31 SO L o cibys ates O 3o b 5l 63555 6208 Lauls 5 kS
J\.:.‘S saleial UnlcaSt RPF .L:.it L;‘J" Cj-’ U'i‘ )\ 38 oUWy L))La:ﬁ C)J}a.a LE
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" Reverse Path Forwarding

" Spoofed
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Switch-2(config)# interface ethernet 1/1

Switch-2(config-if)# ip address 20.20.20.20 255.0.0.0
Switch-2(config-if)#ip verify unicast source reachable-via any
Switch-2(config-if)# exit

S o BV i sl by 65, 2 IPVA 6l |, Unicast RPF @Yo Jls

Switch-2(config)# show ip interface ethernet 1/1

IP Interface Status for VRF “default”(1)

Ethernetl/1, Interface status: protocol-up/link-up/admin-up, iod: 99,
IP address: 20.20.20.20, IP subnet: 20.0.0.0/8

IP broadcast address: 255.255.255.255

IP multicast groups locally joined: none

IP MTU: 9216 bytes (using link MTU)

IP primary address route-preference: 0, tag: 0

IP proxy ARP : disabled

IP Local Proxy ARP : disabled

IP multicast routing: disabled

IP icmp redirects: enabled

IP directed-broadcast: disabled

IP icmp unreachables (except port): disabled

IP icmp port-unreachable: enabled

IP unicast reverse path forwarding: loose

IP interface statistics last reset: never

IP interface software stats: (sent/received/forwarded/originated/consume
Unicast packets : 0/0/0/0/0

Unicast bytes : 0/0/0/0/0

Multicast packets : 0/0/0/0/0

Multicast bytes : 0/0/0/0/0

Broadcast packets : 0/0/0/0/0

Broadcast bytes : 0/0/0/0/0

Labeled packets : 0/0/0/0/0

Labeled bytes : 0/0/0/0/0

Switch-2(config)# exit

Switch-2 # show running-config interface ethernet 1/1
ICommand: show running-config interface Ethernetl/1
ITime: Thu Oct 1 20:06:53 2009

version 4.2(2a)

interface Ethernetl/1

description to Switch-1

mtu 9216

ip address 20.20.20.20/8

ip verify unicast source reachable-via any

no shutdown
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o el AS o0 e DOS s 1 s e Al CBle (6l |, copp-system-policy 5 5 i
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Strict e
Moderate e
Lenient e
None e

Configure best practices CoPP profile
(strict/moderate/lenient/none) [strict]:

el Sl bl Wl e aS das e OLAS |, copp (5,8 s Strict 5 5 s Cowlew (YN Jlia

LS i

Switch-1(config-acl)# ip access-list copp-system-acl-igmp
Switch-1(config-acl)# 10 permit igmp any 224.0.0.0/3
Switch-1(config-acl)# ip access-list copp-system-acl-msdp
Switch-1(config-acl)# 10 permit tcp any gt 1024 any eq 639
Switch-1(config-acl)# 20 permit tcp any eq 639 any gt 1024
Switch-1(config-acl)# ip access-list copp-system-acl-ntp
Switch-1(config-acl)# 10 permit udp any any eq ntp
Switch-1(config-acl)# 20 permit udp any eq ntp any
Switch-1(config-acl)# ipv6 access-list copp-system-acl-ntp6
Switch-1(config-acl)# 10 permit udp any any eq ntp
Switch-1(config-acl)# 20 permit udp any eq ntp any

V¢
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Switch-1(config-acl)# 20 permit tcp any eq bgp any gt 1024
Switch-1(config-acl)# ip access-list copp-system-acl-cts
Switch-1(config-acl)# 10 permit tcp any any eq 64999
Switch-1(config-acl)# 20 permit tcp any eq 64999 any
Switch-1(config-acl)# ip access-list copp-system-acl-dhcp
Switch-1(config-acl)# 10 permit udp any eq bootpc any
Switch-1(config-acl)# 20 permit udp any eq bootps any
Switch-1(config-acl)# 30 permit udp any any eq bootpc
Switch-1(config-acl)# 40 permit udp any any eq bootps
Switch-1(config-acl)# ip access-list copp-system-acl-eigrp
Switch-1(config-acl)# 10 permit eigrp any any
Switch-1(config-acl)# ip access-list copp-system-acl-ftp
Switch-1(config-acl)# 10 permit tcp any any eq ftp-data
Switch-1(config-acl)# 20 permit tcp any any eq ftp
Switch-1(config-acl)# 30 permit tcp any eq ftp-data any
Switch-1(config-acl)# 40 permit tcp any eq ftp any
Switch-1(config-acl)# ip access-list copp-system-acl-glbp
Switch-1(config-acl)# 10 permit udp any eq 3222 224.0.0.0/24 eq 3222
Switch-1(config-acl)# ip access-list copp-system-acl-hsrp
Switch-1(config-acl)# 10 permit udp any 224.0.0.0/24 eq 1985
Switch-1(config-acl)# ip access-list copp-system-acl-icmp
Switch-1(config-acl)# 10 permit icmp any any echo
Switch-1(config-acl)# 20 permit icmp any any echo-reply
Switch-1(config-acl)# ipv6 access-list copp-system-acl-icmp6
Switch-1(config-acl)# 10 permit icmp any any echo-request
Switch-1(config-acl)# 20 permit icmp any any echo-reply
Switch-1(config-acl)# ipv6 access-list copp-system-acl-icmp6-msgs
Switch-1(config-acl)# 10 permit icmp any any router-advertisement
Switch-1(config-acl)# 20 permit icmp any any router-solicitation
Switch-1(config-acl)# 30 permit icmp any any nd-na
Switch-1(config-acl)# 40 permit icmp any any nd-ns
Switch-1(config-acl)# 50 permit icmp any any mld-query
Switch-1(config-acl)# 60 permit icmp any any mld-report
Switch-1(config-acl)# 70 permit icmp any any mld-reduction
Switch-1(config-acl)# ip access-list copp-system-acl-igmp
Switch-1(config-acl)# 10 permit igmp any 224.0.0.0/3
Switch-1(config-acl)# ip access-list copp-system-acl-msdp
Switch-1(config-acl)# 10 permit tcp any gt 1024 any eq 639
Switch-1(config-acl)# 20 permit tcp any eq 639 any gt 1024
Switch-1(config-acl)# ip access-list copp-system-acl-ntp
Switch-1(config-acl)# 10 permit udp any any eq ntp
Switch-1(config-acl)# 20 permit udp any eq ntp any
Switch-1(config-acl)# ipv6 access-list copp-system-acl-ntp6
Switch-1(config-acl)# 10 permit udp any any eq ntp
Switch-1(config-acl)#20 permit udp any eq ntp any
Switch-1(config-acl)#10 permit tcp any any eq tacacs
Switch-1(config-acl)# 20 permit tcp any eq tacacs any
Switch-1(config-acl)# ipv6 access-list copp-system-acl-tacacs6
Switch-1(config-acl)# 10 permit tcp any any eq tacacs
Switch-1(config-acl)# 20 permit tcp any eq tacacs any
Switch-1(config-acl)# ip access-list copp-system-acl-telnet
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Switch-1(config-acl)# 10 permit tcp any any eq telnet
Switch-1(config-acl)# 20 permit tcp any any eq 107
Switch-1(config-acl)# 30 permit tcp any eq telnet any
Switch-1(config-acl)# 40 permit tcp any eq 107 any
Switch-1(config-acl)# ipv6 access-list copp-system-acl-telnet6
Switch-1(config-acl)# 10 permit tcp any any eq telnet
Switch-1(config-acl)# 20 permit tcp any any eq 107
Switch-1(config-acl)# 30 permit tcp any eq telnet any

Switch-1(config-acl)# 40 permit tcp any eq 107 any
Switch-1(config-acl)# ip access-list copp-system-acl-tftp
Switch-1(config-acl)# 10 permit udp any any eq tftp
Switch-1(config-acl)# 20 permit udp any any eq 1758
Switch-1(config-acl)# 30 permit udp any eq tftp any
Switch-1(config-acl)# 40 permit udp any eq 1758 any
Switch-1(config-acl)# ipv6 access-list copp-system-acl-tftp6
Switch-1(config-acl)# 10 permit udp any any eq tftp
Switch-1(config-acl)# 20 permit udp any any eq 1758
Switch-1(config-acl)# 30 permit udp any eq tftp any
Switch-1(config-acl)# 40 permit udp any eq 1758 any
Switch-1(config-acl)# ip access-list copp-system-acl-traceroute
Switch-1(config-acl)# 10 permit icmp any any ttl-exceeded
Switch-1(config-acl)# 20 permit icmp any any port-unreachable
Switch-1(config-acl)# ip access-list copp-system-acl-undesirable
Switch-1(config-acl)# 10 permit udp any any eq 1434
Switch-1(config-acl)# ip access-list copp-system-acl-vpc
Switch-1(config-acl)# 10 permit udp any any eq 3200
Switch-1(config-acl)# ip access-list copp-system-acl-vrrp
Switch-1(config-acl)#10 permit 112 any 224.0.0.0/24
Switch-1(config-acl)#ip access-list copp-system-acl-wccp
Switch-1(config-acl)# 10 permit udp any eq 2048 any eq 2048
Switch-1(config-acl)# mac access-list mac-acl
Switch-1(config-acl)# statistics per-entry

Switch-1(config-acl)# 200 permit 0050.561f.73d3 0050.56bc.48dd any
Switch-1(config-acl)# 210 permit 0050.561f.73d3 0000.00ff.ffff any
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
critical

Switch-1(config-cmap-qos)#match access-group name copp-system-acl-bgp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-bgp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-eigrp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-igmp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-msdp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ospf
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ospf6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-pim
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-pimé
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-rip
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-vpc
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
exception

Switch-1(config-cmap-qos)# match exception ip option
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Switch-1(config-cmap-qos)# match exception ip icmp unreachable
Switch-1(config-cmap-qos)# match exception ipv6 option

Switch-1(config-cmap-qos)# match exception ipv6 icmp unreachable
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
important

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-cts
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-glbp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-hsrp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-vrrp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-wccp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-icmp6-msgs
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-pim-reg
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
management

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ftp
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-ntp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ntp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-radius
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-sftp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-snmp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ssh
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ssh6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tacacs
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-telnet
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tftp
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-tftp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-radius6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tacacs6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-telnet6
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
monitoring

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-icmp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-icmp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-traceroute
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
normal

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-dhcp
Switch-1(config-cmap-qos)# match redirect dhcp-snoop

Switch-1(config-cmap-qos)# match protocol arp

Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
redirect

Switch-1(config-cmap-qos)# match redirect arp-inspect

Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
undesirable

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-undesirable
Switch-1(config-cmap-qos)# policy-map type control-plane copp-system-policy
Switch-1(config-cmap-qos)# class copp-system-class-critical
Switch-1(config-cmap-qos)# police cir 39600 kbps bc 250 ms conform transmit violate
drop

Switch-1(config-cmap-qos)# class copp-system-class-important
Switch-1(config-cmap-qos)# police cir 1060 kbps bc 1000 ms conform transmit violate
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drop

Switch-1(config-cmap-qos)# class copp-system-class-management
Switch-1(config-cmap-qos)# police cir 10000 kbps bc 250 ms conform transmit violate
drop

Switch-1(config-cmap-qos)# class copp-system-class-normal
Switch-1(config-cmap-qos)#police cir 680 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-redirect
Switch-1(config-cmap-qos)#police cir 280 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-monitoring
Switch-1(config-cmap-qos)#police cir 130 kbps bc 1000 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-exception
Switch-1(config-cmap-qos)#police cir 360 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-undesirable
Switch-1(config-cmap-qos)# police cir 32 kbps bc 250 ms conform drop violate drop
Switch-1(config-cmap-qos)#class class-default

Switch-1(config-cmap-qos)#police cir 100 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)#control-plane

Switch-1(config-cmap-qos)# service-policy input copp-system-policy
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
critical

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-bgp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-bgp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-eigrp
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-igmp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-msdp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ospf
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ospf6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-pim
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-pimé
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-rip
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-vpc
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
exception

Switch-1(config-cmap-qos)# match exception ip option

Switch-1(config-cmap-qos)# match exception ip icmp unreachable
Switch-1(config-cmap-qos)# match exception ipv6 option
Switch-1(config-cmap-qos)#match exception ipv6 icmp unreachable
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
important

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-cts
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-glbp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-hsrp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-vrrp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-wccp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-icmp6-msgs
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-pim-reg
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
management

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ftp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ntp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ntp6
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Switch-1(config-cmap-qos)# match access-group name copp-system-acl-radius
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-sftp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-snmp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ssh
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ssh6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tacacs
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-telnet
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tftp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tftp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-radius6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tacacs6
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-telnet6
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
monitoring

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-icmp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-icmp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-traceroute
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
normal

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-dhcp
Switch-1(config-cmap-qos)# match redirect dhcp-snoop

Switch-1(config-cmap-qos)# match protocol arp

Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
redirect

Switch-1(config-cmap-qos)# match redirect arp-inspect

Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
undesirable

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-undesirable
Switch-1(config-cmap-qos)# policy-map type control-plane copp-system-policy
Switch-1(config-cmap-qos)# class copp-system-class-critical
Switch-1(config-cmap-qos)#police cir 39600 kbps bc 250 ms conform transmit violate
drop

Switch-1(config-cmap-qos)# class copp-system-class-important
Switch-1(config-cmap-qos)# police cir 1060 kbps bc 1000 ms conform transmit violate
drop

Switch-1(config-cmap-qos)# class copp-system-class-management
Switch-1(config-cmap-qos)#police cir 10000 kbps bc 250 ms conform transmit violate
drop

Switch-1(config-cmap-qos)#class copp-system-class-normal
Switch-1(config-cmap-qos)#police cir 680 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-redirect
Switch-1(config-cmap-qos)#police cir 280 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)#

class copp-system-class-monitoring

Switch-1(config-cmap-qos)#police cir 130 kbps bc 1000 ms conform transmit violate drop
Switch-1(config-cmap-qos)#class copp-system-class-exception
Switch-1(config-cmap-qos)#police cir 360 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-undesirable
Switch-1(config-cmap-qos)# police cir 32 kbps bc 250 ms conform drop violate drop
Switch-1(config-cmap-qos)# class class-default

Switch-1(config-cmap-qos)#police cir 100 kbps bc 250 ms conform transmit violate drop
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Switch-1(config-cmap-qos)# control-plane

Switch-1(config-cmap-qos)# service-policy input copp-system-policy
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
critical

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-bgp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-bgp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-eigrp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-igmp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-msdp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ospf
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ospf6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-pim
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-pimé
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-rip
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-vpc
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
exception

Switch-1(config-cmap-qos)# match exception ip option

Switch-1(config-cmap-qos)# match exception ip icmp unreachable
Switch-1(config-cmap-qos)# match exception ipv6 option
Switch-1(config-cmap-qos)#match exception ipv6 icmp unreachable
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
important

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-cts
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-glbp
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-hsrp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-vrrp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-wccp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-icmp6-msgs
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-pim-reg
Switch-1(config-cmap-qos)#class-map type control-plane match-any copp-system-class-
management

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ftp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ntp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ntp6
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-radius
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-sftp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-snmp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ssh
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-ssh6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tacacs
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-telnet
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tftp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tftp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-radius6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-tacacs6
Switch-1(config-cmap-qos)#match access-group name copp-system-acl-telnet6
Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
monitoringSwitch-1(config-cmap-qos)# match access-group name copp-system-acl-icmp
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-icmp6
Switch-1(config-cmap-qos)# match access-group name copp-system-acl-traceroute
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Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
normal

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-dhcp
Switch-1(config-cmap-qos)# match redirect dhcp-snoop

Switch-1(config-cmap-qos)# match protocol arp

Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
Redirect

Switch-1(config-cmap-qos)# match redirect arp-inspect

Switch-1(config-cmap-qos)# class-map type control-plane match-any copp-system-class-
undesirable

Switch-1(config-cmap-qos)# match access-group name copp-system-acl-undesirable
Switch-1(config-cmap-qos)# policy-map type control-plane copp-system-policy
Switch-1(config-cmap-qos)# class copp-system-class-critical
Switch-1(config-cmap-qos)# police cir 39600 kbps bc 250 ms conform transmit violate
drop

Switch-1(config-cmap-qos)# class copp-system-class-important
Switch-1(config-cmap-qos)#police cir 1060 kbps bc 1000 ms conform transmit violate
drop

Switch-1(config-cmap-qos)# class copp-system-class-management
Switch-1(config-cmap-qos)# police cir 10000 kbps bc 250 ms conform transmit violate
drop

Switch-1(config-cmap-qos)# class copp-system-class-normal
Switch-1(config-cmap-qos)#police cir 680 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-redirect
Switch-1(config-cmap-qos)#police cir 280 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-monitoring
Switch-1(config-cmap-qos)#police cir 130 kbps bc 1000 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-exception
Switch-1(config-cmap-qos)#police cir 360 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)# class copp-system-class-undesirable
Switch-1(config-cmap-qos)# police cir 32 kbps bc 250 ms conform drop violate drop
Switch-1(config-cmap-qos)# class class-default

Switch-1(config-cmap-qos)#police cir 100 kbps bc 250 ms conform transmit violate drop
Switch-1(config-cmap-qos)# control-plane

Switch-1(config-cmap-qos)# service-policy input copp-system-policy
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Switch(config)# hardware rate-limit {access-list- s e csla L5 |copy |layer-2 {port-secu-

rity |[storm-control} |layer-3 {control |[glean |mtu |multicast {directly-connect |local-groups
[rpf-leak} |ttl} |receive} packets
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J\?\S oslazwl CoPP )‘ cJ\?«S
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Switch-2#

show hardware rate-limiter

Units for Config: packets per second

Allowed, Dropped & Total: aggregated since last clear counters
Rate Limiter Class Parameters

layer-3 mtu Config : 500
Allowed : 0
Dropped : 0

¢ Maximum Transmission Unit

* Time-To-Live
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layer-3 multicast directly-connected Config : 3000
Allowed : 0

Dropped : 0

Total : 0

layer-3 multicast local-groups Config : 3000
Allowed : 0

Dropped : 0

Total : 0

layer-3 multicast rpf-leak Config : 500
Allowed : 0

Dropped : 0

Total : 0

layer-2 storm-control Config : Disabled
access-list-Log Config : 100

Allowed : 0

Dropped : 0

Total : 0

copy Config : 30000

Allowed : 197080

Dropped : 0

Total : 197080

receive

Config : 30000

Allowed : 905484

Dropped : 0

Total : 905484

layer-2 port-security Config : Disabled
layer-2 mcast-snooping Config : 10000
Allowed : 21

Dropped : 0

Total : 21

Switch-2#
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Switch-1(config)# hardware rate-limiter layer-3 control 50000 \

S gy S LY Y Glean glaas ¢l & Sl S 455 45 s e 0L 1Y e

‘ Switch-1(config)# hardware rate-limiter layer-3 glean 500 ‘
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‘ Switch-1(config)# hardware rate-limiter layer-2 storm-control 60000
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Dropped : 0

Total : 3

Switch-1# show hardware rate-limiter layer-2 storm-control
Units for Config: packets per second

Allowed, Dropped & Total: aggregated since last clear counters
Rate Limiter Class Parameters

layer-2 storm-control Config : 60000

Allowed : 113

Dropped : 1

Total : 114

Switch-1# show hardware rate-limiter

Units for Config: packets per second

Allowed, Dropped & Total: aggregated since last clear counters
Rate Limiter Class Parameters

layer-3 mtu Config : 500

Allowed : 0

Dropped : 0

Total : 0

layer-3 ttl Config : 500

Allowed : 7771

Dropped : 0

Total : 7771

layer-3 control Config : 50000
Allowed : 1042557

Dropped : 0

Total : 1042557

layer-3 glean Config : 500

Allowed : 3

Dropped : 0

Total : 3

layer-3 multicast directly-connected Config : 3000
Allowed : 0

Dropped : 0

Total : 0

layer-3 multicast local-groups Config : 3000
Allowed : 0

Dropped : 0

Total : 0

layer-3 multicast rpf-leak Config : 500
Allowed : 0

Dropped : 0

Total : 0
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layer-2 storm-control Config : 60000
Allowed : 126

Dropped : 1

Total : 127

access-list-Log Config : 100
Allowed : 0

Dropped : 0

Total : 0

copy Config : 30000

Allowed : 2634651

Dropped : 0

Total : 2634651

receive Config : 30000

Allowed : 8275085

Dropped : 0

Total

: 8275085

layer-2 port-security Config : Disabled
layer-2 mcast-snooping Config : 10000
Allowed : 0

Dropped : 0

Total : 0

Switch-1#

SNMPV3 gy Ku \
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Switch-2(config)# snmp-server user manager auth sha MGTUser123 priv MGTUser
Switch-2(config)# show snmp user

Yo



" " P . s . S
el a8 il b S = NX-0S s ok oo slages s ol (54225 ‘Jﬁb 5

SNMP USERS
User Auth Priv(enforce) Groups

admin md5 des(no) network-admin
manager sha des(no) network-operator
NOTIFICATION TARGET USERS (configured for sending V3 Inform)

User Auth Priv

Switch-2(config)#

AR e olis b ‘\it-;ﬁ)lsﬁé\ngNMP fLﬁ LS)‘K}‘) Ls‘ﬁ‘ o >0 Y Jle

Switch-2(config)# snmp-server user manager enforcePriv
Switch-2(config)# show snmp user
SNMP USERS

User Auth Priv(enforce) Groups

admin md5 des(no) network-admin
manager sha des(no) network-operator
enforcePriv

NOTIFICATION TARGET USERS (configured for sending V3 Inform)
User Auth Priv

Switch-2(config)# snmp-server globalEnforcePriv
Switch-2(config)# show snmp user
SNMP USERS [global privacy flag enabled]

User Auth Priv(enforce) Groups

admin md5 des(no) network-admin
manager sha des(no) network-operator
enforcePriv

NOTIFICATION TARGET USERS (configured for sending V3 Inform)
User Auth Priv

Switch-2(config)#
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Switch-2(config)# snmp-server user manager network-admin
Switch-2(config)# show snmp user
SNMP USERS [global privacy flag enabled]

User Auth Priv(enforce) Groups

admin md5 des(no) network-admin
manager sha des(no) network-operator
enforcePriv

network-admin

NOTIFICATION TARGET USERS (configured for sending V3 Inform)
User Auth Priv

Switch-2(config)# show role

Role: network-admin

Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity

1 permit read-write

Role: network-operator

Description: Predefined network operator role has access to all read
commands on the switch

Rule Perm Type Scope Entity

1 permit read

Role: vdc-admin

Description: Predefined vdc admin role has access to all commands with
a VDC instance

Rule Perm Type Scope Entity

1 permit read-write

Role: vdc-operator

Description: Predefined vdc operator role has access to all read comm
within a VDC instance

Rule Perm Type Scope Entity

1 permit read

Role: enforcePriv

Description: new role

Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)
Switch-2(config)#
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Switch-2(config)# snmp-server community public ro
Switch-2(config)# snmp-server community private rw
Switch-2(config)# show snmp community

Community Group / Access context acl_filter

public network-operator

private network-admin

Switch-2(config)#

S LS pnd Ll e OVl ol 1S (s gl das oo OLES 1) Oel (slaeli 18 (i Sy o g PV Jlie

sl SYSLOG ply S 5l asibsb aals ol ol syslog ply odlel SO LT

Switch-2(config)# snmp-server host 10.10.10.12 informs version 3 priv private
Switch-2(config)# show snmp host

Host Port Version Level Type SecName

10.10.10.12 162 v3 priv inform private

Switch-2(config)#Configuring a Source Interface for SNMP Notifications
Switch-2(config)#show snmp source-interface

Notification source-interface

trap -
inform -

‘)SMTP LSLA(ﬁL:iCAAIP JA)JTLCWG .b.w‘j Mbdﬁ QL.LJ ‘)SNMP@L‘} 6.)\.4)%. o‘}>=.: Y‘A JL'QG

trap L;utg. Jle (gl y LS o jaselia

Switch-2(config)# snmp-server source-interface traps loopback 0
Switch-2(config)# show snmp source-interface
Notification source-interface

trap loopback0
inform -

Switch-2(config)# snmp-server source-interface informs loopback 0
Switch-2(config)# show snmp source-interface
Notification source-interface

trap loopback0
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inform loopback0

Switch-2(config)#

a3 e 0L 1, SNMP LinkUp/LIinkDown s ses slagMel O3 Sdlas 18 6 g0 ¥4 Jlis

Switch-2# show snmp trap
Trap type
Enabled

entity : entity_mib_change Yes

entity : entity_module_status_change Yes
entity : entity_power_status_change Yes
entity : entity_module_inserted Yes

entity : entity_module_removed Yes

entity : entity_unrecognised_module Yes
entity : entity_fan_status_change Yes

entity : entity_power_out_change Yes

link : linkDown Yes

link : linkUp Yes

link : extended-linkDown Yes

link : extended-linkUp Yes

link : cieLinkDown Yes

link : cieLinkUp Yes

callhome : event-notify No

callnome : smtp-send-fail No

cfs : state-change-notif No

cfs : merge-failure No

rf : redundancy_framework Yes

port-security : access-secure-mac-violation No
port-security : trunk-secure-mac-violation No
aaa : server-state-change No

license : notify-license-expiry Yes

license : notify-no-license-for-feature Yes
license : notify-licensefile-missing Yes

license : notify-license-expiry-warning Yes
hsrp : state-change No

upgrade : UpgradeOpNotifyOnCompletion No
upgrade : UpgradeJobStatusNotify No
feature-control : FeatureOpStatusChange No
snmp : authentication No

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# no snmp-server enable traps link linkup
Switch-2(config)#

no snmp-server enable traps link linkdown
Switch-2(config)#

show snmp trap

Trap type
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Enabled

entity : entity_mib_change Yes

entity : entity_module_status_change Yes
entity : entity_power_status_change Yes
entity : entity_module_inserted Yes

entity : entity_module_removed Yes

entity : entity_unrecognised_module Yes
entity : entity_fan_status_change Yes

entity : entity_power_out_change Yes

link : linkDown No

link : linkUp No

link : extended-linkDown Yes

link : extended-linkUp Yes

link : cieLinkDown Yes

link : cieLinkUp Yes

callhome : event-notify No

callhome : smtp-send-fail No

cfs : state-change-notif No

cfs : merge-failure No

rf : redundancy_framework Yes

port-security : access-secure-mac-violation No
port-security : trunk-secure-mac-violation No
aaa : server-state-change No

license : notify-license-expiry Yes

license : notify-no-license-for-feature Yes
license : notify-licensefile-missing

Yes

license : notify-license-expiry-warning Yes
hsrp : state-change No

upgrade : UpgradeOpNotifyOnCompletion No
upgrade : UpgradeJobStatusNotify No
feature-control : FeatureOpStatusChange No
snmp : authentication No

Switch-2(config)#

s e 0L |y el Ll K53 SNMP LinkUp/LinkDown slaidlel 05 SJls 8 0 g i Jlie

Switch-2(config)# int el/1
Switch-2(config-if)# no snmp trap link-status

a3 o 0L 13 SNMP slagdel O3 Sdlad o 550 18 Jle

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# snmp-server enable traps

Switch-2(config)# show snmp trap
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Trap type
Enabled

entity : entity_mib_change Yes

entity : entity_module_status_change Yes
entity : entity_power_status_change Yes
entity : entity_module_inserted Yes

entity : entity_module_removed Yes

entity : entity_unrecognised_module Yes
entity : entity_fan_status_change Yes
entity : entity_power_out_change Yes

link : linkDown Yes

link : linkUp Yes

link : extended-linkDown Yes

link : extended-linkUp Yes

link : cieLinkDown Yes

link : cieLinkUp Yes

callhome : event-notify Yes

callhome : smtp-send-fail Yes

cfs : state-change-notif Yes

cfs : merge-failure Yes

rf : redundancy_framework Yes
port-security : access-secure-mac-violation Yes
port-security : trunk-secure-mac-violation Yes
aaa : server-state-change Yes

license : notify-license-expiry Yes

license : notify-no-license-for-feature Yes
license : notify-licensefile-missing Yes
license : notify-license-expiry-warning Yes
hsrp : state-change Yes

upgrade

: UpgradeOpNotifyOnCompletion Yes
upgrade : UpgradeJobStatusNotify Yes
feature-control : FeatureOpStatusChange Yes
snmp : authentication Yes
Switch-2(config)#
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