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Switch-2#

Switch-2# conf t

Switch-2 (config)# interface loopback0

Switch-2 (config)# ip address 192.168.1.2/32

Switch-2 (config)# ip radius source-interface loopbackO
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Switch-2 (config)# radius-server host 10.10.10.12 key 7 “QTSX123 " authentication
accounting

Switch-2 (config)# aaa authentication log in console group radius

Switch-2 (config)# interface loopback0

Switch-2 (config)# ip address 192.168.1.1/32

Switch-2 (config)# exit

Switch-2#

PR ey s 43 2355 L 331l Sla sy s S ¥ Js

Switch-2#

Switch-2 (config)# interface loopback0

Switch-2 (config)# ip address 192.168.1.2/32

Switch-2 (config)# ip radius source-interface loopbackO

Switch-2 (config)# radius-server host 10.10.10.12 key 7 “QTSX123” authentication
accounting

Switch-2 (config)# aaa authentication login console group radius

Switch-2 (config)# exit

Switch-2# copy running-config startup-config
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| Switch-2 (config) # radius distribute |
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\ Switch-2 (config) # radius commit
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Switch-1#before cfs:

Switch-1# show running-config radius
ICommand: show running-config radius
ITime: Thu Oct 8 18:01:04 2009
version 4.2(2a)

Switch-1#

5,10 3 4> 5 SWitch-2 ;s RADIUS sty S 45 S o ol Jle ol 10 Jle

Switch-2# show running-config radius
ICommand: show running-config radius
ITime: Thu Oct 8 18:00:24 2009
version 4.2(2a)

Switch-2 ;5 RADIUS s S S55 \ Jls

Switch-2#

Switch-2# conf t

Switch-2(config)# ip radius source-interface loopback 0
Source-interface configuration is exempted from CFS distribution
Switch-2(config)# radius-server host 10.10.10.12 key NXOS123
Switch-2(config)# aaa authentication login console group radius
Switch-2(config)# radius commit

S o a1y ol o w1l CFS 235 b 3l S RADIUS (s Sy ke ol Y Je

Switch-2(config)# show running-config radius
ICommand: show running-config radius
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ITime: Thu Oct 8 18:09:31 2009

version 4.2(2a)

radius distribute

radius-server retransmit O

radius-server host 10.10.10.12 authentication accounting
radius commit

Switch-2(config)#

RADIUS CFS (st S 4l o500 A Jlie

Switch-2# show radius-cfs

distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: merge activation done
Switch-2#

Switch-2# show radius-server

retransmission count:1

timeout value:5

deadtime value:0

source interface:loopback0

total number of servers:1

following RADIUS servers are configured:

10.10.10.12:

available for authentication on port:1812
available for accounting on port:1813

Switch-2#

Switch-2# show cfs peers

Physical Fabric

Switch WWN IP Address

20:00:00:1b:54:¢2:78:¢1 172.26.32.39 [Local]
20:00:00:1b:54:¢c2:76:41 172.26.32.37

Total number of entries = 2

Switch-2# show cf status

Distribution : Enabled

Distribution over IP : Enabled - mode IPv4
IPv4 multicast address : 239.255.70.83

IPv6 multicast address : ff15::efff:4653
Distribution over Ethernet : Enabled

Switch-2# show cfs merge status

Application Scope Vsan Status
Radius Physical-fc-ip - Success
Switch-2# copy running-config startup-config
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Kenya# config t
Kenya(config)#int gil/1
Kenya(config-if)#shutdown
Kenya(config-if)# exit
Kenya(config)# exit

Kenya#show interfaces gigabitEthernet 1/1
GigabitEthernet1/1 is administratively down, line protocol is down (disabled)
Hardware is Gigabit Ethernet Port, address is 0018.73b1.e280 (bia 0018.73b1.e280)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed, link type is auto, media type is 10/100/1000-TX
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:01:09, output never, output hang never
Last clearing of “show interface” counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
114119 packets input, 73777471 bytes, 0 no buffer
Received 59680 broadcasts (48762 multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 input packets with dribble condition detected
3453776 packets output, 281211243 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
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[hk@hk ~]$ telnet Switch-1
Trying 172.26.32.37...
Connected to Switch-1.
Escape character is ™\ .
User Access Verification
login: admin

Password:

Remote AAA servers unreachable; local authentication done

Cisco Nexus Operating System (NX-OS) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2009, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/Igpl-2.1.php

Switch-1# ping 10.10.10.12

PING 10.10.10.12 (10.10.10.12): 56 data bytes

Request 0 timed out

Request 1 timed out

Request 2 timed out

Request 3 timed out

Request 4 timed out

--- 10.10.10.12 ping statistics ---

5 packets transmitted, 0 packets received, 100.00% packet loss
Switch-1#

L e olis 1, Cisco Secure ACS GUI sy Sy 1 0 BY sl IS
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Cisco Secure ACS

» G My Workspace

¥ ') Network Resources

Network Devices and AAA Clients

External Policy Servers

» 3 Users and Identity Stcres
» Qa Felicy Elements

» [ Access Polices

» . Menitoring and Reports

» ¥ System Administration

acsadmin

| ACSSO (Primary)

| Help | LogOut | About

ients > Edit: "192.168.1.2"7

Network Device Groups

Location All Locations Select

Device Type All Device Types Select

1P Address Authentication Options
dress 1P Range(s

Submit ] Cancel

o @ Inverret
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General

Erable Password: sssssssssses

User Information

There are no a. onal identit

Creation/Modification Information

Welcome to the africa terminal Server in CPOC-RTP.
If you are here by nistake, please type ‘exit’ to leave.
Thank You.

Jser Access Verification
ongo login: Faill
Passvord:

Login incorrect

ser Access Verification

ongo login: consolel

assword:

isco Nexus Operating System (NX-08) Software
AC support: http://www.cisco.comn/tac
opyright (c)> 2882-2009, Cisco Systens, Inc.

All rights reserved.

he copyrights to certain works contained in this software are
pwned by other third parties and used and distributed under

are licensed under
2.8 or the CNU
2.1. R copy of each

license. Certain conponents of this software
he GNU General Public License (GPL) version
wsser General Public License <(LGPL) VUersion
uch license is available at
wttp://wwv.opensource .org/licenses/gpl-2.8.php and
lttp://uvu.open:ourcc.org/liccn:cs/lgpl-Z.l.pﬁp
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£~ Cisco Secure ACS V5.0 - Windows Internet Explorer E‘@|
2 hitpsiff10,10.10. 12/ avreportsfiv? _repoct=%2f9%24% v ¢ Certificate Error M-
File Edt View Favorites Tools Heb
» < A »
< € Cisco Secure ACS V5.0 3 B - Page Tooks =
) Launch Interactive Viewer T
Showing Page 1 of 1 Gote Page: Go
; -~
AAA Protocol > RADIUS Authenticati
} ' 551
L] eptember 25, 200§
-"‘,
v .
|
,1
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seogglel
x S35 Unknown User faill
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TACACS+ &5 S Jls \-¥
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Cand sy sy Sl kS Il ol aol 5 sty S Sl gtes 4 o jiws sl |, TACACS+

S eslaal 3 s 31 TACACSH 0P ‘_;}i)

Switch-2# show feature |i tacacs
tacacs 1 disabled

fL'?J (sl ol onls LA VY e 3 4S5 sbolea |y s S TACACS+ S35 05 Sl sl

Ly

y



bttt g 033 i = NX-0S g dyider Joud slages g ool (5452 S0 qéﬁb Ha

TACACS+ Feature/Process s Sdlss 1V ) Jls

Switch-2#

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# feature tacacs+

Switch-2(config)# show feature | i tacacs

tacacs 1 enabled

Switch-2(config)# exit

Switch-2# copy running-configuration startup=configuration

(S 3,05 15 5 s ses TACACSH bl 03 pdls 1l ol

Switch-2# show feature |i tacacs+
tacacs 1 enabled
Switch-2#

TACACS+ sy Sy 5 Y-¥

3w NX-0S slaolKaws Lo gl |, RADIUS s S b s3le o 536 1, NX-0S o&Kws CFS
oKL.»J ")“C'Sd" Jl:d .)j? GK.L».) BE) ;}j&f‘é‘j’ b CFS G‘)j: 45&&.&.&5 CJJJM))
‘Lﬁs/}ijgfi‘CFS @)j;LS‘jéQM‘&J)JJ?}A&L&Q@JﬂMJAuCFS 4??-&.4&0\.:0\.:““5

J\?S J‘)U b J’.’.) D gewd JTACACS+ CFS @)j: QJJSJL&‘B LSb.: RGDU0 P WA JL’L‘)

\ Switch-2 (config)# tacacs+ distribute \

S 515 1, show tacacs+ status | s> TACACS+ CFS B35 o Sl VY Jls

Switch-2(config)# show tacacs+ status

distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: not yet initiated after enable
last operation: enable

last operation status: success

Switch-2(config)#

TACACS+ SladlS o pes sy Sy VY-
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Switch-2(config)# tacacs-server key 0 NXOS123

Global key configuration is exempted from CFS distribution
Switch-2(config)# show tacacs-server

Global TACACS+ shared secret: ********

timeout value:5

deadtime value:0

source interface:any available

total number of servers:0

TACACSH Ol jon 0083 gy 9 o (kg ;S T-Y-Y

o kdd s gy (1,0 Ol e rL} L IP U.UJT LU s oy 5 TACACSH sas g pw 40 oo 2w (Gl

12l 10.10.10.12 TACACSH eins s s IP sl i3 Jlia 53 .48 by Sy |, TACACSH
s o S b s iy a3 155 e 64 TACACSH (slaedins o s o 14 3

“ L}.’JA IP J»)JT .«\AJ& QL..’;J b TACACS+ QbﬁcoMJUﬁ)ﬂ 6.«\,\4}.{,& e}>;.: JLZA U’»’“ ¥ JL'»'.G

.| Cisco Secure ACS TACACSH oas s 5 por

Switch-2(config)# tacacs-server host 10.10.10.12
Switch-2(config)# show tacacs+ pend
Pending pending-diff
Switch-2(config)# show tacacs+ pending
tacacs-server key 7 QTSX123
tacacs-server host 10.10.10.12
Switch-2(config)# tacacs+ commit
Switch-2(config)# show tacacs-server
Global TACACS+ shared secret:********
Timeout value:5

Deadtime value:0

source interface:any available

total number of servers:1
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following TACACS+ servers are configured:

10.10.10.12:

available on port:49

Switch-2(config)# show tacacs+ pending
No active CFS distribution session exist for TACACS+
Switch-2(config)# copy running-config startup-config
[T AR AR R] 100%
Switch-2(config)#

s e e |l Jl= s s S |y 350 0303000 (s S tacacs+ commit | gzus tas
TACACS+ ‘_gleMbwj)w 6‘9; ‘_g.LqJSg Y-y-v

a‘jjf )‘ eslae! L: b BEL o‘) )‘ AAA OMijJM .,\n% lﬂ &.’:‘ u\J.’)lS )L:_c«\ v\a)‘j@ NX-0S L

il 4zl s TACACSH IS5 40 Lb os S (sliael tliS Aol 5 asedis Laodins oo s

TACACS+ oMijﬁ Lgl.ltojﬁ L;.L.’Jg.:.v ofu' No JL:A

Switch-2(config)# aaa group server tacacs+ TACACS+Server
Switch-2(config-tacacs+)# server 10.10.10.12
Switch-2(config-tacacs+)# show tacacs-server groups

total number of groups:1

following TACACS+ server groups are configured:
group TACACS+Server:
server 10.10.10.12 on port 49
deadtime is 0
Switch-2(config-tacacs+)#

SSH s Telnet sl ; TACACS+ 5 5 o o snsl = sl iy s S LS55 V1 Jlis

Switch-2(config)# aaa authentication login default group TACACS+Server
Switch-2(config)# show tacacs-server
Global TACACS+ shared secret;*****x**
timeout value:5
deadtime value:0
source interface:loopbackO
total number of servers:1
following TACACS+ servers are configured:

10.10.10.12:

available on port:49

Switch-2(config)#
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TACACS* aie Jaly gkt Sy ¥-F
Gy S popes mie buls LS e mamen 5 3L anl Y gaY buly cpder Ll5 e Ll
Sl bl s 4 S asiis | TACACSH 4w zus rli..a 05 eslaul ¢l s TACACS+

el 3L 5, 50 ACS Secure CisCo sdias yu s o s NX-OS o&ius oo IP o s

Q)HMJAWTACACS+ u.p‘..}- LSL‘M)J?LS\)’ d\}?@ bc‘ﬁwwéujawb 4?33'
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CFS =55 source-interface i S TACACS+ CFS O Jlad L (sl andls ax 5 14 o5
NGV | POY

S o Al Y s 53 TACACS+ CFS sy Sy s 5 b ol VY Je

Switch-1(config)# ip tacacs source-interface loopback 0
Source-interface configuration is exempted from CFS distribution
Switch-1(config)#

Switch-1#

CFS on the second Switch
Switch-1(config)# show feature| i tacacs+
Tacacs 1  disabled
Switch-1(config)# feature tacacs+
Switch-1(config)# show feature | i tacacs+
Tacacs 1  enabled
Switch-1(config)# tacacs+ distribute
Switch-1(config)# show tacacs+ status
distribution : disabled

session ongoing: no

session db: does not exist

merge protocol status:

last operation: none

last operation status: none

Switch-1(config)# show running-config tacacs+
ICommand: show running-config tacacs+
ITime: Thu Oct 1 14:15:42 2009

version 4.2(2a)

feature tacacs+

Switch-1(config)# tacacs+ distribute
Switch-1(config)# show tacacs+ status
distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: merge activation done
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last operation: enable
last operation status: success
Switch-1(config)# show running-config tacacs+

ICommand: show running-config tacacs+
ITime: Thu Oct 1 14:16:02 2009

version 4.2(2a)
feature tacacs+

tacacs+ distribute
tacacs-server host 10.10.10.12
tacacs+ commit

das e 0L |, TACACSH 3l eslizal L b 5a Telnet oy sa30 =1 VA Jlia

[hk@hk ~]$ telnet Switch-2

Trying 172.26.32.39...

Connected to Switch-2.

Escape character is .

User Access Verification

login: admin

Password:

Cisco Nexus Operating System (NX-OS) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2009, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/Igpl-2.1.php

Switch-2#

ACS S oyl odias g o 4 Joate Gigabit Ethernetl/l Lty 53 2 jké, e V4 Jle

S o o3 |, TACACS+

Kenya(config)#int gil/1
Kenya(config-if)#shut
Kenya(config-if)#
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Switch-2# ping 10.10.10.12

PING 10.10.10.12 (10.10.10.12): 56 data bytes

Request 0 timed out

Request 1 timed out

Request 2 timed out

Request 3 timed out

Request 4 timed out

--- 10.10.10.12 ping statistics ---

5 packets transmitted, O packets received, 100.00% packet loss
Switch-2#

[hk@hk ~]$ telnet Switch-2

Trying 172.26.32.39...

Connected to Switch-2.

Escape character is .

User Access Verification

login: admin

Password:

Cisco Nexus Operating System (NX-OS) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2009, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/Igpl-2.1.php

Switch-2#

2009 Oct 1 15:59:05 Switch-2 %TACACS-3-TACACS_ERROR_MESSAGE: All servers failed
to

respond

2009 Oct 1 16:00:31 Switch-2 %TACACS-3-TACACS_ERROR_MESSAGE: All servers failed
to

Respond

LIS 5 NX-OS o&ss loopback 45 caas o ol |; ACS TACACSH S el sk S0 1 IS
%5 1y ols 3L ACS Secure CisCO sl s o 5 NX-OS oSius o Saber 4 a5 (5

S
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* Rivest, Shamir, and Adelman

* Digital System Algorithm
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Switch-1# conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch-1(config)# feature ssh

oMijﬂupjﬂwJﬁlSMdeLm bSSH oMJw‘}ﬂJTLS.}L?Li‘ L$'<"j<'>: dtﬁw‘ A JL"«G

J}.J:g;a./\.:jj:w\'\‘i )|QJW‘L4SW|RSAJTLS&:{SSH

Switch-1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-1(config)# ssh key rsa 2048

rsa keys already present, use force option to overwrite them
Switch-1(config)# ssh key rsa 2048 force

deleting old rsa key.....

generating rsa key(2048 bits).....

generated rsa key

Switch-1(config)# feature ssh

Switch-1(config)# exit

Llods 1 35 NX-0S olSawus ;5 48 SSH ouins s 5 e ladls b K8 ¥ Jle

Switch-1# show ssh key

KAhAKRAARkAARAkXkAARAkhhrhrihhkhkkhhhhhkihihhiikkik

rsa Keys generated:Wed Sep 30 14:38:37 2009

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAQEAsxCDzRe9HzqwzWXSp5kQab2NIX9my68RdmFFsMO
M-+fAB
GNdwd5g01g5AKfuqvnrkAl7DRIN0d2v2Zde7IbZx2HCUjQFGEVAIK2a716pfCBschiRUf6j/7D
BcCdHf
1SQrTTvQLhwEhFkbginXglhuNjSbJj5uxMZYEInenxLswNe7Kc/Ovdw3IBbxdgHCKOSTrVs47
PKshwST
PBcogX/7Df50CW8Um8ipJOU3/7InZIEE9Uz+ttT1zYf1ApgfsErAGT4wZ09731za0Ub3lyWBnC
hQBN6N

ScxvYk/1wugF4P0nS4ujnWoX+pxvBE1JedQDf6f0rj+Txt9L5AfqYnl+bQ==

bitcount:2048

fingerprint:

15:63:01:fc:9f:f7:66:35:3¢:90:d3:8:ed:f8:bb:16

*hkkhkkrkhkkhkkhhkhkkhrhkkhihkkkhiikkkhkihkkkhihkhkiihihihkihikx

MJ& dL.:u \) NX‘OS oli:.w) L’ SSH eMijﬂ C)Uﬁl.ﬁ)‘ ‘5.&‘)].' 5)91-_‘ :YY JL::A

| Switch-1# show int mgmt 0

Y
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mgmtO is up

Hardware: GigabitEthernet, address: 001b.54c1.b448 (bia 001b.54c1.b448)
Internet Address is 172.26.32.37/27

MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA

full-duplex, 1000 Mb/s

Auto-Negotiation is turned on

1 minute input rate 952 bits/sec, 1 packets/sec

1 minute output rate 648 bits/sec, 0 packets/sec

Rx

12649 input packets 11178 unicast packets 951 multicast packets
520 broadcast packets 1423807 bytes

TX

7653 output packets 6642 unicast packets 953 multicast packets
58 broadcast packets 943612 bytes

[hk@hk .ssh]$ ssh admin@172.26.32.37

User Access Verification

Password:

Cisco Nexus Operating System (NX-OS) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2009, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/Igpl-2.1.php

.J\Ab& QL.LJ b NX-0OS o&ﬁ«) BE SSH OMJMJ‘)M LSJ""Jgf.'l W8 Yy JL'»'.G

Switch-1# show ssh server

ssh version 2 is enabled

Switch-1# show ssh key

*hkkkhkkkhkhkkkhkkhhkkkhkkhhkkhkhkkikkhkhkkhkkihkkhkhkkihkkhkhkkiikkik

rsa Keys generated:Wed Sep 30 14:38:37 2009

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAQEAsxCDzRe9HzqwzWXSp5kQab2NIX9my68RdmFFsMO
M+fABGNdwd5g01g5
AKfugvnrkAlI7DR9n0d2v2Zde7JbZx2HCUjQFGEVAIK2a716pfCBschiRUf6j/7DBcCAHf1SQrT
TvQLhwEhF
kbginXqlhuNjShJj5uxMZYEInenxLswNe7Kc/Ovdw3IBbxdgHCKOSTrVs47PKshwSTPBcogX/7
Df50CW8Um
8ipJOU3/7INZIEEQUz+ttT1zYf1ApqfsErAGT4wZ09731za0Ub3lyWBnChQBN6nScxvYk/IwugF
4P0nS4uj

NW9X+pxvBE1JedQDf6f0rj+TxtIL5AfqYnl+bQ==

bitcount:2048

YY
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fingerprint:
15:63:01:fc:9f:f7:66:35:3¢:90:d3:f8:ed:f8:bb:16

e TrUSESEC s Sy O

SIS 505 5 S ool 3 1 Laesls (S slSs 5 (SSle e (TTUSESEC il (S35 51 e3lizl L NX-OS
Ly N (G108 50, S o Slzin |y 2o VYA AES (K 5e, L IEEEB02.1AE 5|kl L5 Y
et 33 il 5 e G0l 031351 3 Ol 5 S o SKaS Ll 4 Ll o3ls s 1 Olisals! 4
a5l wal b 1y ek (518 e,

sbwl L TrustSec ol (g lars .ol abiiasalass IEEE 802.1AE Wy Y (5,108 505 o35l
355 O e oo 5 olSas [ La0T 3 48 U8 o sl | ol (glaaSis oslazel LB 4 (glaolSans
S anrl e 8 IS8 53 oSKd 5 4 e onl s basd S sl vl 0 G

Libya
192.168.1.3/32 — Lo0

192.168.1.36/30 = 42 192.168.1.40/30

118 192.168.1.33/30 pPoi10 192.168.1.34/30 1/18

P 11
Congo [ ] Egypt
192.168.1.1/32 — Lo0 \V 21 192.168.1.2/32 — Lo0
& 412
g 178
1in7 CTS 802.1AE Encrypted Link 117
Po20

Cisco Secure ACS 5.1
10.10.10.12

!
U

i

CTS 802.1AE s s58 05 & JS&

S 3505 1y 5 Ol st CTS 03 ,Sls s NX-0S olKiws ;5 CTS5802.1% sla S 55 4ul (sl

Switch-2# conf t

Yy

y
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Switch-2 (config)# feature dot1x
Switch-2 (config)# feature cts

S 3yls 1y 3 st (A Jled CTS 5 802.1X o S35 4l b sl e

Switch-2# show run cts
feature dotlx
feature cts

Lllea

Aas o QL 1) CTS 5 s jeaie oK awlis Sho Sy oo Jle ol iYE Jke

Switch-2(config)#

cts device-id Switch-2-cts password CTS_TrustSec123
Switch-2(config) # interface Ethernet1/8
Switch-2(config-if)# description to Switch-1
Switch-2(config-if)# switchport

Switch-2(config-if)# switchport access vlan 500
Switch-2(config-if)# cts manual
Switch-2(config-if-cts-manual)# sap pmk deadbeef modelist gcm-encrypt
Switch-2(config-if)# mtu 9216

Switch-2(config-if)# no shutdown

Switch-2(config)# interface VIan500
Switch-2(config-if)# no shutdown

Switch-2(config-if)# ip address 1.1.1.1/24

Switch-1 ;3 CTS Jlzis il s NX-0S ol&iws 53 CTS 5 802.1X sla S5y 05 S <l

WS )l 1y Ol s

Switch-1# conf t
Switch-1(config)# feature dotlx
Switch-1(config)# feature cts

S Syl 1 5 ptes i Jlas CTS 5 802.1% sl S5 aSul ol (ol

Switch-2# show run cts
feature dotlx

\§2
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feature cts \

Aas e OLiS |, Switch-1 ;3 CTS 5 s e oKl g Sy oo s op) Y0 Jlie

Switch-1(config)#

cts device-id Switch-1-cts password CTS_TrustSec123
Switch-1(config)# interface Ethernet1/8
Switch-1(config-if)# description to Switch-2
Switch-1(config-if)# switchport

Switch-1(config-if)# switchport access vlan 500
Switch-1(config-if)# cts manual

Switch-1(config-if)# sap pmk deadbeef modelist gcm-encrypt
Switch-1(config-if)# mtu 9216

Switch-1(config-if)# no shutdown

Switch-1(config# interface VIan500
Switch-1(config-if)# no shutdown

Switch-1(config-if)# ip address 1.1.1.2/24

Switch-2# show runn int e1/8

ICommand: show running-config interface Ethernet1/8
ITime: Wed Sep 30 18:25:19 2009

version 4.2(2a)

interface Ethernet1/8

description to Switch-1

cts manual

sap pmk deadbeef00000000000000000000000000000000000000000000000000000000
switchport

switchport access vlan 500

mtu 9216

no shutdown

Switch-2 ;5 CTS (s S Al ¥ Jlie

Switch-2# show runn cts

ICommand: show running-config cts

ITime: Wed Sep 30 18:25:27 2009

version 4.2(2a)

feature cts

cts device-id Switch-2-cts password 7 FPW_LrpxIVoh123

interface Ethernet1/8

cts manual

sap pmk deadbeef00000000000000000000000000000000000000000000000000000000

Yo
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Switch-2# show cts interface e1/8

CTS Information for Interface Ethernet1/8:

CTS is enabled, mode: CTS_ MODE_MANUAL

IFC state: CTS_IFC_ST_CTS_OPEN_STATE
Authentication Status: CTS_ AUTHC_SKIPPED_ CONFIG
Peer ldentity:

Peer is: Unknown in manual mode

802.1X role: CTS_ROLE_UNKNOWN

Last Re-Authentication:

Authorization Status: CTS_AUTHZ_SKIPPED_CONFIG
PEER SGT: 0

Peer SGT assignment: Not Trusted

SAP Status: CTS _SAP_SUCCESS

Configured pairwise ciphers: GCM_ENCRYPT

Replay protection: Enabled

Replay protection mode: Strict

Selected cipher: GCM_ENCRYPT

Current receive SPI: sci:23ac65020c0000 an:2

Current transmit SPI: sci:23ac6409d80000 an:2
Switch-2#

S e 4l 1, Switch-1 55 CTS u S 1YV Jlie

Switch-1# show runn int e1/8

ICommand: show running-config interface Ethernet1/8
ITime: Wed Sep 30 18:24:39 2009

version 4.2(2a)

interface Ethernet1/8

description to Switch-2

cts manual

sap pmk deadbeef00000000000000000000000000000000000000000000000000000000
switchport

switchport access vlan 500

mtu 9216

no shutdown

Switch-1# show runn cts

ICommand: show running-config cts

ITime: Wed Sep 30 18:24:48 2009

version 4.2(2a)

feature cts

cts device-id Switch-1-cts password 7 FPW_LrpxIVoh123
interface Ethernet1/8

cts manual

sap pmk deadbeef00000000000000000000000000000000000000000000000000000000
Switch-1# show cts interface e1/8

CTS Information for Interface Ethernet1/8:

CTS is enabled, mode: CTS MODE MANUAL

AN
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IFC state: CTS_IFC_ST_CTS_OPEN_STATE
Authentication Status: CTS_AUTHC_SKIPPED_CONFIG
Peer Identity:

Peer is: Unknown in manual mode

802.1X role: CTS_ROLE_UNKNOWN

Last Re-Authentication:

Authorization Status: CTS _ AUTHZ_SKIPPED_CONFIG
PEER SGT: 0

Peer SGT assignment: Not Trusted

SAP Status: CTS_SAP_SUCCESS

Configured pairwise ciphers: GCM_ENCRYPT

Replay protection: Enabled

Replay protection mode: Strict

Selected cipher: GCM_ENCRYPT

Current receive SPI: sci:23ac6409d80000 an:1

Current transmit SPI: sci:23ac65020c0000 an:1

Aas e OLES 1, CTS (gl eslinal 5,50 VLAN sl Jle ol YA Jlis

Switch-1# show vlan
VLAN Name Status Ports

1 default active Po10

5 Switch-1_Switch-2_Transit active Po10
10 Secure_Subnet active Po10, Po20, Po30
100 Server_Subnetl active Po10, Po30
500 CTS_TrustSec active Po10, Eth1/8
VLAN Type

1 enet

5 enet

10 enet

100  enet

500 enet

(Nexus 7000 T 5°) Switch-2 5 Switch-1 - pIng 5 siws 51 eslanad b bl oy 5 ¥4 Jls
Switch-2 (¢5, 5 ol 4w WireShark 4, 5 b 51 Nexus 7000 ..z 56, ping R s e 0L
Switch- s Switch-1 .o CTS 802.1AE (¢ K 5, acd> 3o b 51 1, K3l 5 ing KPS| Sy e |l

Started ping from Switch-1:
Switch-1# ping 1.1.1.1
PING 1.1.1.1 (1.1.1.1): 56 data bytes

Yv
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64 bytes from 1.1.1.1: icmp_seq=0 ttI=254 time=1.189 ms

64 bytes from 1.1.1.1: icmp_seq=1 ttI=254 time=0.702 ms

64 bytes from 1.1.1.1: icmp_seq=2 ttI=254 time=0.718 ms

64 bytes from 1.1.1.1: icmp_seq=3 ttI=254 time=0.601 ms

64 bytes from 1.1.1.1: icmp_seq=4 ttlI=254 time=0.604 ms

Switch-2# ethanalyzer local interface inband detail limit-captured-frames 200
Frame 4 (98 bytes on wire, 98 bytes captured)

Arrival Time: Sep 30, 2009 18:39:12.837070000

[Time delta from previous captured frame: 0.255613000 seconds]

[Time delta from previous displayed frame: 0.255613000 seconds]

[Time since reference or first frame: 0.256374000 seconds]

Frame Number: 4

Frame Length: 98 bytes

Capture Length: 98 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:icmp:data]

Ethernet 11, Src: 00:1b:54:¢2:76:41 (00:1b:54:¢2:76:41), Dst: 00:1b:54:¢2:78:c1
(00:1b:54:c2:78:cl)

Destination: 00:1b:54:¢2:78:c1 (00:1b:54:¢2:78:c1)

Address: 00:1b:54:¢2:78:c1 (00:1b:54:¢2:78:cl)

....... 0....... ... ... = IG bit: Individual address (unicast)
oo 0. e s e .. = LG bit: Globally unique address (factory
default)

Source: 00:1b:54:¢2:76:41 (00:1b:54:¢2:76:41)
Address: 00:1b:54:¢2:76:41 (00:1b:54:¢c2:76:41)

....... 0....... ... ... = IG bit: Individual address (unicast)
e .00 e ot oo . = LG bit: Globally unique address (factory
default)

Type: IP (0x0800)

Internet Protocol, Src: 1.1.1.2 (1.1.1.2), Dst: 1.1.1.1 (1.1.1.1)
Version: 4

Header length: 20 bytes

Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.... ..0. = ECN-Capable Transport (ECT): 0

....... 0=ECN-CE: 0

Total Length: 84

Identification: 0x43b2 (17330)

Flags: 0x00

0... = Reserved bit: Not set

.0.. = Don'’t fragment: Not set

..0. = More fragments: Not set

Fragment offset: 0

Time to live: 255

Protocol: ICMP (0x01)

Header checksum: 0x73f2 [correct]

[Good: True]

[Bad : False]

Source: 1.1.1.2 (1.1.1.2)

Destination: 1.1.1.1 (1.1.1.1)

Internet Control Message Protocol
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Type: 8 (Echo (ping) request)

Code: 0 ()

Checksum: 0x5573 [correct]

Identifier: Ox572d

Sequence number: 0 (0x0000)

Data (56 bytes)

0000 ela5c34acde7 0300 cdab0000cdab0000..4J............
0010 cd ab 00 00 cd ab 00 00 cd ab 00 00 cd ab 00 QO ................
0020 cd ab 00 00 cd ab 00 00 cd ab 00 00 cd ab 00 QO ................
0030 30 31 32 33 34 35 36 37 01234567

Data: EIA5C34ACDE70300CDAB0000CDAB0000CDABOO000CDABO000O...

Y oY 5563l S0 e sla Joel, V-0
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Lol I3 JB Jelse pla b5 ab g o ) 50e 5 0l 3
o sy Golplesen gbel8 s sles s 802.1ae akiiaaki Linksec o, 5, 51 Nexus 7000
< L 15 Nexus 7000 (slags s Al 55 o sl "MPLS Lo K SIV IS8 4 ar g LS
EOMPLS &5 &= .S (i g EOMPLS o8 ;5 &= s ) > Catalyst 6500 L ASR1000
Gl osls d=ly VSAP (slaply Jlusl 5l 05 S ol Oliabl Lol Nexus 7000 (sl pe G e
Nexus 7000 > ""VPC jizen .ol o~ EOMPLS PW) (v 02 S 52 b I CTS SO 50,
S Ll oo bk ol sl 558 0 Jlad el W31 STP 5 Loop-Free Spanning-tree ko & (sl 5
550 o sy 4 1y oo Ml MPLS (6,18 5, 45 sbolen . ab axils o3l S50 8 45 STP aiy,
o9 oly Shesls S e G gs |y laesls Wl o Nexus 7000 TrustSec il 5L 5,5 MPLS S

' Multiporotocol Label Swiching
" Security Association Protocol
" Virtual Port-Channel
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Self-Managed
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1
1
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MPLS Core :
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1
1
1
1
1
1
1

: DC2-Nexus7000-2
_________ g

[3] Nexus 7000 ,s MPLS Cloud Leveraging Cisco TrustSec s 5l esls 38 5 Jlasl Ve IS

IPACLS a5 1\
S 0pb a S eslinal S5 05 S g gl ASlS e 45 ks sl (glas seme LITACL
Al axdls Gedad O 5B LU 55 0350 0 Wb dten G (gl g 4 AS o yesiie | Lol d 5l glas gazes
ool sl 5 aKs 31 LACL ool o 55 b Slos aten LT a8 il ] pnd (Gadas 0536 )
53kl g1, IPVB IP ACL 5 IPVA I NX-0S 1S o Clabloes atul 50 L ()5 00 b S35 ol 5o

[2] &5 slxis port-channels s VLAN slalauls (s 5,8 slakanly 4 Jlasl

s oo OLES |y andr gl S Gl 455 5 e S ands sl ¥ Jle

Switch-1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-1(config)# configure session ACL-TCP-IN

Config Session started, Session ID is 3

Aas e OLL | TCP 05 Sdlaé 6l s ACL sl o g5 Y Jlie

'™ Access Control Lists
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Switch-1(config-s)# ip access-list TCP1
Switch-1(config-s-acl)# permit tcp any any
Switch-1(config-s-acl)# exit

Switch-1(config-s)# save bootflash:SessionMgrTCPIn
Switch-1(config-s)# interface ethernet 1/1

w.:&?b wj;.».) a‘ﬁjf‘}‘ QJWM\WJMJL;G QLM..’ b 6;’)5 LAU MACL)\ i °j>=; AR JL’&G

LS e

| Switch-1(config-s-if)# ip access-group TCP1 in |

le s o ge ol 5 s llesin ho Sy elul S b 4 1) i S Al o ¥ e

Switch-1(config-s-if)# verify
Verification Successful

oans 4 Sl i Jlasl 5 s ands 3 iy S Sl i Aol ¥ Jlie

Switch-1(config-s)# commit
Commit Successful

ACL ;5 ads oo e aul ¥0 Jlie

Switch-1# conf t

Switch-1(config)# configure session ACL-TCP-IN
Config Session started, Session ID is 3
Switch-1(config-s)# ip access-list TCP1
Switch-1(config-s-acl)# permit tcp any any
Switch-1(config-s-acl)# interface el/1
Switch-1(config-s-if)# ip access-group TCP1 in
Switch-1(config-s-if)# show configuration session
config session IP-ACL1

config session ACL-TCP-IN

0001 ip access-list TCP1

0002 permit tcp any any

0003 interface Ethernet1/1

0004 ip access-group TCP1 in

Number of active configuration sessions = 3
Switch-1(config-s-if)# save bootflash:SessionMgrTCPIn

Y
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Switch-1(config-s)# verify

Verification Successful

Switch-1(config-s)# commit

Commit Successful

Switch-1# show access-lists TCP1

IP access list TCP1

10 permit tcp any any

Switch-1# show running-config interface e1/1
ICommand: show running-config interface Ethernetl/1
ITime: Sat Oct 10 12:10:55 2009

version 4.2(2a)

interface Ethernet1/1

description to Switch-2

ip access-group TCP1 in

switchport

switchport access vlan 500

mtu 9216

no shutdown

Switch-1#

MACACLs s o vV
0V Y buls & 3MACACL LT &8 S J 28 6 a3l o o6 1) s MAC gladin ghoailb
@z b Ol e 1, WMAC ACL 355 o Jlesl IP 2 G315 L L P (S35 e 51 oSGl 5 ples

S eslanal S8l 5 4 e s

S 3505 HACL (i Sy 563 S 3l 5, MAC ACL S 4655 45 s e OLiS Jlie ol ¥ Jlie

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# mac access-list mac-acl

Switch-2(config-mac-acl)# permit 0050.561f.73d3 0050.56bc.48dd any

b c.,\.;)‘b C"EJLEACLWUS L’ "y LS{LAM LS‘J” gé‘o.,\.vw 3 S, )LAI Lo~ L$'<J}'<'>: Yv JL’&

S o Lo 15 a1 Cllae ACL 33 L oS ot (6l ongas SLal gl s ol s o 0L

Switch-2(config-mac-acl)# statistics per-entry
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Switch-2(config-mac-acl)# show mac access-lists mac-acl
MAC access list mac-acl

statistics per-entry

10 permit 0050.561f.73d3 0050.56bc.48dd any
Switch-2(config-mac-acl)# exit

Switch-2(config)# exit

Switch-2(config)# mac access-list mac-acl
Switch-2(config-mac-acl)# 100 permit 0050.561f.73d3 0000.00ff.ffff any
Switch-2# show mac access-lists mac-acl

MAC access list mac-acl

statistics per-entry

10 permit 0050.561f.73d3 0050.56bc.48dd any

100 permit 0050.561f.73d3 0000.00ff.ffff any

MAC ACL S ;3 056 4 amis ACL slisl dlis ,oi5 ¥4 Jls

Switch-2(config)# resequence mac access-list mac-acl 200 10
Switch-2(config)# exit

Switch-2# show mac access-lists mac-acl

MAC access list mac-acl

statistics per-entry

200 permit 0050.561f.73d3 0050.56bc.48dd any

210 permit 0050.561f.73d3 0000.00ff.ffff any

Switch-2#

WVLANACL sy S A

el & L WVACL gy S il e Lo ool IPACL |y MAC ACL I il ,; i VLAN ACL
1y WVACL 1S Jlesl VLAN G s (bl 53 b VLAN Sl b b s slaaces
Aol S el (S bl 4 SIS ol 5 el (glaay 0 S

g el 25 (2 b sss) g L LVACL tar g

MAC & Lws slee Sl JUisl sl acl-mac-map b« VACL G gt Sy o if 0 s

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# vlan access-map acl-mac-map
Switch-2(config-access-map)# match mac address mac-acl

Yy
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Switch-2(config-access-map)# action forward
Switch-2(config-access-map)# statistics per-entry
Switch-2(config-access-map)# exit
Switch-2(config)# exit

Switch-2# show runn aclmgr

ICommand: show running-config aclmgr

ITime: Thu Oct 1 17:19:24 2009

version 4.2(2a)

mac access-list mac-acl

statistics per-entry

200 permit 0050.561f.73d3 0050.56bc.48dd any
210 permit 0050.561f.73d3 0000.00ff. ffff any
vlan access-map acl-mac-map 10

match mac address mac-acl

action forward

statistics per-entry

Switch-2#

a3 e 0L 1, VLAN Cod & VACL Jlosl o s 18 Jlia

Switch-2(config)# vlan filter acl-mac-map vlan-list 10
Switch-2(config)# show running-config aclmgr
ICommand: show running-config aclmgr
ITime: Thu Oct 1 17:24:17 2009
version 4.2(2a)
mac access-list mac-acl
statistics per-entry
200 permit 0050.561f.73d3 0050.56bc.48dd any
210 permit 0050.561f.73d3 0000.00ff.ffff any
vlan access-map acl-mac-map 10
match mac address mac-acl
action forward
statistics per-entry
vlan filter acl-mac-map vlan-list 10
Switch-2(config)#

Port Security . < 9
ool s S Y Y s Iy port-channel o8 s 5 SGd o8 U osjle e 556 1, L Port Security
33 MAC (slawysl .S o It MAC (gla o] 51 (63 50ms (548 samms 3l 1) (63555 Sl 5 45 AsS
Rl ol S5 ol oopl poesdle L e edusl Secure MAC addresses s sdows 45 gaes
S MAC (sla oysl sliws .S o5 Jd VLAN Olas 05,3 s bauly &3 MAC gla ol

.CM»\LSJ\;{J%J{GLg-)Jééj':éag)bﬁé\ﬁxs&n‘.b\j}ja@s
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Switch-2(config)# show feature |i port
eth_port sec 1 disabled
Switch-2(config)# feature port-security
Switch-2(config)# show feature [i port
eth_port sec 1 enabled
Switch-2(config)#

Ao o LS Y Y Luly 53 Port Security 0> SJled o goe £V Jlis

Switch-2#

conft

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# int el/1

Switch-2(config-if)# switchport port-security
Switch-2(config-if)#

Switch-2# show running-config port-security
ICommand: show running-config port-security
ITime: Thu Oct 1 17:41:20 2009

version 4.2(2a)

feature port-security

interface Ethernet1/1

switchport port-security

Switch-2#

cauls sl Port Security s S ples el b 8 lauls S Port Security S oK g
B350 e Ol el esls ULJ}»T Ly 55 Secure MAC UNJJT S8 A dex
I, Sticky MAC 45 & a3 » OLis |, Sticky MAC Address Learning s SJles oo £8 s

el |, Sticky Learning Ol Gl 4 5 s e elil 15 Ly Sl (g AiS e b Ll S g,

s Sticky Secure MAC Addresses gz sw (pl .o 0

Sticky MAC Address Learning 0> SJlss :£¢ Jlw

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# int el/1

Switch-2(config-if)# switchport port-security mac-address sticky
Switch-2(config-if)# exit

Switch-2# show running-config port-security

Yo
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ICommand: show running-config port-security
ITime: Thu Oct 1 17:43:06 2009

version 4.2(2a)

feature port-security

interface Ethernetl/1

switchport port-security

switchport port-security mac-address sticky
Switch-2#

MAC Address 5 5 i = w0 baly sl Jld o Laly SO 4s sticky learning 31 4> g
54 o okils S50 Learning
3Ls| Ethernet 1/1 « |, Static Secure MAC Address G 4 Ko 48 das o 0LiS s 0l 180 Jlie

el e 8L sladal gl s MAC sla o5l 5l eslizel L StaticMAC .S

Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# int el/1

Switch-2(config-if)# switchport port-security mac-address 0050.561f.73d3
Switch-2(config-if)# exit

Switch-2# show running-config port-security

ICommand: show running-config port-security

ITime: Thu Oct 1 17:46:20 2009

version 4.2(2a)

feature port-security

interface Ethernetl/1

switchport port-security

switchport port-security mac-address 0050.561F.73D3

Switch-2# show port-security

Total Secured Mac Addresses in System (excluding one mac per port) : 0
Max Addresses limit in System (excluding one mac per port) : 8192

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Ethernet1/1 1 1 0 Shutdown

Switch-2#
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Switch-2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch-2(config)# interface ethernet 1/1

Switch-2(config-if)# switchport port-security violation ?
protect Security violation protect mode

restrict Security violation restrict mode

shutdown Security violation shtudown mode
Switch-2(config-if)# switchport port-security violation

VA 5t Jaals 53 MAC (s sl sliws STas s S 8V Jle

Switch-2(config)# int el/1

Switch-2(config-if)# switchport port-security maximum 51
Switch-2(config-if)# show port-security

Total Secured Mac Addresses in System (excluding one mac per port) : 0
Max Addresses limit in System (excluding one mac per port) : 8192

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

\n%
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Ethernet1/1 51 0 0 Shutdown

Switch-2(config-if)#

Switch-2# show port-security int e1/1
Port Security : Enabled

Port Status : Secure UP
Violation Mode : Shutdown
Aging Time : 0 mins

Aging Type : Absolute
Maximum MAC Addresses : 51
Total MAC Addresses : 0
Configured MAC Addresses : 0
Sticky MAC Addresses : 0
Security violation count : 0
Switch-2#
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