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/#usr/bin/ipstcl2
source debug.tcl
variable dFile "/tmp/hosts_dns.post.debug"
namespace eval ::hosts}
if {[catch {libdb init -local} myDb} {[
# failed to initializen
lappend err_list "Unable to connect to database ${myDb" {
exit

ipso -nohtml
set method [get_Method|

MIME text
printDebug

# URL argument to indicate which data is needed
set option [getVal option[

global Q_Names
if {$method == "POST} {"

source validate.tcl
source subs.tcl
source showResult.tcl
set result 0

set error_flag O

set err_list [list[

set set_list [list[

set result [Validate $Q_Data err_list[
if {$result == 0} {
foreach var $Q_Names}

if {$var == "domainname} {"
lappend set_list domainname [getVal $varl
{ elseif {$var == "suffix} {"
lappend set_list resolv:domain:1 [getVal $var[

{
[.]
{ elseif {$var == "hostname} {"

lappend set_list machine:hostname [getVal $varl
{
[.]

if {Svar == "save} {"

lappend set_list :save""

{
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{
{
dmsg "set_list: $set_list"
if {[Ilength $set_list] > 0} {
set cmd [concat [list libdb set $myDb -list ] $set_list(
set result [catch $cmd err_list(
{
dmsg "Result: $result"
dmsg “err_list: $err_list"
set buf [::showResult::generateJson $result [getVal save] $err_list[
HTML S$buf
dmsg $buf
{ else}
#GET

source json.tcl

3O Mgl oo oy If-elSEIf LSl G 5l ooliinl b b pscio plas il POST g4 5l el o 8
oolatwl b a5 gl o Jlw,l "save™ g"domainname” . "hostname” slasl a4 Lol el )l an bxo)
d}wsn J.A_im; Ry Sy "Set_list" 4C g0 @L&J JoELe]

"machine: ,laie; sgi  Jlw,l "hostname_value" Jai. L "hostname" sl 31 )

g o a8lsl "set_list" 4, hostname <hostname_value>"

Jadel o9l Jlw,! "domainname_value" laae L “domainname” Ll )L ST .Y

g o a8Lsl "set_list" «"domainname <domainname_value>"
g oo a8lol Mset_list" o "isave" jladal ogd wudass true” jlade L "save" yl b 1Y

Cond ol ke 0gd Jolo polie opl oS 5 51 wilgs o "set_list" ol st cod ol @
ol gy S aset_list™

machine:hostname <hostname_value> domainname <domainname_value> :save

oy o0 Sgidoe [yl 5 et a8 as 4y YU oS aslsl jo

set cmd [concat [list libdb set $myDb -list ] $set_list]
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libdb set db_0 -list machine:hostname <hostname_value> domainname <domainname_value>
:save.
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https://pentests.nl/pentest-blog/cve-2023-28130-command-injection-in-check-point-gaia-
portal/
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