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UPDATE system auth.roles SET is superuser=false WHERE role='cassandra'
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S8 b 5 yeiws &b 5l Jlas! o b aisl PasswordAuthenticator il &b Lai> cassandra.yaml

DS o0 Syge Jlail 5 098 ged plonil cllal 5ol & js0 nl S 0 igd L3055 jeee 5

cglsh -u cassandra -p cassandra
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Dls poss 1) Cassandra (ids jgee 30, Olgi oo ) sgiwd 5l ooliiwl b

alter role 'cassandra' with password='<NEWPASSWORD HERE>';

Bgd 350l cawlie jgue 3o, L sl <NEWPASSWORD_HERE> luis
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Do sa oolaiwl 53 jeiws I CassANAra g Clus cw)yp jelaie

ps —-ef | egrep "“cassandra.*$"

392 Cassandra sly oo lais! g cluz il aily 29,5 zd 399 5w o a5 Jyge o

ol cassandra woloolSl sl solaS! g olus a5 Canl ouls (5,8 x| jo ol

16 ibwpglio

Bl )5 ol pl 09— ol Wb T b o 1o slasss] 3 g Cassandra ly>! slp )5 SO
2,5 Jo 1y 25 Jolie Olgicee solaie oy 2Bl a22ls wins ;5 (S0 oo slojeee

sudo groupadd Cassandra

sudo useradd -m -d /var/lib/Cassandra/ -s /bin/bash -g Cassandra
Cassandra

Cassandra sols ol 4 by pe slas 555 pls SIbo pudais .Y

sudo chown -R cassandra:cassandra /var/lib/cassandral

sudo chown -R cassandra:cassandra /var/run/cassandral

BB 0 0szse 6,5 pb il ou—i oy o5 Cassandra g, 45 Sye—0 0 Y
109 el cawlin Hlade by eiws 40 il /etc/init.d/Cassandra

sudo sed -1 "s/start-stop-daemon -S -c [[:alnum:]]*/start-stop-daemon
-S -c cassandra/" /etc/init.d/cassandra
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0200 0 Grmee 9 K0 g, slap lSe o s 4 fad (pl o
)Kolngy gilwJled O -)

yoawd bl 6 ) Kolay g, mdaw olg8 so i8S oo colain! (5, K0slays, (sl LOgback ;I Apache Cassandra

60l o s (55lilol, Tsases Cassandra a5 sl%is Js ols ,i5 nodetool setlogginglevel

) Olee Jolis Jleel LB (6,550l Zokaw 05d oo Jlos! 4 5o g0 logback.xml L1 jo oas oo

e
OFF o
TRACE o
DEBUG e
(P i ylaie) INFO @
WARN o
ERROR e

ol da> g5/ Qg g

03ls e il el e 0ol 00ls F ) Bolem 5 gl 0lge Ll Jled (5, K0lagg, 45T S 90 4o

Kg
: lad Camidy 31 M
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nodetool getlogginglevels

3L OFF (398 )52 (29,5 95, 0 L]
1 lwpglie
igh b b pj Jlie 6,50k, mhaw ool ol

bB Oise pl e 0 wed wlps B ol dogback-testxml LB sgzg Dyee o L)
) ewd bl Jd e o) Kolayg, a5 S g0 ;0 digel Glaie 4y 0ed il g lOgback.xml

05 533 INFO &y 1, (6, S50l o 3ls5 oo

sudo sed -1 's/<root level="OFF">/<root level="INFO">/"
"/etc/cassandra/logback.xml"
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<configuration scan="true">

<appender name="STDOUT"
class="ch.gos.logback.core.ConsoleAppender">

<filter class="ch.qgos.logback.classic.filter.ThresholdFilter">
<level>INFO</level>

</filter>

<encoder>

<pattern>%-5level [$thread] %date{IS08601} S$F:%L -
$msg%n</pattern>

</encoder>

</appender>

<root level="INFO">

<appender-ref ref="STDOUT" />

</root>

<logger name="org.cisecurity.workbench" level="WARN"/>

</configuration>

Apache Cassandra saze (gjlaslel, .Y

service cassandra restart
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cat cassandra.yaml | grep -in "internode encryption:"

Jod JB polie .ccs Jlad oo 5yl (5,550, (S A BLNONE 358 j5i s (25,5 45 (5,50 50
ol rack L dc all JoLs internode_encryption .o ol »

16 jlwpglie
@ 090 (gjlweols wb e 5 Lo 5,050, il alils  ow yiws Cassandra g jw 4 oS aSST 51 o
igd b by dolie oS Gl (650, (g5l Jled jolate

Cassandra ooloolSly 40,5 adgie )

service cassandra stop

50 wles oyly gam, o B o 1y oyl & bg e Sleadas 9 aisle | truststore 4 keystore .Y
G, b o truststore o keystore o b oledas cpl 5l s a5 g0

22,5 s |y byl lg5 o ) Ol jgiws b casls saiis o,lg cassandra.yaml

sudo sed -1 -e "/~[[:blank:]]*server encryption options:.*/a \
keystore: <keystore path>" "/etc/cassandra/cassandra.yaml"
sudo sed -i -e "/~[[:blank:]]*server encryption options:.*/a \

keystore password: <keystore password>"

"/etc/cassandra/cassandra.yaml"
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sudo sed -1 -e "/~[[:blank:]]*server encryption options:.*/a \
truststore: <truststore path>" "/etc/cassandra/cassandra.yaml"

sudo sed -1 -e "/~[[:blank:]]*server encryption options:.*/a \
truststore password: <truststore password>"

"/etc/cassandra/cassandra.yaml"

keystore_password Kkeystore sl ol )l 45 bgype polie ol 5l Gl a5 S50 10 uies

oles oo Cassandra.yaml L oo 57 5L b cacsl ouls podas truststore_password g truststore
2,5 il olezds polae L) e il )b olas

all e L internode_encyption w.las s/ 04531 o cassandra.yaml oSy L oss Y

S b el ons pudassall Jlods 5l y.e 4 (5 ,laae Linternode_encyption jl )l a5 5 s 4o

wlo pessall Jlade a1y el ! Jlade Glgs o 5

sudo sed =-i "s/internode encryption\s*:\s*none/internode encryption:
all/"™ "/etc/cassandra/cassandra.yaml"

ol 2 g b il oauid pudas (gui Sou LB o internode_encyption yl )b a5 g0 40

sudo sed -1 -e "/"server encryption options:.*/a \
internode encryption: all" "/etc/cassandra/cassandra.yaml"

Cassandra oolsolSsy (s5laslel, ¥

service cassandra start
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o2l g0 polae .0y0,5 client_encryption_options ¢ d Jlss 4 g oals Cassandra.yaml LB s )lg

S oy, |, Optional: 4 enabled:

‘ﬁbééﬁ ‘

enabled: true

optional: false

Dy didlg> oai s je, S Olblyjl seled s Lo true 598 odaid 90 51 G o Jlaie a5 S50 (0
sl oads o, b S wlbls )l eles il false L1, optional g true L, enabled 45" 550 o
olbls )l eled g oo Jleclenabled il true I, optional 4 false !, enabled «5° 5,50
A oy g odd e, Olbla lausbtrue ply odas g0 ;0 a5 J50 40 09 didlgs cal ey SIS
ol false ply oudals 50y Jlaie (B8 o Sogo 4 aS Sl S3 @ a3V g daleS jlxe 90 o
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Cassandra ooloolly 40,5 adgie )

service cassandra stop

3G &S Syge 50 amled o)l (gain, S BB jo |, Q"A.?.L‘A}»).o Sleodas g el |, keystore .Y

Ol ygiwd b el oais o419 cassandra.yaml o So LB o keystore 4y bg o ladass -

22,5 w1 ool les oo )

sudo sed -i -e "/M[[:blank:]]*server_encryption_options:.*/a \  keystore: <keystore_path>"
"/etc/cassandra/cassandra.yaml"

sudo sed -i -e "/M[:blank:]]*server_encryption_options:.*/a \ keystore_password:
<keystore_password>" "/etc/cassandra/cassandra.yaml”

keystore_password 4 keystore sl sl )l 4y bgsjo polie cpl 5l is a5 S92 ) yred

olgzds polde L 1) o ol )y yolae les oo cassandra.yaml L 5,5 5L L canisl oald PSS
DS il

Caomd 50 gy Olee sil0g38l 4 cassandrayaml o S BB s Y

client_encryption_options

set enabled: true

set optional: false
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Silwpalio Jlos! slocaly Y
.M}‘éﬁ.‘sa S 2 ey A dalol jo aS” coul ‘5{‘)?‘ b as glylo 059 Q.il

startsh L6 V-)
o 6slmipel 5 03lsolSsly s 0T ,8 aSST gl S 1zl 1 T a5 a8 el LG Lo o L oyl
5 ol 00,5 ol licebsl w55, Cassandra sg>g 5l cwl 3V lol o 15 &5
Obie (w0l cmizman S 55 03loelly 4 Jloasl sl 1y 055 S5 5590 y9u0 30, 5 (525 ol Wilg oo
&S o | Gt Pl 4SS ol @ a>g5 o TlOCNOSE (1 (5,5 o Jlade a5 09l oo il o o)l 51 s
D¢ oo plzsl Cassandra s gw &b 5l Cassandra jgmw (sl aS cunl ol 5 o8 lace Swl o
Ay ei o Lzl seript.sh ey Sl Jls )57 51 ka5 5 g0 ledlbl 2dl o g start.sh gl > 51 e
Sl o Sl (nl 53 g oo Sloml Al 5 j5e @l 5 Sralej] mls sl asigy 50 (Ll Ll 12
g aseios HUail o a0 el 0lge b g Gla D plie U oS dcslae p2 LI, al gy 90 ol ouylo
Sl (V) IS 0 asbp cpl (39,5 5l (sliges 09 oo oo first_test_result LB jo iolejl ol b

RO PR WP K

"Cassandra RESULT" "EXPECTED RESULT"
<------1-1-version of Java ------ > <------1-1-version of Java ------ >
openjdk version "1.8.0 144" | The latest version of Java 8, either the Oracle Java Standard
Open]DK Runtime Environment (build 1.8.8 144-8ul44-b0l-2-b8l) <
Openl]DK 64-Bit Server VM (build 25.144-b0l, mixed mode}) <
<------1-2-version of Python ------ > <------1-2-version of Python ------ >

Python 2.7.14

For using cglsh, the latest version of Python 2.7.

<------1-3-Cassandra service is run as a non-root user -|----- <------1-3-Cassandra service is run as a non-root user ------
cassandra non-root user
<------2-1-Version of Cassandra ------ > <------2-1-Version of Cassandra ------ >
3.11.4 3.11.4
I
<------3-1-Authentication for Cassandra databases ------ > <------3-1-Authentication for Cassandra databases ------ >

AllowAllAuthenticator PasswordAuthenticator

<------3-2-Authorization for Cassandra databases ------ = <------3-2-Autherization for Cassandra databases ------ >
AllowAllAutheorizer CassandraAuthorizer

first_test_result o olguizmo s} JSC&
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Al dalez o -3 second_test_result Ll jo pgo ol 4 098 oo plol pis (59, lobgs s

| "Cassandra RESULT" "EXPECTED RESULT"

<------1-1-version of Java ------ > <------1-1-version of Java ------ >

openjdk version "1.8.0_144" | The latest version of Java 8, either the Oracle Java Standard
Open]DK Runtime Environment (build 1.8.0_144-8ul44-b0l-2-bol) <

Openl]DK 64-Bit Server VM (build 25.144-b8l, mixed mode) <

<------1-2-version of Python ------ > <------1-2-version of Python ------ >

Python 2.7.14 | For using cqlsh, the latest version of Python 2.7.
<------1-3-Cassandra service is run as a non-root user ------ <------1-3-Cassandra service is run as a non-root user ------
cassandra nen-root user

<------2-1-Version of Cassandra ------ > <------2-1-Version of Cassandra ------ >

3.11.4 3.11.4

<------3-1-Authentication for Cassandra databases ------ > <------3-1-Authentication for Cassandra databases ------ >
PasswordAuthenticator PasswordAuthenticator

<------3-2-Authorization for Cassandra databases ------ > <------3-2-Authorization for Cassandra databases ------ >
CassandraAuthorizer CassandraAuthorizer
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