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<!-- SYSTEMLOG rolling file appender to system.log (INFO level) -->

<appender name="SYSTEMLOG"
class="ch.qos.logback.core.rolling.RollingFileAppender">

<filter class="ch.qos.logback.classic.filter. ThresholdFilter">

<level>INFO</level>

Failure ¥
Foreground *

Console *
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</filter>

<file>$ {cassandra.logdir}/system.log</file>

<rollingPolicy class="ch.qos.logback.core.rolling. FixedWindowRollingPolicy">
<fileNamePattern>$ {cassandra.logdir}/system.log.%i.zip</fileNamePattern>
<minIndex>1</minIndex>
<maxIndex>20</maxIndex>

</rollingPolicy>

<triggeringPolicy class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy">
<maxFileSize>20MB</maxFileSize>

</triggeringPolicy>

<encoder>
<pattern>%-5level [%thread] %date {ISO8601} %F:%L - %msg%n</pattern>

</encoder>

</appender>

<!-- DEBUGLOG rolling file appender to debug.log (all levels) -->
<appender name="DEBUGLOG" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>$ {cassandra.logdir}/debug.log</file>
<rollingPolicy class="ch.qos.logback.core.rolling. FixedWindowRollingPolicy">
<fileNamePattern>$ {cassandra.logdir}/debug.log.%i.zip</fileNamePattern>
<minIndex>1</minIndex>
<maxIndex>20</maxIndex>
</rollingPolicy>
<triggeringPolicy class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy">
<maxFileSize>20MB</maxFileSize>
</triggeringPolicy>
<encoder>
<pattern>%-5level [%thread] %date {ISO8601} %F:%L - %emsg%n</pattern>
</encoder>
</appender>
<appender name="STDOUT" class="ch.qos.logback.core.ConsoleAppender">

<filter class="ch.qos.logback.classic.filter.ThresholdFilter">
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<level>INFO</level>
</filter>
<encoder>

<pattern>%-5level %date {HH:mm:ss,SSS} %msg%n</pattern>
</encoder>

</appender>
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<pattern>%-5level %date {HH:mm:ss,SSS} %msg%n</pattern>

B x.:ﬂ sl b <=U 5 Jee Ol o lekas cpl sl eslanal Lo sl (..\Lw rollingPolicy ”%ﬂ
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Sys s j;w'"vﬂ s AJ ¢ debug.log.<number>.zip

<rollingPolicy class="ch.qos.logback.core.rolling. FixedWindowRollingPolicy">
<fileNamePattern>$ {cassandra.logdir}/debug.log.%i.zip</fileNamePattern>
<minIndex>1</minlndex>
<maxIndex>20</maxIndex>

</rollingPolicy>
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[SharedPool-Worker-3]
[SharedPool-Worker-1]
[SharedPool-Worker-1]
[SharedPool-Worker-1]
[SharedPool-Worker-3]
[SharedPool-Worker-3]
[SharedPool-Worker-1]
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FileCacheService.java:102 - Evicting cold reader:
LbstractueryPager.java:95 - Fetched 2 live rows
AbstractQueryPager.java:112 - Got result (2) =smal
AbstractQueryPager.java:133 - Remaining rows to ¢
FileCacheService.java:102 - Evicting cold reader:
FileCacheService.java:102 - Evicting cold reader:
IbstractQueryPager.java:35 - Fetched 3 live rows
AbstractQueryPager.java:112 - Got result (3) =smal
AbstractQueryPager.java:133 - Remaining rows to ¢
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audit_logging_options:
enabled: true

# The logger used for logging audit information

# Available loggers are:

# CassandraAuditWriter - logs audit info to a cassandra table. This logger can be run either synchronous’
# asynchronously. Audit logs are stored in the dse_audit.audit_log table.

# When run synchronously, a query will not execute until it has been written

# to the audit log table successfully., If there is a failure between when an audil
# written, and it's query is executed, the audit logs may contain gqueries that we
# executed.

# SLF4JAuditWriter - logs audit info to an s1f4j logger. The logger name is “SLF4JAuditWriter®,

# and can be configured in the logback.xml file.

logger: SLF4JAuditWriter

# # Comma separated list of audit ewvent categories to be included or excluded from the audit log.
# # Defaults to including all categories and keyspaces.

# # Categories are: QUERY, DML, DDL, DCL, AUTH, ADMIN, ERROR

# # Specify either included or excluded categories. Specifying both is an error

# included_categories:

# excluded_categories:

# # Comma separated list of keyspaces to be included or excluded from the audit log.

# # Specify either included or excluded keyspaces. Specifying both is an error

# included_keyspaces:

# excluded_keyspaces:

# The amount of time, in hours, audit events are retained by suppoerting loggers
# Currently, only the CassandraAuditWriter supports retention time

# values of @ or less retain events forever
retention_time: @

PR S iAo oo
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<!--audit log-->

<appender name="SLF4JAuditWriterAppender"
class="ch.qos.logback.core.rolling.RollingFileAppender">

<file>$ {cassandra.logdir}/audit/audit.log</file>
<encoder>

<pattern>%-5level [Y%thread] %date {ISO8601} %X {service} %F:%L -
%msg%n</pattern>

<immediateFlush>true</immediateFlush>

</encoder>

<rollingPolicy class="ch.qos.logback.core.rolling. FixedWindowRollingPolicy">
<fileNamePattern>$ {cassandra.logdir}/audit/audit.log.%i.zip</fileNamePattern>

<minlndex>1</minlndex>

<maxIndex>5</maxIndex>
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</rollingPolicy>

<triggeringPolicy class="ch.qos.logback.core.rolling.SizeBased TriggeringPolicy">
<maxFileSize>200MB</maxFileSize>

</triggeringPolicy>

</appender>

<logger name="SLF4JAuditWriter" level="INFO" additivity="false">
<appender-ref ref="SLF4JAuditWriterAppender"/>

</logger>

as 5 ${cassandra.logdir}/audit ,... ;> auditlog LU ;3 (s5me slaslty, Sladas ul b 5lkas

el ol esls 0L IS s auditdog LB Sl (gl gel g

INFO [Native-Transport-Requests-2] 2@817-11-27 14:55:51,854 SLF4JAuditWriter.java:96 - host:/192.168.1.8|source:/192.168.1.8
authenticated:anonymous|timestamp:1511781951854 |category:DML | type:SET_KS|ks:testl|operation:use testl; |consistency level:ONE

INFO [Native-Transport-Requests-1] 2@817-11-27 14:55:51,856 SLF4JAuditWriter.java:96 - host:/192.168.1.8|source:/192.166.1.8
authenticated:anonymous|timestamp:1511781951856 |category:DML | type:SET_KS|ks:testl|operation:USE "testl"|consistency level:ONE
INFO [Native-Transport-Requests-1] 2@817-11-27 14:55:58,650 SLF4JAuditWriter.java:96 - host:/192.168.1.8|source:/192.166.1.8
authenticated:anonymous|timestamp:1511781958650 |category:QUERY | type: COL_SELECT |ks:testl|cf:test|operation:select % from test;
INFO [Native-Transport-Requests-1] 2817-11-27 14:59:43,146 SLF4JAuditWriter.java:96 - host:/192.168.1.8|source:/192.166.1.8
authenticated:anonymous | timestamp:1511782183146 |category:DML | type:COL_UPDATE |ks:testl|cf:test|operation:insert into test {a)

INFO [Native-Transport-Requests-1] 2@817-11-27 15:@@:85,739 SLF4JAuditWriter.java:96 - host:/192,168.1.8|source:/192,1668.1.8
authenticated:anonymous|timestamp:15117822@5739 |category:DML | type:COL_UPDATE |ks:testl|cf:test|operation:insert into test {a)

INFO [Native-Transport-Requests-1] 20817-11-27 15:@@:87,180 SLF4JAuditWriter.java:96 - host:/192.168.1.8|source:/192.168.1.8
authenticated:anonymous|timestamp:1511782207188 |category:QUERY | type: COL_SELECT |ks:testl|cf:test|operation:select = from test;

audit.log LU ¢ |
DataStax Enterprise ;s oas b slaslny, Sl ¥-)

NUNRAREPONS] (L as el DIie/ b slag s Jols sl s

host:/192.168.1.8|source:/192.168.1.8|user:anonymous|authenticated:anonymous|timestamp: 15
11781951854 | category DML | type.SET_KS | ksitest1 | operation:use test1¢| consistency

level:ONE
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\n; | | |
|
2017-11-27 00:00:00.000000+0080 | 192.168.1.8 | 50480 | 1a620490-d382-1
1e7-8878-1fe7cdbalc51 | | null | | |
|
| | |
|
2017-11-27 00:00:00.000000+8000 | 192.168.1.8 | 56400 | 1d0b0480—d382-1
| 1e7-8878-1fe7cdbalc5l | | null | | |

dse_audit.audit_log Jyd> sl gows 0 JS3
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cassandra_audit_writer options:
mode: sync
batch_size: 50
flush_time: 500
num_writers: 10
queue_size: 10000
write_consistency: QUORUM

dropped_event log: /var/log/cassandra/dropped audit_events.log
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Audit writer
Thread "
Batch queries
Load ™

Asynchronously ™
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[V].  http://cassandra.apache.org/doc/latest/getting_started/configuring.html?highlight=loggi
ng

Replica nodes ™

Dropped events ™
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