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Exploitation of VPN
vulnerability

Establish command and control
with S5H

Conduct network scanning
and generate target list for
encryption

Installation of remote access

software for persistent access
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files to remote machines

-t credentials from
browsers and LSASS

Install Cobalt Strike and Chisel
for Command and Control

Disable and uninstall antivirus
software

g Add Administrator accounts (

Conduct exfiltration via Rclone

Totalexec.ps1 to push and
execule ransomware
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Your systems were accessed and encrypted by Cactus.

To recover your files and prevent data disclosure contact us via email: cactus@mexicomail.com
Your unique ID reference: <redacted>

Backup contact: TOX (https://tox.chat/):

<redacted>
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https://www.bleepingcomputer.com/news/security/new-cactus-ransomware-encrypts-itself-to-
evade-antivirus/

https://be.hardware.info/nieuws/85053/cactus-ransomware-ontwijkt-antivirus-door-zichzelf-te-
versleutelen
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