e
‘:-“‘—”jﬁ

el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 5l salil y slaslas ) Slilae

(2= 70 i) Siuial 2,155

CICH amy55al 3 SO 55 siwiol 135J sl 3l < yin)l5S Olgie



T

& 03550
el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 51 aall  glmalas y cildas
éww
0 S

ool 45 )15 5959 CH+ 5 C b)) 4 cadandy sladel ol JKal ¢l b blels 1 (slacgamae
9 wwor 4 o6 L llels ol Lol (aisS o gwy o (sibie Slslpl (358 K sabs Sl ol
a5 35,15 5929 55 @bl el Gl blals LS )5 aiie dal s 357 55 d92rge giial KL Julos
b g g ) T el o WSie anlgns aal p HLasl 51 i b oS’ o K8 Oluggiaals 5 4
b asles oo Lol sl ) (el OMKin soles 457 Wlos ;S5 b im0z 0T St Lyl ol andl sl
bl 51 B GBS ol 53 5T Jeeds 6 aSsla kel laoyi> ol Hlawl 51 Jgd 6 >
25,8 0 1B (qws p 9 el 5,90 Splint 9 RATS ITS4 FlawFinder asle )98 30 5base 9 0K,



- 4

& 03550
el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 51 aall  glmalas y cildas
L. d
dodio 1

lalbs (S G455 sl 6lgs sl IS bzl BB 5 pebe @il3ile 5 i K b
a1 6 bl mtel Cilse lgiin ool Halb & s Ko 5 ol ogo o sl
ool Slaladl 51 56 6 i gordaislis LS Ko il sy e Olyicas ibazils
Aol SS9 b g3 elgsds 8B sas o5lal ygs el p2les K4 il e a5 sl s giaals
ol 3985 0T 41 Gu bl 42 9 03505 L2l i Jgl

Gt 1 4l 87 gols Ll Sl esliul b olgs o «oWae 95 ul £989 S S5l sl
3 £989 3l S okr saua a9as b | Jlaisl Sl g sl 18 s 5p90 OF Sdrwgs
sl Ll 0oy 53 T pan 5 g8 50 5l pie8 sl (SIS ol

ATS4 FlawFinder ;3| 15,le C/CH++ usgidal 5o 0b) o el U8 slajlil o 50t Sl (5 0

Splint 9 RATS

FlawFinder ,151 2
Sl gl slacins 9 3 o wy o ) CICH lass” a5 ol ool 540l » K FlawFinder
ol Ol Olge psas sl asl LSl Sl Gl liie e Gl mhu Gl L (Tlagas')
b5k lle 5 ol 3ges olitasl ogall el S 51 (S Bio g e o5b sl sl
ol 5l s culad g3lwesly 5 (b 2001 Jlo )5 5l 6l g5 buwgs @sls 3l .ol 'CWE
plad )3 ol )3 wad didy Ognl 0L 4 B9 Al S (e Gluly CICH uugiasl
L2l B (o e 9 Amiga Mac 0S/2 Windows UNIX) 18 e (Slaidy Ob) ool 5l &7 (ol piuc
]

S oslizal 1) 593ty 5 (oadiiles] Ssid/s8 sil) Siigy Sl it > FlawFinder

b bl L 596 L 2.5 sass 5o L) 5505 2 0gnl szl 4 5l Ll ol a5 e L (Cygwin

(cwloas GioloT 55 2.7 (sasens

! Common Weakness Enumeration (CWE)
Z David A. Wheeler



el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 5l salil y slaslas ) Slilae

FlawFinder jlaslely 9 cuas 1.2

Jolis anl s OT 03,5 bl 4 )l wcwlas azig 0gub oy 4 FlawFinder asbsT ;|
Lzl 9 05,8 gl gty T 51 1) sl a5 sl (B s 315 5l s 4yl ol .ol Ol Lol
S

Msdle s lesiiane ilsie sl ord Lot st b aibs S5 a1 L3l 5 ol 0955 81

Ol Sl xales oo 51 .l FlawFinder 1.31 s (sasuns .awles cuas 9 39l |, FlawFinder
02,8 dwigm |, FlawFinder sasl 5 o8 aglgs oo > - dwin |, 0T Changelog sy S saali |,
)'l)ﬂ--’*:-‘56“-“"’3”"ﬁ#ﬁ&ﬂw&wu‘u@%w&a)'w“w'Jﬁ
Anles uas OF 59, 1, FlawFinder w9 Cygwin lual a8 o8 oo slerdu S o0 o5kl 59209

A8 (2 9y o s W FlawFinder a5 cosloads (i,l58 (Jbcpl b

tar.gz Job oG JB s | FlawFinder jl oo jidie asws 0,51 dwles g0 .08 39bls 1) oT Tzl

ored Sl <l https://www.dwheeler.com/flawfinder/flawfinder-1.31.tar.gz w51 3l .

s4kls 1, FlawFinder .oT Files i 5l 9 FlawFinder SourceForge (sasiw 4 0 3,y b aslgs o

Sales oolizwl SourceForge culu Sl sulgs oo 3810 5 (ol

2 0,8 o 511 B w08 Lzl sole by 1l 5 cal i uKigy Slapiamsms

VY- R )I):é root 0 ;|).’>| LSI)" |) UT .)u“iLAJ

tar xvzf flawfinder-*.tar.gz
cd flawfinder-*

Swles Wi 1, 5Udo (s oot H5 3]

sudo make prefix=/usr 1install



https://www.dwheeler.com/flawfinder/flawfinder-1.31.tar.gz

e

el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 5l salil y slaslas ) Slilae

lgs oo ek L0580 0 w53 “user/local/” (5 8 i (sabgs o ) ol S B> |, “prefix=/usr”

Aol eudais 595 elgsds Sla0e o sl |, mandir g bindir

sudo make PYTHONEXT=.py install

dens) 2 Ogl el Ol (rianse okl oy o FlawFinder sl =l sl ol ¢y 505l
:Jle Olgreds .S ol ole 8 s 5 |, FlawFinder s Sl 9 05,8 cuas |, (536 L 2.5

C:\Python27\Python.exe flawfinder -H -- savehitlist=ReportFolder\hitReport.hit
C:\MySourcesFolder

FlawFinder buwg saibiis g piscuw! 2.2
G e A5lgi o0 &5 Canl pmagidaln SN I it SlaeNST als” 4,06 Splint Ll 3le )5
S5 35 )be eS¢l Xed (6 iy
Al oo
Shell slal >1 o
oAl ign Slafs o
kb, kull e
S g2 e
o 55, @
28 alb 53959 @
FlawFinder ;I ssliziwl go95 3.2
x|y CICH 6aali 35 515 Slgiws 31 (Ko 5l oslisal b olgson SPINE 3310 5 s5135bl, 51 e

3,5 3,9 OF a5 el Judos 9 450

flawfinder *.c
flawfinder source/

Lssas L8 gaws ol Sol> 1) s 90 saal 5 u»)-’T L r’b 9 damagi 1) Al Herws 95 51 (S

J);GA )|)§ Spllnt )L.»:l}I 0 ‘)2.3.))9.4 64Ala).: ‘)L{L')'.’.I

4



- 4

el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 5l salil y slaslas ) Slilae

FlawFinder s Sloe 4.2
ol sabaislis ICie G035yl ) a5 CICH I3l sosls oL K 5l ealawwl b FlawFinder
streat() strepy() olbgiws aile) 0L 5, e olhs s6le 63)lge Juls oWie ool .38 o0 LK
VI (IVIIf]printf() <lgws asle) bas, JB oMKiw (scanf() seoslgpls 9 sprintf() get()
chmod() «chgrp() chown() access() «lysiws k) anlue ol « syslog()s snprintf()
Soslgls 4 by o Oljgiws ) diwgs Gosdll il s (mktemp() 5 tempnam() tmpnam()
A (random() sile) (Ssbas slacl adgs 45 by o Crurs &l 5w 9 (POpen() 5 system() exec()
b ol et wlaliS” ol L) a8 sloml ) Gl cul st Jgeme Lod 45 ol al Larle e 50
23,5 (50 s l38lp 55

bl p &5 1) Jlasl el Glagais 51 (g 5035 () ) 555,90 g4l 0 58 L5800 5 ol
JUERGRWITT SRRt ERSI P RGO -0 RS PN SRRVt N VR W VLS WA PR I WA SO “E SR CI R W
9 &b Koo Sles 4y b3 mh al b s (s Sad n20) S B (s Ol 2,55) 0
b slars, 4 cuws s i b ol slaans) (Jle Olgrsds 3,05 (K 0T 5 39290 sla il
S i sabuls” O) Gettext g ,b Sl 1) laazs, (Jie opl @8, sl 0 FlawFinder .5 )ls juxe 5ulw
ol sl slaws ol b dslesge (o5l 1) T 9 355" oo by (Medlipe slaasl sl 5

rt,.ml).é ) i aucugyl 9 wledbl o wSed o @repy Ll 4 cuws s> FlawFinder
o esls glgl 5550 0 g L3l 5 el il ool saal SO Lulul FlawFinder osggcpl b
Has el ) esls 0l > Judos 9 45550 b 0L 2 J 58 Klgs es 9 3,106 SledMbl
oSl ks b g5 9 oS s Sy 1) o5 slie &ly ,> FlawFinder .ai $5 3L ,0 a5 ,9bola
Llgs oo FlawFinder g>g900l b ool oo 1) 38 oWie (5 0 dadsss) 9 ol b 38,5 00050 9 ool (2o

AT Sl el Glags iyl @, 5 038b s Shls s

% Comments



T

el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 5l salil y slaslas ) Slilae

FlawFinder a<b 5 539,9 5.2

FlawFinder gast » s>9,5 6.2
bohs slax Jolis UﬂL>UA5CmE§AA.¢;w|LFLLA(5LA)<3U ol Lz a8 sas oo Cyb93;uuf».J%uﬁuf
LSL“LG):’.A-’&-,'%WT 9 hs Oadh i L;Lng).gig.WT FRWIEAY LGL‘MS)-:-.&WT S oz sl

Aas e Olis 1) b ja )5 59240

FlawFinder buwg Jbe siz sl 7.2

0 2.0.2 gass FlawFinder s s g 21 2013 (sass Visual Studio.net )38l 5 )5 laaal
loads cans g9l Jole plamns s

Js! 5l g,le a5 sl 2.7.1

‘(l) )3.9&43’ Fﬁ&)w )|)§ )P d)94 ‘C,wul LS:.:.A.AI JK.:J M;)Q .L§L9 as I) 6]0.)[.\» L;MLJ)J J.\J.:I 0

-#include “stdatx.h”
#include "iostream"
#include “conio.h"
using namespace std;

-lint main()

i
cout << "Hello!";
_getch();
return 9;

}
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Setting up flawfinder (1.31-1) ...

ubuntu@ubuntu: /mnt/hgfs/SharedUbuntu/flawfinder-2.0.2$ flawfinder ConsoleApplica
tionl/

Flawfinder version 1.31, (C) 2001-2014 David A. Wheeler.

Number of rules (primarily dangerous function names) in C/C++ ruleset: 169
Examining ConsoleApplicationl/ConsoleApplicationl/ConsoleApplicationl.cpp
Examining ConsoleApplicationl/ConsoleApplicationl/stdafx.cpp

Examining ConsoleApplicationl/ConsoleApplicationl/stdafx.h

Examining ConsoleApplicationi/ConsoleApplicationl/targetver.h

FINAL RESULTS:

ANALYSIS SUMMARY:

No hits found.

L1nes analLyzed = 47 in approximately 0.12 seconds (387 lines/second)
Physical Source Lines of Code (SLOC) = 32

Hits@level = [0] 0 [1] 0 [2] 0 [3] 0 [4] 0 [5] 0
Hits@level+ = [0+] 0 [1+] 0 [2+] 0 [3+] 0 [4+] 0 [5+] 0
Hits/KSLOC@level+ = [0+] 0 [1+] 0 [2+] 0 [3+] 0 [4+] 0 [5+]
Minimum risk level = 1

There may be other security vulnerabilities; review your code!

See 'Secure Programming for Linux and Unix HOWTO'
(http://www.dwheeler.com/secure-programs) for more information.
ubuntu@ubuntu: /mnt/hgfs/SharedUbuntu/flawfinder-2.0.2$
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—l#include “stdatx.h”
#include "iostream"
#include “conic.h™
using namespace std;
int num = 11;

| unsigned long long int number = 22;
-lint Divisor()
3§

int result;
result = numberX®num;

if (result == @ && num < 21)

i
num + 1;
Divisor();
if (num == 20 && result == @)
{
return number;
¥
else if (result != @)
{
number++;
Divisor();
35
=lint main()

Divisor();

cout << endl << endl;
system(“PAUSE");
_getch();

return @;}

shell sl shils saoli 0 1573 <

ubuntu@ubuntu: /mnt/hgfs/SharedUbuntu/flawfinder-2.0.2$ flawfinder ConsoleApplica
tion1/

Flawfinder version 1.31, (C) 2001-2014 David A. Wheeler.

Number of rules (primarily dangerous function names) in C/C++ ruleset: 169
Examining ConsoleApplicationl/ConsoleApplicationl/ConsoleApplicationl.cpp
Examining ConsoleApplicationi/ConsoleApplicationi/stdafx.cpp

Examining ConsoleApplicationl/ConsoleApplicationi/stdafx.h

Examining ConsoleApplicationl/ConsoleApplicationi/targetver.h

FINAL RESULTS:

ConsoleApplicationi/ConsoleApplicationl/ConsoleApplicationl.cpp:40: [4] (shell)
system:

This causes a new program to execute and is difficult to use safely

(CWE-78). try using a library call that implements the same functionality

if available.

ANALYSIS SUMMARY:

Hits = 1

Lines analyzed = 75 in approximately 0.09 seconds (841 lines/second)
Physical Source Lines of Code (SLOC) = 60

Hits@level = [0] 0 [1] 0 [2] 0 [3] 0 [4] 1 [5] 0
Hits@level+ = [0+] 1 [1+] 1 [2+] 1 [3+] 1 [4+] 1 [5+] 0
Hits/KSLOC@level+ = [0+] 16.6667 [1+] 16.6667 [2+] 16.6667 [3+] 16.6667 [4+] 16.
6667 [5+] ©

Minimum risk level = 1

Not every hit is necessarily a security vulnerability.

There may be other security vulnerabilities; review your code!

See 'Secure Programming for Linux and Unix HOWTO'
(http://www.dwheeler.com/secure-programs) for more information.
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—|#include"iostream”
#include"stdafx.h"
#include"conio.h"

using namespace std;
-lint main(int argc, char* argv[])

{

if (argc > 1)
printf(argv[1]);

_getch();

return 0;

03l a8 SISl 55l 1575 S

printf w8 )5 o ol 5 (CHits = 17) Jiwo K g5 a5 3l 00 el FlawFinder (59 0 saalie

SB35 ,8 13 P’Le’c’ odletwl 3,90 slars, slacw,s ST o)l [o§l.c.| 4l ;Cfelg 23 5,5 3929

ubuntu@ubuntu: /mnt/hgfs/SharedUbuntu/flawfinder-2.0.2$ flawfinder ConsoleApplica
tion1/

Flawfinder version 1.31, (C) 2001-2014 David A. Wheeler.

Number of rules (primarily dangerous function names) in C/C++ ruleset: 169
Examining ConsoleApplicationl/ConsoleApplicationl/ConsoleApplicationl.cpp
Examining ConsoleApplicationi/ConsoleApplicationi/stdafx.cpp

Examining ConsoleApplicationi/ConsoleApplicationi/stdafx.h

Examining ConsoleApplicationl/ConsoleApplicationl/targetver.h

FINAL RESULTS:

ConsoleApnlicationl/ConsoleApplicationl/ConsoleApplicationi.cpp:11: [4] (format
) printf:
T7Tormat strings can be influenced by an attacker, they can be exploited
(CWE-134). Use a constant for the format specification.

ANALYSIS SUMMARY:

Hits = 1

LUiesS diidilyzed = 47 in approximately 0.07 seconds (657 lines/second)
Physical Source Lines of Code (SLOC) = 34

Hits@level = [0] 0 [1] 0 [2] 0 [3] 0 [4] 1 [5] 0
Hits@level+ = [0+] 1 [1+] 1 [2+] 1 [3+] 1 [4+] 1 [5+] 0
Hits/KSLOC@level+ = [0+] 29.4118 [1+] 29.4118 [2+] 29.4118 [3+] 29.4118 [4+] 29.
4118 [5+] ©

Minimum risk level = 1

Not every hit is necessarily a security vulnerability.

There may be other security vulnerabilities; review your code!

See 'Secure Programming for Linux and Unix HOWTO'
(http://www.dwheeler.com/secure-programs) for more information.
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J#include "stdafx.h"
#include "iostream”
#include "conio.h"

‘kinclude <stdio.h>
#include <stdlib.h>
using namespace std;

Jint main(int argc, char *argv[])
{

char dir[1024];
char cmd[1200];
char buff[1024];
FILE *fp = NULL;
int i = 0;

if (argc == 2)
{
strepy(dir, argv[1]);
else
if (getenv("HOME") != NULL)
sprintf(dir, "%s", getenv("HOME"));
}
else

{
}

strepy(dir, "/");

}

snprintf(cmd, sizeof(cmd)-1, "¥s %s", "1ls", dir);

fp = popen(cmd, "r");
if (fp == NULL)

.QLqu )g)tr C}Alb
if (getenv("HOME") != NULL)
sprintf(dir, "¥s", getenv("HOME"));
}
else

{
}

strcpy(dir, "/");

}

snprintf(cmd, sizeof(cmd)-1, "%s %s", "ls", dir);

fp = popen(cmd, "r");
if (fp == NULL)

{

printf("Failed to invoke: %s\n", cmd);
return -1;

}

while (i = fread(buff, 1, sizeof(buff), fp))
{

}

printf(buff);

pclose(fp);

return 9;
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ubuntu@ubuntu: /mnt; Sh t a\ f .0.2 awfinder ConsoleApplica
tion1/
Flawfinder version 1.31, (C) 2001-2014 David A. Wheeler.
Number of rules (primarily dangerous function names) in C/C++ ruleset: 169
Examining ConsoleApplicationi/ConsoleApplicationl/ConsoleApplicationl.cpp
Examining ConsoleApplicationl/ConsoleApplicationl/stdafx.cpp
Examining ConsoleApplicationl/ConsoleApplicationl/stdafx.h
Examining ConsoleApplicationl/ConsoleApplicationl/targetver.h

FINAL RESULTS:

ConsoleApplicationl/ConsoleApplicationl/ConsoleApplicationl.cpp:20: [4] [buffer
strcpy:
voes not check for buffer overflows when copying to destination (CWE-120).
Consider using strcpy_s, strncpy, or strlcpy (warning, strncpy is easily
misused).
ConsoleAnnlication1l/ConsoleApplicationl/ConsoleApplicationl.cpp:26: [4] | buffer
sprintf:
Does not check for buffer overflows (CWE-120). Use sprintf_s, snprintf, or
vsnprintf.
ConsoleApplicationl/ConsoleApplicationl/ConsoleApplicationl.cpp:35: [4] (shell)
popen:
This causes a new program to execute and is difficult to use safely
(CWE-78). try using a library call that implements the same functionality
if available.
ConsoleApplicationl/ConsoleApplicationl/ConsoleApplicationl.cpp:44: [4] | format |
) printf: "
If format strings can be influenced by an attacker, they can be exploited ﬂ
(CWE-134). Use a constant for the format specification. ]
ConsoleApplicationi/ConsoleApplicationl/ConsoleApplicationl.cpp:24: [3] [buffer
) getenv:
Environment variables are untrustable input if they can be set by an

FlawFinder ,5 (7) jguai 15" sl2l il Jools gl 8 JSs

FEENE

Environment variables are untrustable input if they can be set by an

attacker. They can have any content and length, and the same variable can

be set more than once (CWE-807, CWE-20). Check environment variables

carefully before using them.
ConsoleApplicationi/ConsoleApplicationi/ConsoleApplicationl.cpp:12: [2] (buffer
) char:

Statically-sized arrays can be improperly restricted, leading to potential

overflows or other issues (CWE-119:CWE-120). Perform bounds checking, use

functions that limit length, or ensure that the size is larger than the

maximum possible length.
ConsoleApplicationi/ConsoleApplicationl/ConsoleApplicationl.cpp:13: [2] | buffer
) char:

Statically-sized arrays can be improperly restricted, leading to potential

overflows or other issues (CWE-119:CWE-120). Perform bounds checking, use

functions that limit length, or ensure that the size is larger than the

maximum possible length.
ConsoleApplicationi/ConsoleApplicationi/ConsoleApplicationl.cpp:14: [2] (buffer
) char:

Statically-sized arrays can be improperly restricted, leading to potential

overflows or other issues (CWE-119:CWE-120). Perform bounds checking, use

functions that limit length, or ensure that the size is larger than the

maximum possible length.
ConsoleApplicationi/ConsoleApplicationi/ConsoleApplicationl.cpp:30: [1] [buffer
) strcpy:

Does not check for buffer overflows when copying to destination (CWE-120).

Consider using strcpy_s, strncpy, or strlcpy (warning, strncpy is easily

misused). Risk is low because the source is a constant character.
ConsoleApplicationi/ConsoleApplicationl/ConsoleApplicationl.cpp:34: [1] (port)
snprintf:

On some very old systems, snprintf is incorrectly implemented and permits

buffer overflows; there are also incompatible standard definitions of it.

FlawFinder ,5 (7) jiguai 15" szl il Jfols gl 9 s
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ConsoleApplicationi/ConsoleApplicationi/ConsoleApplicationl.cpp:14: [2]
) char:

Statically-sized arrays can be improperly restricted, leading to potential

overflows or other issues (CWE-119:CWE-120). Perform bounds checking, use

functions that limit length, or ensure that the size is larger than the

maximum possible length.
ConsoleApplicationi/ConsoleApplicationl/ConsoleApplicationl.cpp:30: [1] (buffer
) strcpy:

Does not check for buffer overflows when copying to destination (CWE-120).

Consider using strcpy_s, strncpy, or strlcpy (warning, strncpy is easily

misused). Risk is low because the source is a constant character.
ConsoleApplicationi/ConsoleApplicationi/ConsoleApplicationl.cpp:34: [1] (port)
snprintf:

on some very old systems, snprintf is incorrectly implemented and permits

buffer overflows; there are also incompatible standard definitions of 1it.

Check it during installation, or use something else.

ANALYSIS SUMMARY:

Hits =11
Llnes andtyzed = 81 in approximately 0.11 seconds (716 lines/second)
Physical Source Lines of Code (SLOC) = 66
Hits@level = [0] 0 [1] 2 [2] 3 [3] 2 [4] 4 [5] 0
Hits@level+ = [0+] 11 [1+] 11 [2+] 9 [3+] 6 [4+] 4 [5+] 0
Hits/KSLOC@level+ = [0+] 166.667 [1+] 166.667 [2+] 136.364 [3+] 90.9091 [4+] 60.
6061 [5+] ©
Minimum risk level = 1
Not every hit is necessarily a security vulnerability.
There may be other security vulnerabilities; review your code!

l«See 'Secure Programming for Linux and Unix HOWTO'
(http://www.dwheeler.com/secure-programs) for more information.
ubuntu@ubuntu: /mnt/hgfs/SharedUbuntu/flawfinder-2.0.2$

FlawFinder ,5 (7) poai 5~ slyxl jl Jol> slolhs sliw Livles 10 <i

RATS i3l 3
UJJ FEI I .L:.J93 9 L,>_>|)b (5"“1“‘°| )|).9|r>).: ulw.).\.e,,o .b.wy" as ol )LCMA )|)4| gﬁ: ‘fRATS )|).9|(=).:
V- )|)§ W) P D)9e |) ‘L),J.’a‘la 9 PHP Perl C ++ C 4.1&9 )| ;M LSLQUL’) .,\.»|93L5.A )|).9|[b).»
23,8 r»l.é.)l

Saobs slmial 5 5 SYKE 5L 4 36 5 el Slles ol pb &S sbole

.P%.LLA)Lg AUJLAJJ>|L;;yt§A:|C)léQ L:AQ:?‘.ET U;*UJ ey O C)bQFAQ

GNU PUbliC yulal s 1y 395 olgidds Sl s ailgiin 5l 5 o0 5 0L, Llisle 5 K RATS

Swles sl oT s License

* Rough Auditing Tool for Security (RATS)
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el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 5l salil y slaslas ) Slilae

RATS )lsslely 9 cuas 1.3
s salls K expat s )15 5l expat giuww o 4 Ll 9 s sl RATS
“usr/local/lib/” s ;3 Expat Ygeze .cawlond aigs C by b a5 sl XML 5 gt " sl S 0L 1>
slaas 535 5l eslawwl b 1) cuas oledas b o Sl (B0 93 39000 wmas “Ust/locallinclude/” o
elolis 6 (la,ae) o] w9 abols” Gslwshl, 5 cwas b s el expat-include 5 expat-lib

b

8l B Ul 5l s3llely sl el o3l Sl RATS Jl3dle 5 (s3155ll, 5 cu

./configure

5 olizal L aslys a3l 3L sladin 35 45 canl LB 395 sogas cass Kool S0 lonkiss cap Koo

.L:.)‘Lo.t Q_S)l.)ulol) |) Ml.’).»

make

JUWORSR ol LS):’.-S‘-;%“'.‘.*"’T so3ls oL 9 “usr/local/bin/” s ,5 RATS A3dle 5 )2 B i Hobds
Aaad i ) ael p cuas e Prefix oiws Sl esliwl b silgs o 55 o0 —uas “Ust/local/lib/”
(s (59 0 dbwa slaflh sl ~datadir 5 —bindir olyges S esliel b sule e opizen

make install

rats.xml b cumea 5 0T DINANY cuss s yo rats Lol s ,mb asus b 9o 0 cacl L 0l

% Parser
® Stream-Oriented
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el 5 49l g = lblay L yljg o aslom g 5l sl L:u‘_.H_\.H S0
whleleUbl s 5 glif ylejlu &l 8l gloslas ) Sldae

RATS buwg sdisciiS s piycuwl 2.3

Dl as)be dgdiee lag Jlole 5 al bawgs &8 (SIKLSH (>

Jual e pdali 0l
C/C++

A

(Time of Check, Time of Use) TOCTOU

Shell slal !

oAl g sla L

B, kul s

(s s AR

s 5K )

A oalb 639,9

& b e oYK asle PHP 0by o¥Kal o5b 53 6ob) cubl il
)l 1) SQL 35,5 45 by e ol yeiws L Cross-Site

wl 09l SIS 515 mslys 4 bogs po YK 8L 4 306 Lo Osily
b L Perl 51> wlgs 4 by oo oYK Per|

RATS I sslicul sos2s 3.3

rats *.c
rats source/

U':'gl'.’. 9 )BJ.\)’.A LQML»)J S5 ey le).» as ol LS"’L.’.) ULA).‘) L Ql)g."wu.b le)b ‘)I)Slr’o).a U'.’.I
aalyy ol 3985 et iy sy laaly 35 ST sgiie eslizel T 1 Jlasl oYKl
Olos bt lygins 31 (K Gl UK 30358 S5 o 3030 Ly SN AU & L6 2500 oty

usage: rats [options] [file]...
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& 03550
e Ul 5 gl g sl lasylig amlas g slsol S e S0
ulIJe.ll:lL:u-blls.ISuél;ll’J-Lﬂ Wl aall y sleslas ) Sllae
RATS »,Slae 4.3

50 0303 oL iz 5l Olgs o vl Jlexsl il slas ) scam] Sl glosls oKL shls ol 33le 5 ol
Lgas oo 03liwl 9 (5,1385,L Gbss g0 (s00ls Sl eles (> ol )3 L5503 03l
S0 1y T 9 ol 1) gsg,g as dg05 bl ) mlss Oles oo e, —-INpUL Hgiws 5l oslitwl
Sl ol Jold 3 b 5 thugis o il Jold 2 b 118 sl pdycuml Joli
o35 SO oKl OLL Sl e 9 A o Sl [ Ole s b3 5 sabasin sla sl roLd RATS
LS)'.’.J‘{“"?“’T st‘)b olig'l.g‘ ) d9>ge Sledbl L ‘Gzl.e,.» uv)l)f ) d9>gR LSL“LS):’.J‘.’.‘-AH“’T A e 45')'
35,1y Ko wboslizwl Hladia b 9 oslitul 5590 (s03l> sl b
RATS MU)Q $°9.9 5.3
Lo b L la b .aibL C/C ++/Perl/PHP/Python  (sosls 45" & gmds Kilgs o anl o ol (5399

Py 9 .pl .php Cpp .C silgs o adigun ol 35,8 ,13 Jdows 5,90 lgn b g s 25 cuwnlio

-l <lang>, --language <lang> ,giws ;| oslitwl L RATS 15l 0b) sau;5 b wedlbcpl Hs asl
Sl wbeue 9 Judss 1) o) QT.,\YJJI,:QU»)?P.:L;J

RATS asb » o>9,5 6.3

oS s &l Jlasl slag picaw] I GiolS RATS (ganl n hssjyge 35 Julos 51 e
Srdgs e Biload 50 5 b gopled 5 (L pb ol pb Shs ad Gulul s s
J5 1w RATS 158105 icules 13 59d 00 aill wadiz he 6 iyl lad 3 51 S Lo soslss
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el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 5l salil y slaslas ) Slilae

ITS4 150 4
ol el el Slags iy oL gz CICH oS )y lp sl ITSA l58le 5
ol ol sgsee Jlel CH lass” g9, soba by SIb sla Sy pEods 9l ool [l
Slal3le 5 sile wsils8p 5 Slattun Sl shs iud b o Lax Glas plycaml GBL sl 8l 5
awlo s sslaiul ‘&39).&” Oyl

Ct+t 9 C lass” j5 0gdll jobas a5 sla)lisle Slells )shhinds a5 cul (5 0,8 L1l S ATSA
aoladl drwgs (slod 1S by (iia (yelb

b oo 0letnl g Ole g has i g (ke saal S a5 grep Hlzsle 5 51 ATSA Slssle 5 51 ey
393 0 1) Jlasl Glag piocw] 5l g a5 i o oalatal glosls slaoil b laaslsuls” 51,57l
'J";)bLSA ‘L<J
W )|).9|[b).) L)'l' )9 oalazwl D)9 LS;JI)J.wl
ITS4 sslaslely 9 uas 1.4
3okls 1 ITSA Cuas (Lo dal Lau)ls 5L C/CH+ Ll G a4 ITSA J58le 5 slsll) 9 cuas sl
J.lls‘u}«f'J.:.SI/,}H)uT‘W%b&&abyw&lwbgw)bbuTgoJ;
|, “make install” ¢ “make” <l )43 9 35 8 1,8 100t s > ol 5l o= -Jwles |21 1, Jconfigure
S Sl b a5 0SS hgal 8 50k o s “USH/IOCAl jnn ) (B 3 i sobas ITSA 1S | o

Awles Jatse g5 ~/emacs Ll 4 wadbsghls Ll J=s 511, emacs script/its4.el

ITSA bawgs oaisiiS slas plscuw! 2.4

AL o
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el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 5l salil y slaslas ) Slilae

laas ) w)smby,o.;)m o
Shell l,»I o

TOCTOU o
Hbas slael oz Wgo 5l oslazwl o

28 plb slassg,y o
ITS4 51 oolisiwl (go9x5 3.4
Microsoft g Emacs szxes «(olaasl 5 b ol et 9 sl )15 esliiwl 5,90 0lo 6 bas ;5 Olgs oo 1, ITSA
A8 o)l ITSA 4 1) (L) S Emacs > “M-X its4-scan” ,giws ol b 3905 o3liiwl Visual Studio
031> 8 o b aslse g1 aasie Giales ) s 5 A e Jubs 5 s ) 6 ITSA (s

A o b 4 by e e b5 4y s (59, Gugle SIS L L ENtery 03,88 5 s (55, Lol

its4 *.c

ITS4 5 Slos 4.4
Sl as G asl) LT g 05,8 dlys 639,9 5l 1) CICH oo sl bbb dix b G ccug s
Jgora me lagll s o 5gd 0 Lol caws b wols oL ¢l oledbl sas 0 calhe ((Jlas!
U'.’J A.I.Jl 39 5° )lf LY Parser PR '*i.’. ‘&.L’z}' 9 455 [blsul le).» OS¢ M'y LS'»’oL"L“:" Jalé o
Asbansls Jin gosl sl a8 wed lag 6o)lae cnl Kan 1) s (348 o2 olss ks

S Azgs ) S Al la e pb il o Smaly

#include "test.h"
int main()
{
int strcpy;
return 6;

=-3-3)ng'° d‘ob PEPRTLE IS S UJJ S99y ITS4 L;I)’I L:
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el 5 49l g = lblay L yljg ooamlam g alanl G s JS 0
whleleUbl s 5 glif ylejlu 5l salil y slaslas ) Slilae

[viega@lima c]$- its4 test.c

test.c:3:(Very Risky) strcpy

This function is high risk for buffer overflows.
Use strncpy instead.

Ul sl Josts ,85kz o3l cuto gl ol sl 51 a5 muls Cawgs Lo 4 ol il
islyzl Goolge ol Sl ans Gankis o | layuite 4 Sbyhs Slele )l canl 506 lle 5 aSlsT
S A e

LS)i;\iWT sl 3,90 131 (slhls S o solanal ol 51 1TS4 a5 slesls oKL o> J> s
oKl el 9 0285 Bugtrag .cuwlas s,975,5 Bugtrag s, asle a5l a8 ol
23 s iyl G 02,5855 el BT ipgac (sl &5 ol gnals’ el mlin g Gisls 5 20
ITS4 MU)Q S29.9 5.4

ITS4 A.AU).! @9).‘5 6.4

Syl 5l patin b o

S rdynl 4 bgy s g G0,Ls3 6 Spaly Slrwsgs @

b kS Ghs 09 g dalss 5 olse Sl (K o il Sad s Gl e
b ol Hhs 0l Lhs (STG b g

sl WS 4> 5l 6 p ] WS o patin &S e @

L b sl s min o slossgss slyn aaby 55 s32gn wlys LT & cpl packis o

b 2l Gk ) oS e
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Splint ,11 5
olalasl 5 sl Glag piycan] 3925 Sliwl eip 6l Sl K Splint sl
arwgs binz pg o&sls (ol (632,800 5 09 8 Jawwgs )l38le 5 onl ol CICH (Sladals o )3 (ugitals
6l sniils Splint .l Splint Lol (sodiasdrwss 9 039, nde o Gulsl dges caslondosls
Cawg>lwls (5,9l duwwgs o S iden Slaudss (059 n SO Olgieds ol )5 a5« LCLINt (5059 5
pb el LCL ool (50305 U8 Jols Splint 1l s ol s laphuns Slasdos 3,0 9
elolis Gln ml mgiant )l G Lint . cwlas ass S Specification Lint & ,lLe ;1 Splint

Splint jlxlely 9 cwas 1.5

L http://iwww.splint.org/linux.html o 5T 55 oA dlgs e Splint sl sebils sl
53 9 Jwlas C)B 03 pid > 1, ol 3olils Sl G .S axl e http://www.splint.org/source.html
o -2l ) ENter saaS’s 9 as” ol |, Jeonfigure o )le (098 000 )13 R shol o
Sgon Lzl 4ol o asles |21, make giws

RWY) rolqdl Ly s olewdas 3L s’ o ealawl Splint L5l (5,0l sasus ;1 31

S mbx$HOME/src/splint-3.1.1/|ib/ & |, LARCH_PATH ,lase o
Rty mla;s$HOME/src/spIint—3.1.1/imports/ 4 |, LCLIMPORTDIR ,lsse e
S a8l PATH & |, SHOME/src/splint-3.1.1/lib/ e

A8 Ll 595 Splint (5,00 (sasus silgs o0 09T @

Splint buwg saibciiS slag plocuw! 2.5
51 oslinl g5 Gl pac oslizaldy laoMel Jali Lint i sd,m8 5| 6 b sl> Splint
sladil> (S 5L 09 Ll Sla s wabaid I eausl iS50 olie (gw i b e A5 iy a5
35 31 ool sty (3Ll SleNbl 31 o0litnl b .l (502 CASE 55 aomais 4 b pie 3 ulies

sls plsil 0T (59, 538> slad 18 Olgs oo

" David Evans
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splint *.c

U.); UI:9AL> LSI)-’ .L:}J:GA ).le L,’.:LQ)IM A L,;w)).agul.:).: LSI)" IDK.\.Q ‘.))|9A )I LS)L:AM’ 29
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splint -weak *.c

Splint »,Skee 4.5
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[1] http://www.dwheeler.com/flawfinder

[2] http://www.Securesw.com/rats

[3] http://www.rstcorp.com/its4

[4] http://www.splint.org

[5] https://www.debian.org/security/audit/tools

[6] http://www.securiteam.com/tools/6E00LOKO01K.html

[7] http://www.securityfocus.com/tools/2047

[8] https://www.security-database.com/toolswatch/RATS-v2-3-Rough-Auditing-Tool-for.html
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