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C:\Windows\system32\cmd.exe /C chcp 1250

S 55 U e b 6 a5l o SleS
&& net view
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"C:\Windows\system32\taskmgr.exe" /4

Jolepiuns TaskManager asl ;4 oo s 5 03 5 5L

35 e S s Ll 138 5, Lol 5 ¢ s

¢ Favorites Marme Date modified Type Size
Bl Desktop Ju test 12/1/2019 1:34 PM File folder

& Downloads =] "'YOUR FILES ARE ENCRYPTED !!! 12/1/20191:34 PM Text Document 1KB
5 Recent Places || test (1).apk{2F23F4FC-7D55-2C7B... 12/1/20191:34 PM  {2F23F4FC-7D55-2... 9,290 KB
& OneDrive || test (1).avi{2F23F4FC-7D55-2C7B-... 12/1/20191:34 PM  {2F23F4FC-7D55-2... 31435KB
|| test 1).bmpf2F23F4FC-7D55-2CT...  12/1/20191:34 PM  {2F23F4FC-TD55-2... 738 KB
) Libraries || test (1).DAT{2F23F4FC-7D55-2CF...  12/1/20191:34 PM  {2F23F4FC-TD55-2... 96,804 KB
@ Documents || test (1).docx{2F23F4FC-7D55-2CY...  12/1/20191:34 PM  {2F23F4FC-TD55-2... 178 KB
J’ Music || test (1).htm.J2F23F4FC-FD55-2C7B... 12/1/20191:34 PM  {2F23F4FC-7D55-2... 92 KB
| Pictures || test (1).html{2F23F4FC-7D55-2CY...  12/1/20191:34 PM  {2F23F4FC-7D55-2... 3,050 KB
B Videos || test (1).jpg{2F23F4FC-TD55-2C7B-... 12/1/20191:34 PM  {2F23F4FC-7D55-2... 375 KB
|| test (1).mkv{2F23F4FC-7D55-2C7...  12/1/20191:34 PM  {2F23F4FC-7D55-2... 864,501 KB
18 Computer || test (1).mp3.{2F23F4FC-7D55-2C7...  12/1/20191:34 PM  {2F23F4FC-7D55-2... 4,486 KB
|| test (1).mpeg{2F23FAFC-7005-2C...  12/1/20191:34 PM  {ZF23F4FC-7D55-2... 45,742 KB
cj Network || test (1).pdf.{2F23FAFC-7D55-2C7B... 12/1/20191:34 PM  {2F23F4FC-7D55-2... 4,258 KB
|| test (1).ppt{2F23FFC-7D55-2C7B...  12/1/20191:34 PM  {2F23F4FC-TD55-2.., 580 KB
|| test (1).rar{2F23F4FC-7055-2C7B-... 12/1/20191:34 PM  {2F23F4FC-7D55-2... 3KB
|| test (1).srt.{2F23F4FC-7D55-2C7B-... 12/1/20191:34 PM  {2F23F4FC-7D55-2... 95 KB
|| test (1).ts{2F23F4FC-7D05-2C7B-C... 12/1/20191:34 PM  {2F23F4FC-7D55-2.. 1,015,202 KB
|| test (2).mp3.{2F23F4FC-7D55-2CY...  12/1/20191:34 PM  {2F23F4FC-TD55-2... 6,298 KB
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File Edit Format View Help

All your files, documents, photos, databases and other important
files are encrypted.

You are not able to decrypt it by yourself! The only method
of recovering files is to Eurchase an unique private key.
only we can give you this key and only we can recover your files.

To be sure we have the decr¥ptor and it works you can send an
email sofiasghwells0gw@gmail. com or harveyjgq9freemann]l@gmail.com and decrypt one file for free. But this
file should be of not valuable!

Do you really want to restore your Tiles?
write to email sofiasqhwells0gw@gmail.com or harveyjg9freemannll@gmail. com

Your personal ID: [

Attention!

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,
it may cause permanent data loss.

* pecryption of your files with the help of third parties may
cause increased price (they add their fee to our) or you can
become a victim of a scam.
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Base of code Q0001000
Base of data Q0075000
Image base 00400000
Section alignment Q0001000
File alignment 00000200
LOS version {major) 0004 Windows 95T 4.0
05 version (minar) Qoao
Imaqge version {majar) Qoao
Image version {minor) Q000
Sub system version {major) oo04
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public start
proc near

var_3C=
var_38=
var_34=
var_38=
var_2C=
var_28=
var_24=
var_28=
var_1C=
var_18=
var_14=

push
mou

mou

dword ptr -3Ch
dword ptr -38h
dword ptr -34h
dword ptr -36h
dword ptr -2Ch
dword ptr -28h
dword ptr -24h
dword ptr -26h
dword ptr -1Ch
dword ptr -18h
dword ptr -14h

ebp
ebp, esp
ecx, ¥
loc_A428324:
push 8
push a8
dec ecs
jnz short loc_ 428324
———
P2
push eCcx
push ebx
push esi
push edi
mow eax, offset loc_ 427268
call sub_486604
Xor eax, eax
push ebp
push offset loc_ 428651
push dword ptr fs:[eax]
mou fs:[eax], esp
call GetTickCount @
call |GetUSErDeFau1tLangID|

ﬁ)om u';_}:")‘f‘cb Jib ‘J"':‘L’j"‘fj.’,) LSLAMLM:/_)‘ ?‘JSJAlJﬂ\SL}S‘)M‘)J awlls U'~’~| U

35 o Ll S e 555

mouzx eax, ax
cmp eax, |B22h '~ 3
jz shor OC_H28 i

I
cmp eax,|h23h_ﬁ3ﬁ#
jz short loc_ 428370
I
cmp eax,.h19h¢FgJ
jz short loc_ a
I
cmp eax,
jnz shor
YyYyvy
loc_A428379: ; UExitCode
push 29ah

call ExitPrucesg_B |
I

\

2loy
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loc_L42837A:
lea edx, [ebp+var_1iC]
nov eax, 5
call sub_41A3E8
mov eax, [ebp+var_1iC]
call sub_487EF8
cmp eax, ¢ - ===========
jz short loc_&~
sub_41A3B0

MIEE
cmp eax, 177h LCData
jz short loc_.
h J
i 55
cmp eax, 17Ch
jnz short loc

i i.

= byte ptr -26h

push
push
add
mou
mou
push
lea
push
push
push
call

proc near ; CODE XREF:
ebx
esi
esp, BFFFFFFEBh
esi, edx
ebx, eax
13h ; cchbata
eax, [esp+2hh+LCData]
eax ; 1pLcData
ebx ;5 LCType
B8 08h ; Locale

IGetLucaleInFuﬂ_B I

A .LA\JyQJ ‘JJT‘

star

loc_4283R2: H
29Ah
| ExitProcess Bl

UEXITCoOde] |

ﬁLS)“’LS/f) _X_.'«..’.Tj.é‘).) ol exlaral &NJ%JSJALLSJf\CLmLff Ls‘f.“"""':")ﬁbu" cM‘.>|).>

hKey= dword ptr &4

1pSubKey= dword ptr 8
Reserved= dword ptr BCh
1pClass= dword ptr 18h
duwbptions= dword ptr 14h
samDesired= dword ptr -18h
1pSecurityAattributes= dword ptr
phkResult= dword ptr 26h
lpdwhisposition= dword ptr 24h
jmp
ReqCreateKeyExA endp

ds:__imp_RegCreateKeyExh

1Ch

jmp
RegSetVUalueExA endp

hKey= dword ptr 4
1pUalueHame= dword ptr

Reserved= dword ptr  BCh
dwType= dword ptr 18h
lpbata= dword ptr 14h
chbata= dword ptr 18h

ds:__imp_RegSetUalueExf
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File Edit View Favorites Help

5-1-5-18 “ll| Name Type Data
5-1-5-13 ab| (Default) REG SZ (value not set)
‘ 2:1:233-1808334028- ab| Machine ID REG_SZ 0hKsih5351Q9X1/XgfVLiMeqMdffVR/hA2vtVKNyIEs. ..
: ab| Public Key REG_SZ BmRUTMBTPUSWYESSeIZEXM/ gNmzcOIXDNhP]Z...
.- | AppEvents
----- Console N

Control Panel
..... Environment
b EUDC
Identities
X Keyboard Layout
..... Metwork
5. || Printers
4. || Software
i AppDatalow
Buran Il
Service

m

Jelepis Lgﬁbsfatjijdﬁbwm‘@b)}wﬁ 595 Culled aalsl s Ol RlZL ol
'XS@QL.JJ‘\)J'S@F}WJLJEWJJAS

lpRootPathHame= duword ptr 4 lpUersionInformation= dword ptr &4

jmp  ds: imp GetDriveTypeA |jmp ds:__ imp_GetUersionExA
GetDriveTyped endp GetUersionExn endp

S Oles e 53 L3 et 03 Sl b eled 5 355 08 g5 1S e, AnT B ale 5o

INS DWORD PTR ES:[EDI],DX command
INC EBP

J5 SHORT ntdll_A1a.77ESCFAB

PUSH EDI

IMUL EBP,DWORD PTR DI:[ESI+8x53],8x6F436D71

INS DWORD PTR ES:[EDI],DX command
INS DWORD PTR ES:[EDI],DX command
outTs DX,DWORD PTR ES:[EDI] command
ouTs DX,BYTE PTR ES:[EDI] command
IHNC ESP

POPAD

JE SHORT ntdll_1a.77ESCF8C

J0 SHORT ntdll 1a.77ESCF9C

IMUL EBP,DWORD PTR D3:[ESI+8x74],8x53746553

JE SHORT ntdll_1a.77ESCFAB

IMUL EBP,DWORD FTR DI:[E3I+8x67],B8x6E695708

PUSH EBX

JHO SHORT ntdll_1a.77ESCFAD

IMNC EBP

ouTs DX,BYTE PTR ES:[EDI] I/0 command

el 5 S e slaml S8 s 53 e pee AS Olye b (ol Sl 3120 ) el 4 a5 L
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File Edit Merge View Options Tools Help Register! || file Edit Merge View Options Tools Help Register!
BEdH o 09 S - Q
-1 - test (1).DAT bin 3F4FC-7D55-2C7B-C5174 | "3 =~ 13F4FC-7D55-2C7B-C517-69:
M O [|oocooooo 52 49 ¢- 00000000 53 54 4F 00000000 42 4D 92 - (00000000 53 54 4F 5 -
ooooooilo 10 oo ¢ | |ooocoolo oo oo oo [ M M [ooooccolo oo oo F1[ ] Joooooolo 0o 00 00 o0 ]
H H [|oooooozo o0 00 ¢ |ooco00020 6C DR AC 00000020 00 00 50 00000020 91 4F EC A
H H |oooooozo FFR FE B 00000030 DD 80 80 M = |ocoo0030 00 00 0d 00000030 11 3B 7F C
H L |oocooo4o @7 00 ¢ |00000040 27 E3 T4 || | |eoocoo4o @0 00 EC 00000040 EZ2 BA 6E D
00000050 00 00 ¢ [|00000050 57 EB OE Ll [] [|oocooocoso 8D 85 cp 00000050 87 86 11 A
[ [ [ooooooeo 0o 00 C 00000060 37 AD T8 00000060 OE DF 4F 00000060 44 AF EF B
00000070 00 00 ¢ |0o0000070 €3 03 57 Ll | Joooooo7o 30 EF EO 00000070 OF 81 BE &
M [ [oooooocso oo 0o ¢ |oooooopso ac cg 81 00000080 EE CD 8E 00000080 &3 F3 29 D
H 1 l|ooococso oo oo ¢ |ooooooso B4 29 93 [ |ooocooso sz 98 &8 |oooooooo F7 2 27 ©
|| || loooooomo @0 00 ¢ |ooo000ORO A1 BR 22 1 [1 |oooooozo 48 8B 48 000000R0 DD BT 45 5
H H |ooooooso o0 0o ¢ |oocoooos0 DD €& 05 I | |ocooooBo 28 83 28 000000BO 7B 3F 5E 8
Ll || Jooooooco oo oo ¢ |oocooooco 57 €1 82 I M |000000CO E6 T2 E6 000000Cc0  1c 95 BE B
000000D0 00 00 ¢ |oo000DODO &8 &c 79 M M |oco000DD A6 ER &5 00000000 AD 3F TE 9
H H looooooceo o0 00 ¢ |ooo000EC 98 ER ED 1| ] [ooooooeo ET 82 E7 000000EC €3 c2 94 1
H H looooooro o0 00 ¢ |ooooooro DD F1 E3 | [ JooooooFo 62 a3 e 000000F0 9B 7F A8 7
00000100 00 00 ¢~ (00000100 EE CB E6 - 00000100 2B 2B cC - (00000100 A& 95 B8 C -
|« ol < [ ' HH e 0 < [ 8
U U J[1031/2015 § 12/1/2019 1.3 L LI |[6/28/2005 4.0 |00000007 (7) | |[12/1/2019 1:34) 00000007 (7)
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