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Attacker: -

Target ID: BFEBFBFFO00206A7

Target Name: ACTSERVER

Target OS: Microsoft Windows Server 2008 R2 Standard, 64-bit
Target CPU: Intel:registered: Xeon:registered: CPU E31220 @ 3.10GHz
Target RAM: 16384 MB

Target IP: _

Target Location: https://www.ip-tracker.org/locator/ip-lookup.php?ip=||| |  GGGGGc—_—_

Target Payout: N/A
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<7xml version="1.0" enc i:-:1iln) ~"UTF-8" standalone="true*7>
manifestVersion="1.0" xmins="urn:schemas-microsoft-com:asm.v1">
<assembiyldentity name= MyApplication app” version="1.0.0.0"/
< mctlrh xmins="urn: schema; microsoft-com:asm.v2">
<security >
<requestedPrivileges xmins="urn:schemas-microsoft-com:asm.v3* >
onLevel ulAccess~"false” level~"asInvoker”/ >

<assembl

requestediExecutic
</requestedPrivileges >
</sacurity>
</[trustinfo>

<jassembly>
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3BaS629MFci)5cJKHSg4A5vncVok5Hxw7H

3BaS629MFcil5cIKHSg4ASvncVok5Hxw7H
Total Received: 0.00105000
Total Sent: 0.00105000

Final Balance: 0.00000000

Total transactions: 2

Recent transactions:

Date ¥ Amount Balance
2018-12-19 17:30:09 -0.00105000 0.00000000
2018-12-19 09:42:34 0.00105000 0.00105000
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1CqdSX7SwFB5SKNP8Y8221CcUrvHVXTsAd
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Total Recelved: 0.00000000
Total Sent: 0.00000000

Final Balance: 0.00000000

Total transactions: 0
Recent transactions:
Date v Amount Balance
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File Edit Format View Help

ATl your data has been locked us. You want to return? Contact to: BlackRouter@live.com

Your Personal KEY: DONZXwOUMOHUYVELFYLUA7Y/9uIEYhIBOnvv3R92Gr+q05PW3ThC216Dg7 bMPUFXFdou/

63t 1cmlvDfko5SneGTzvTvmkZ T+6pd2wCKQl 3vayocEwrEZ5JEh+4PWsTns TUZIRXT SwSg5Chq96TRE3SHIYEYWYC
a7+xDbyUWRT7 RaEVUH8 ZwuvMT 7 YpOdwRHIKAAX JFGIWFECExdzCDx6qr SnhIRVIWT 1xXBHV1269P/1aYEHOGESHPAf p
QDF81z+ZgK/edwucqIjLP3mwldIDFVsckybfUEYIP]owGVAFI9S1EWTpCagMSkxE+L TMyDAudg8al TV ndFc+CkkCcomgalsag==
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test.bmp.BlackRo  test.doc.BlackRo  test.doooBlackRo  test.gif.BlackRout  testjpg.BlackRou  test.mkv.BlackRo  test.mp3.BlackRo
uter uter uter er ter uter uter

test.ppt.BlackRou  test.pptx.BlackRo  testtiff.BlackRout test.bet.BlackRout  testwav.BlackRo  testxls.BlackRout  testxlsx.BlackRou

ter uter er er uter er ter
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non

".exe", ".der", ".pfx", ".key", ".crt", ".csr", ".p12", ".pem", ".odt", ".sxw", ".stw", ".3ds", ".max", ".3dm",

n

.ods", ".sxc", ".stc", ".dif", ".slk", ".wb2", ".odp", ".sxd", ".std", ".sxm", ".sqlite3", ".sqlitedb"”, ".sql",

7

"accdb", ".mdb", ".dbf", ".odb", ".mdf", "Idf", ".cop", ".pas", ".asm", ".cmd", ".bat", ".vbs", ".sch",
n

"jsp", ".php", ".asp", ".java", "jar", ".class", ".mp3", ".wav", ".swf", "fla", ".wmv", ".mpg", ".vob",

n
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“mpeg", ".asf", ".avi", ".mov", ".mp4", ".mkv", "flv", ".wma", ".mid", ".m3u", ".m4u", ".svg", ".psd",
non non non n

" tiff", "tif", ".raw", ".gif", ".pong", ".bmp", ".jpg", ".jpeg", ".iso", ".backup", ".zip", ".rar", ".tgz", ".tar",
“.bak", ".ARC", ".vmdk", ".vdi", ".sldm", ".sldx", ".sti", ".sxi", ".dwg", ".pdf", ".wk1", ".wks", ".rtf", ".csv",

"pptx”,

1 n

“txt", ".msg", ".pst", ".ppsx", ".ppsm", " pps", ".pot", ".pptm", ' “ppt", "xltm", ".xltx", ".xIc",

n n n

xIm", ".xIt", ".xlw", ".xIsb", ".xIsm", ".xIsx", ".xIs", ".dotm", ".dot", ".docm", ".docx", ".doc", ".ndf",
”-pd_f”/ ”.ib”, ”.ibk "
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25 Hex Editor Neo TR |

File Edit View Select Operations Bookmarks NTFS Streams Tools History Window Help

279042609990... X AP 4 585486279042609990... X|
0203 94 05 0607 0B 0F Oa Ob UcGd Oe 00 2 03 G4 05 0607 08 0% Oa Ob Oc 0d Oe
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Type Offset (Source) Offset (Dest) Size
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System;

(51 System.Runtime.CompilerServices;
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D B Resources

roperties
dows.Forms (4.0.0.0)
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- - nfa

set_IsBackground

get_CurrentThread
get_IsAttached
IsLogging
get_IsAlive
get_Module
Marshal
GetHINSTANCE
get_FullyQualifiedName
get_Chars
GetElementType
Createlnstance
GetString
Intern
op_Equality
Math
Nulldev v1.0.0-custom
Copyright

2017

I.NETFramework,Version=v4.0 I

FrameworkDisplayName
NET Framework 4
1.0.0.0
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Goata

McAfee

Qiboo-360

Sophas ML

Trapmine

ZoneAlarm
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GenVarlant Rarsom BlackHeart.d
GenVaant Rarsom BlackHears.a
FileRepMahware
GenVarantRansom BlackHe=arta
malicious_confidence_1009% (W)
Unsafe

GenVartanit Ransom BlackHear a (B)
GenVarant Rarsom BlackHearta
GonVrant Rarsom BlackHoarn, 4
Artemis ERAD4SD2ARNCT
TrojanWin32/Occamy.C
Win3z/Trofan Ransom.eb?
hewistic

malicioushigh miscore

HELS:Trojan-Ransam. MSIL Encoder gon
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AcgisLab

Arcabit
AVG

CAT-QuicktHesl

McAfes-GW-Edition

Palo Alto Networks
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Trojan.YakbaexMSILZZe
maliciouseb7185
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