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CVE ID: CVE-2020-8102

CVSS score: 8.8

Affected vendors: Bitdefender
Affected products: Bitdefender SafePay
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Web Protection by

Bitdefender

Suspicious page blocked for your protection
https://93.184.216.34/

Your connection to this web page is not safe due to an unmatching security certificate.
This means that the certificate was issued for a different web address than the one it s heing used for, and

you run the risk of exposing your data by accessing this page.

TAKE ME BACK TO SAFETY

| understand the risks, take me there anyway

If you know this page Is not dangerous, you can add it to your Exceptions list of trusted websites. Be aware that you will

not be warned about any threals existing on this page.
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var params = encodelURIComponent(window.location);

sid = "" 4 Math.random()};

obj_ajax.open("POST", sid, true);

obj_ajax.setRequestHeader("Content-type", "application/x-www-form-urlencoded"};
obj_ajax.setRequestHeader ("BDNDSS Be7EASSOF21B4B7FR61FDABA44F@LCSR", "{%NDSECK%}");
obj_ajax.setRequestHeader ("BDNDCA_BBACF84D61AR4FOAAGER10A14BRI5ATE", "{ZNDCA]}");
obj_ajax.setRequestHeader ("BDNDWE_S@56ES56833040C1AF4RBECR254FC242", "{%0BKCMD%}");
obj_ajax.setRequestHeader ("BDNDOK_4E961A95B7B44CBCA199703D36433700", "{%0BKREFERRER%}");

obj_ajax.send(params);
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https://gbhackers.com/vulnerability-in-bitdefender-anti-virus/

https://www.bitdefender.com/news/bitdefender-launches-free-safepay-standalone-to-protect-
ebanking-shopping-2790.html

https://sensorstechforum.com/cve-2020-8102-bitdefender/
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