
 ۱۳۹۷ در فروردین ماهتوسط مرکز ماهر موارد فیشینگ رصد شده و مسدود شده  فهرست

بانک های خارجی روی سایت های  لینک فیشینگ IP تاریخ

 ایرانی

گزارش 

شده از 

سرت یا 

 سازمان

 ردیف

10 April 79.127.126.66 http://market.konkur.in/wp-

content/upgrade/bnp/bnpparibas.net/ 

 netcraft 1 

9 April 185.159.153.26 http://lipars.com/modules/fieldvmegamenu/37398b

b1e0511f19de2a72a44/ 

 netcraft 2 

28 march 91.239.55.216 http://rahiaft.ir/actions/CB_BEATS_UPLOAD_DI

R/File/Hotmail-New/Verification_Set-up.html 
 3 گزارش کاربران

28 march 83.149.71.33 http://www.motva.ir/libaries/ou.php 4 گزارش کاربران 

27 march 185.55.225.217 http://toyotaesfahan.com/2wsxcde34rfvBg5t6yHnm

jU700/home/index.html 

 netcraft 5 

27 march 185.83.208.20 http://way1.ir/fEeV  netcraft 6 

27 march 185.94.97.250 https://plink.ir/EaG1z CERTSI_E

S 
7 

27 march 5.144.130.31 http://patiransystem.com/modules/mod_ariimagesli

dersa/update/confirm/Billing/detalis.php 

 netcraft 8 

27 march 185.8.173.28 http://ava-pc.com/guarantee_of_origin/  netcraft 9 

27 march 87.247.179.15 http://www.ta133.com/internet_pay/Atualizacao_Pa

gamento/ 

 netcraft 10 

27 march 185.83.208.30 https://bazarganikhamoshi.com/modules/mod_login

/tmpl/wp.php 

 netcraft 11 

19 march 87.247.179.35 http://ptm.co.ir/fileman/Uploads/Banner/vbnhj.html  netcraft 12 

17 march 37.255.128.50 http://register.ariaebook.com/ikxjay/onlineHMRCg

ovUnitedKingdom/HMRCReimbursementsOnline/s

tart-

process.php?claim_return_id=dTNZEKjiKYIgXTdt

kchttmxAHxhrZ 

 netcraft 13 

 87.247.179.15 http://www.ta133.com/images/Atendimento/  netcraft 14 

 87.247.179.15 http://www.ta133.com/internet_pay/Atualizacao_Pa

gamento/ 

 netcraft 15 

 185.8.173.28 http://ava-pc.com/guarantee_of_origin/  netcraft 16 

 185.165.29.195 http://185.165.29.195/come0/index.php  netcraft 17 

 77.238.121.13 http://4ou.ir/8UC  netcraft 18 

 79.127.126.66 http://market.konkur.in/wp-

content/upgrade/bnp/bnpparibas.net/ 

 netcraft 19 

 

 

 

 

 

http://market.konkur.in/wp-content/upgrade/bnp/bnpparibas.net/
http://market.konkur.in/wp-content/upgrade/bnp/bnpparibas.net/
http://lipars.com/modules/fieldvmegamenu/37398bb1e0511f19de2a72a44/
http://lipars.com/modules/fieldvmegamenu/37398bb1e0511f19de2a72a44/
callto:185.55.225.217
http://toyotaesfahan.com/2wsxcde34rfvBg5t6yHnmjU700/home/index.html
http://toyotaesfahan.com/2wsxcde34rfvBg5t6yHnmjU700/home/index.html
callto:185.83.208.20
http://way1.ir/fEeV
callto:185.94.97.250
https://plink.ir/EaG1z
callto:5.144.130.31
http://patiransystem.com/modules/mod_ariimageslidersa/update/confirm/Billing/detalis.php
http://patiransystem.com/modules/mod_ariimageslidersa/update/confirm/Billing/detalis.php
callto:185.8.173.28
http://ava-pc.com/guarantee_of_origin/
callto:87.247.179.15
http://www.ta133.com/internet_pay/Atualizacao_Pagamento/
http://www.ta133.com/internet_pay/Atualizacao_Pagamento/
callto:185.83.208.30
https://bazarganikhamoshi.com/modules/mod_login/tmpl/wp.php
https://bazarganikhamoshi.com/modules/mod_login/tmpl/wp.php
callto:87.247.179.35
http://ptm.co.ir/fileman/Uploads/Banner/vbnhj.html
callto:37.255.128.50
http://register.ariaebook.com/ikxjay/onlineHMRCgovUnitedKingdom/HMRCReimbursementsOnline/start-process.php?claim_return_id=dTNZEKjiKYIgXTdtkchttmxAHxhrZ
http://register.ariaebook.com/ikxjay/onlineHMRCgovUnitedKingdom/HMRCReimbursementsOnline/start-process.php?claim_return_id=dTNZEKjiKYIgXTdtkchttmxAHxhrZ
http://register.ariaebook.com/ikxjay/onlineHMRCgovUnitedKingdom/HMRCReimbursementsOnline/start-process.php?claim_return_id=dTNZEKjiKYIgXTdtkchttmxAHxhrZ
http://register.ariaebook.com/ikxjay/onlineHMRCgovUnitedKingdom/HMRCReimbursementsOnline/start-process.php?claim_return_id=dTNZEKjiKYIgXTdtkchttmxAHxhrZ
http://register.ariaebook.com/ikxjay/onlineHMRCgovUnitedKingdom/HMRCReimbursementsOnline/start-process.php?claim_return_id=dTNZEKjiKYIgXTdtkchttmxAHxhrZ
http://185.165.29.195/


تاریخ 

 اقدام

IP  گزارش به سرت

یا هاست جهت 

 رفع

 ردیف بانک ها و درگاه های ایرانی لینک فیشینگ

16 April 94.130.66.70 hetzner http://bpm.shapaarak.cf/payment.mellatRefId=B8

BD4A14UB40B63a.php 1 

16 April 185.176.43.82 zettahost.com http://pec-shaparak-com.eu5.net 2 

16 April 185.176.43.80 zettahost.com http://shaparak-sep.getenjoyment.net/indext.html 3 

16 April 198.54.116.93 Namecheap 

 

http://pardakht.club/payment=11543459sh?amou

nt=200,000 4 

16 April 75.98.93.66 SurveyMonkey http://galaxycu.wufoo.com/forms/sinacharge 5 

16 April 185.176.43.82 zettahost.com http://shahparak.gq/payment=11543459sh?amoun

t=10,000 6 

16 April 209.99.16.94 publicdomainre

gistry.com 

http://sep-shapark.ga/payment&4523jc463o/ 
7 

16 April 5.196.189.153  Apshopardakht.com 8 

13 April 104.31.93.247 

104.31.92.247 

cloudflare http://hafezanwife.in/kishpardakht.html 
9 

11 April 198.54.126.41 Namecheap 

 

http://sharapak-

ir.ml/payment=115413459sh?amount=20%2C000 

 10 

11 April 88.99.209.233 hetzner http://pardakhte24.net/payment=11543459sh?amo

unt=10,000 

 11 فیلترینگ()گزارش جهت رفع نشده است

11 April 198.54.116.19

0 

Namecheap 

 

https://ertyyfjkhklkdthffxdhdcfhndctgnhdfhshtrdtf

ytj.xyz/pa.php 

 12 

11 April 198.54.126.22  http://mohammadjorjandi.webcam/payment=1154

3459sh?amount=20,000 13 

11 April 94.130.213.14

5 

 http://soltahnhost.cpanelserver.ir/ 
14 

11 April 188.241.39.22

0 

 http://shaparaak.tk/ 
15 

11 April 5.160.243.237  http://telogeram.com/pay/ 16 

11 April 185.159.153.2

6 

 http://behpardakhtparsian.com/code657/index.php 
17 

11 April 10.10.34.37  http://shaparak.live/payment=11543459sh?amoun

t=200,000 18 

11 April 5.144.133.146  http://tatedpark.mihanblog.com/post/415 19 

11 April 158.69.101.10

1 

 http://158.69.101.101/ 
20 

11 April   https://florid-

trucks.000webhostapp.com/payment=11543459sh

?amount=100,000 21 

11 April 145.14.144.21

6 

hostinger.com http://amirmahvaz.000webhostapp.com/token/tok

en/id/token19836/data/ok.txt 

 22 

11 April 185.27.134.10

1 

ifastnet.com http://shaparak.website.tk/pay2/ 
23 

9 April 94.130.213.14

5 

hetzner http://shahparaki.mega-

h0st.ir/payment=11543459sh?amount=50,000 
 24 

9 April 145.14.145.19

8 

hostinger.com http://parsiandarvaze.com/pardakhtonline/index.p

hp 25 

9 April 138.201.39.19 hetzner http://sharapak.com/ib/index.php 26 

http://shaparak-sep.getenjoyment.net/indext.html
http://shaparak.website.tk/pay2/
http://shahparaki.mega-h0st.ir/payment=11543459sh?amount=50,000
http://shahparaki.mega-h0st.ir/payment=11543459sh?amount=50,000


4 April 

9 April 
10 April 

11 April 

198.54.115.52 Namecheap 

 میهن هاست
https://samanbank.org/payment=11543459sh?am

ount=10%2C000 
 

27 

4 April 95.216.11.82 hetzner https://shoppay.ml/payping.ir/payment=11543459

sh?amount=10,000 28 

28 march 78.129.241.69 rapidswitch.com 

iomarthosting.c

om 

http://boosmarted.com/pay.htm 

29 

28 march 198.54.115.59 Namecheap Inc. http://insta-shop.me/follow/pay2/ 30 

27 march 199.188.200.9

5 

namecheap http://https-ok.website/paython/pay/ 
31 

24 march 5.189.146.107 freenom.com 
contabo.de 

 Sweden-Visa.cf)جمع آوری داده از کاربران ایرانی(
32 

23 march 

27 march 

 

74.63.215.106 cert-mx 

wiccom.com 

limestone 

 (است )فیلتر نشده است رفع
http://wiccom.com.mx/token/payment=11543459

sh.php?amount=20,000 33 

23 march  hostinger.com http://mahsolll.000webhostapp.com/%D9%BE%

D8%B1%D8%AF%D8%A7%D8%AE%D8%AA

%20%D8%B4%D8%B1%DA%A9%D8%AA%2

0%D8%AA%D8%AC%D8%A7%D8%B1%D8%

AA%20%D8%A7%D9%84%D9%83%D8%AA

%D8%B1%D9%88%D9%86%D9%8A%D9%83

%20%D9%BE%D8%A7%D8%B1%D8%B3%D

9%8A%D8%A7%D9%86.htm 34 

23 march 88.198.17.214  هاستمیهن 
Hetzner 

http://maskandoostan.ir/media/ 

35 

18 march 198.187.29.27 namecheap http://filmbaz.life/payment=11543459sh 36 

19 march 136.243.145.2

33 

Irserverco.ir 

1api.net 

http://Andishesazan.xyz/indext.html 
37 

16 march 185.176.43.82 CERT 

BULGARIA 

zettahost.com 

http://paycard.co.nf/papal/ 

38 

12 march 185.176.43.82 zettahost.com 

CERT 

BULGARIA 

http://Kingpay.co.nf/pay001 

39 

12 march 185.176.43.76 CERT 

BULGARIA 

supportindeed.c

om 

http://zarinpal.co.nf/pay2 

 

40 

 

 

 

 

 

 

 

 

https://samanbank.org/payment=11543459sh?amount=10%2C000
https://samanbank.org/payment=11543459sh?amount=10%2C000
callto:95.216.11.82
callto:199.188.200.95
callto:199.188.200.95
http://https-ok.website/paython/pay/
callto:5.189.146.107
mailto:abuse@freenom.com
mailto:abuse@contabo.de
callto:74.63.215.106
http://wiccom.com.mx/token/payment=11543459sh.php?amount=20,000(
http://wiccom.com.mx/token/payment=11543459sh.php?amount=20,000(
http://mahsolll.000webhostapp.com/%D9%BE%D8%B1%D8%AF%D8%A7%D8%AE%D8%AA%20%D8%B4%D8%B1%DA%A9%D8%AA%20%D8%AA%D8%AC%D8%A7%D8%B1%D8%AA%20%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D9%83%20%D9%BE%D8%A7%D8%B1%D8%B3%D9%8A%D8%A7%D9%86.htm
http://mahsolll.000webhostapp.com/%D9%BE%D8%B1%D8%AF%D8%A7%D8%AE%D8%AA%20%D8%B4%D8%B1%DA%A9%D8%AA%20%D8%AA%D8%AC%D8%A7%D8%B1%D8%AA%20%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D9%83%20%D9%BE%D8%A7%D8%B1%D8%B3%D9%8A%D8%A7%D9%86.htm
http://mahsolll.000webhostapp.com/%D9%BE%D8%B1%D8%AF%D8%A7%D8%AE%D8%AA%20%D8%B4%D8%B1%DA%A9%D8%AA%20%D8%AA%D8%AC%D8%A7%D8%B1%D8%AA%20%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D9%83%20%D9%BE%D8%A7%D8%B1%D8%B3%D9%8A%D8%A7%D9%86.htm
http://mahsolll.000webhostapp.com/%D9%BE%D8%B1%D8%AF%D8%A7%D8%AE%D8%AA%20%D8%B4%D8%B1%DA%A9%D8%AA%20%D8%AA%D8%AC%D8%A7%D8%B1%D8%AA%20%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D9%83%20%D9%BE%D8%A7%D8%B1%D8%B3%D9%8A%D8%A7%D9%86.htm
http://mahsolll.000webhostapp.com/%D9%BE%D8%B1%D8%AF%D8%A7%D8%AE%D8%AA%20%D8%B4%D8%B1%DA%A9%D8%AA%20%D8%AA%D8%AC%D8%A7%D8%B1%D8%AA%20%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D9%83%20%D9%BE%D8%A7%D8%B1%D8%B3%D9%8A%D8%A7%D9%86.htm
http://mahsolll.000webhostapp.com/%D9%BE%D8%B1%D8%AF%D8%A7%D8%AE%D8%AA%20%D8%B4%D8%B1%DA%A9%D8%AA%20%D8%AA%D8%AC%D8%A7%D8%B1%D8%AA%20%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D9%83%20%D9%BE%D8%A7%D8%B1%D8%B3%D9%8A%D8%A7%D9%86.htm
http://mahsolll.000webhostapp.com/%D9%BE%D8%B1%D8%AF%D8%A7%D8%AE%D8%AA%20%D8%B4%D8%B1%DA%A9%D8%AA%20%D8%AA%D8%AC%D8%A7%D8%B1%D8%AA%20%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D9%83%20%D9%BE%D8%A7%D8%B1%D8%B3%D9%8A%D8%A7%D9%86.htm
http://mahsolll.000webhostapp.com/%D9%BE%D8%B1%D8%AF%D8%A7%D8%AE%D8%AA%20%D8%B4%D8%B1%DA%A9%D8%AA%20%D8%AA%D8%AC%D8%A7%D8%B1%D8%AA%20%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D9%83%20%D9%BE%D8%A7%D8%B1%D8%B3%D9%8A%D8%A7%D9%86.htm
callto:88.198.17.214
http://maskandoostan.ir/media/
callto:198.187.29.27
http://filmbaz.life/payment=11543459sh
callto:(185.176.43.82
http://paycard.co.nf/papal/
callto:185.176.43.82
http://zarinpal.co.nf/pay2


های پرداخت معتبر معرفی شده از سوی شرکت شاپرکفهرست درگاه  
https://shaparak.ir/content?id=872 

خدمات پرداختدرگاه شرکت ارائه دهنده  نام شرکت ارائه دهنده خدمات پرداخت  ردیف 

 https://asan.shaparak.ir آسان پرداخت پرشین
1 

 https://bpm.shaparak.ir به پرداخت ملت
2 

 https://pec.shaparak.ir تجارت الکترونیک پارسیان
3 

 https://pecco.shaparak.ir تجارت الکترونیک پارسیان
4 

 https://sep.shaparak.ir پرداخت الکترونیک سامان
5 

 https://pep.shaparak.ir پرداخت الکترونیک پاسارگاد
6 

 https://pna.shaparak.ir پرداخت نوین آرین
7 

 https://sadad.shaparak.ir پرداخت الکترونیک سداد
8 

 https://ikc.shaparak.ir کارت اعتباری ایران کیش
9 

 https://fcp.shaparak.ir فن آوا کارت
10 

 https://mabna.shaparak.ir مبنا کارت آریا
11 

 https://ecd.shaparak.ir الکترونیک کارت دماوند
12 

 https://sayan.shaparak.ir سایان کارت
13 

 


