.:;l:ﬂ.bl.g_,ghés\:-l.blﬁJlaJljg
whslesleUbl g gls ylojluw
9 daJed slad cudl Gglzre
Oledb!l Jolus

L .. P
a5

=Salond g dlas!l Co pae I 40
&1 GLl sbaolos ) Olles

iy 290 o Is8lay Bw o S e2d (o Ramgs

Rl (B8

R SUL A 98
) S5 o e
VRV YYY ) g s
wole S (GOl

VIV, — yad sl (UL g (mjoe 9l o555 (s — S e (LS (ol 08 u

71 o
cert.ir v‘}:: YV AMBYYSE !% (YY) AMVVOVYE ﬂ
wr



Clae Cuw b =3

\ dsdie )
\ Srdyoenl Ols ¥
) s A 18 Baa |y WS glo piwew BPFDOOr - Y-)
Y e e e R ettt ool sl A a4y Y-V
e e e e oo Jlgpld 505 je0 V-V
00000 OO U OO OO OO O PO OO OO OO OOSRORSSSR OO lolil g oljgiws V-
2 b cos Yparme ¥

q x)é.gl.&o 4




\ sty S o I8l Bas (S e sl piew
|

dodde )

oo S50 5 S Deep INstinet olSiule ;T Lawgs 13 BPFAOOT 5l oais (5155 5 aya Shls' IS
ol g b Jasdljsiws 8l o glp Jsore,me o9, Berkley Packet Filter sl oolaiwl .8 5 1,3
@5y Oeed 3l 999,050 S8 (699,9 SEI5 50 Jls b slacusgame jlas el il ul lawgs oLl
el lag 0 (Red Dev 18) Red Menshen « 158l () .casloas (5,135 BPFdoor

Srdyewl Ol Y

s aliiie jsb 4 a5 ol Jlo iy 5l i BPFAOOF ol ay cosl oo atS T3 a5 (g 15800,
A Sl WSdgf S g sty 0 S BPFDOOr el ools )18 Gaw o590 1) e Vg 5 S 92
oy 0330 | olSsd S b gl ate S o] dtwg 4,90 oy 51U ams o ojlxl suags Jelge
W55 e 5 055 gt Lol plb L 1y o Blycsos ) Lo yss 55 Sl s (53l 33 ol S gy ol
Mo g LS 1o cwgwls sl Jloasl g1l @ 1) 1 a5 e zwl g 0 IP ool o &l jgiws 4

a2 oo 1,8 Baa |, S eid s e BPFDOOr Y-

s BPFAOOT «sloass Lok L3 a5 pladae g baaSies [0 S (Vs o jlal ol G sl sl
wploe &5 0SS o Gmed gl ax o j0 aS Ciwl WSeid aitre g oulbdis il S (Jaiie Sy o)
g 039l (riile S 0l 05bgd (28,5 I8 s (byme 50 3l e (SYsb Dide sl Wil e

ol (pl 45 s sl 6,15 e ool 0L g b s 0,5 >k s 4 lax) s BPFdoor
308 el o ¢ slolid pae Sae SYsb 6 Bwb 5l olaabl sl

@ole s gaaib sl € yole 5500 ay latie i () (Sgime 9 g0le Goi 4lS



Y S5y 558
|

“New stealthy” 2023 variant “Old” 2022 variant
Encryption Static library encryption RC4 Encryption
Communication Reverse-Shell Bind shell and iptables

No hardcoded commands - all commands are
Commands ! Hardcoded commands
sent through the reverse-shell

Filenames Not hardcoded Hardcoded
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/sbin/udevd -d

/sbin/mingetty /dev/tty7

Jusr/sbin/console-kit-daemon --no-daemon

hald-addon-acpi: listening on acpi kernel interface /proc/acpi/event
dbus-daemon --system

hald-runner

pickup -1 -t fifo -u

avahi-daemon: chroot helper

/sbin/auditd -n

Jusr/lib/systemd/systemd-journald
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Signal Number Signal Name Signal Description
: SIGHUP SIGHUP ("signal hang-up") is a signal sent to a process when its controlling terminal
session is closed
i SIGINT SIGINT (“signal interrupt”) is a signal sent when a user interrupts a program (Ctrl +
! O
3 SIGQUIT SIGQUIT is a signal sent to terminate a process
13 SIGPIPE SIGPIPE is a signal sent when a pipe breaks.
17 SIGCHLD SIGCHLD is a signal sent when a child process exits.
- SIGTTIN SIGTTIN is a signal sent to a process attempting to read from the same terminal
1 1
: session and is blocked.
SIGTTOU is a signal sent toa process attempting to write to the same terminal
23 SIGTTOU i
session and is blocked

55 033 Cal 35 530 45 Jole g (50 JUiSes =4 JS5

«("X44x30XCDXIFXSEX14x27x66") " Lsolx" ol allis o slp (695,5 S8l p ol slp
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Child process "
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( (DWORD)recvfrom(fd_sock, recved_buff, @

ed_bu?f:lil;

) )&recved_buff[ve + 14];

byte)recved buff[vd + 26]

-J.-lp_u]l.:nnE,[ (DWORD *
uleng(* ( DWORD

sl ol alls Jlss 4 -0 JSis
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Sniffing using BPF

v

Find the "Magic” byte sequence:
"X44\x30\ X COXOF XSE X 1412 T\x566"

v

Estabiishing
a revese encrypled connection to the C2 details
parsed from the magic packet
-

A 4
et

Send ">>"1p C&C,
This serves as a

Receives a
command from
the CAC

&
2)

“exit”

v
=)

o,‘ -
E!ﬂ

Exit the lcop and Anything edse than “ed fpathoider

terminate the gl e "o will Call char and
BESSION execute he change the curment
cormmand warking drectory ko

- "3 “padhfodier”

1 I‘ d‘l
Send the cufowt Send "[-] Execute
back 1o the command failed” back 1o

C&C the CAC

Wait for the nexd

Slhles Jloges - IS
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[1] https://cybersecuritynews.com/bpfdoor-targeting-linux-systems/

[2]https://www.bleepingcomputer.com/news/security/bpfdoor-stealthy-linux-malware-
bypasses-firewalls-for-remote-access/
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