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Change Authentication X

For applications that don't require any user authentication.
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I Work And School Accounts

) Windows Authentication
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Change Authentication X

For applications that authenticate users with Active Directory, Micresoft Azure
Active Directory, or Office 365.
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S Learn more
O Individual User Accounts Cloud - Single Organizaton ~~ ~ @
® Work And School Accounts Domain:
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() Windows Authentication

Directory Access Permissions:

[ "] Read directory data €)

@ Meore Options
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<appSettings>
<add key="ClientValidationEnabled" value="true"/>
</ appSettings>
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@{ Html.EnableClientValidation(false); }
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public ActionResult Edit ([Bind(Include = "Name,
Password")] User user)

ol User < o oly> 4 model binder L. Password ; Name  olgs Las Jle ol o
gl o0
D9l (oB3,lake duhw Cendd b Wil o TryUpdateModel 1545 aie Edit ae jo plp ogdle

if (TryUpdateModel (user, includeProperties: new[] {
"Name", "Password" }))

{
// todo: Edit record

return RedirectToAction ("Index") ;}
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public ActionResult Edit ([Bind (Exclude = "IsAdmin") ]
User user)
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if (TryUpdateModel (user, excludeProperties: newl[] {
"Name", "Password" }))

{
// todo: Edit record
return RedirectToAction ("Index");
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[Bind (Exclude = "IsAdmin") ]
public class User{
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public class User

{
public string Name { set; get; }
public string Password { set; get; }
[ReadOnly (true) ]
public bool IsAdmin { set; get; }

}
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<div>This is a nice
post</div><script>src=http://hackingsite.com/badscri
pt.js</script>
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<httpRuntime targetFramework="f.ns.\"
requestValidationMode="Y.."

encoderType="System.Web.Security.AntiXss.AntiXssEnco
der" />
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using System.Web.Security.AntiXss;

slaosls Laes a5 WVIEW;| oad ouils S5L polie 38,5 slp JuS slocpast (F al> o
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public ActionResult SaveData (FormCollection form)
{

comment .UserName =
AntiXssEncoder.HtmlEncode (form["username"], false);

comment .UserComment =

AntiXssEncoder.HtmlEncode (form["usercomment"],
false);

}
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:@Ajax.JavaScriptStringEncode saus oS ol ) oolisl  V-Y-F
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@if (!string.IsNullOrWhiteSpace (ViewBag.UserName) ) {
<script type="text/javascript">
S (function () {

var message = 'Welcome,
dAjax.JavaScriptStringEncode (ViewBag.UserName) !';
</script>

}
ANtiIXSS albls 5l eoliwl  Y-Y-F
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@using Microsoft.Security.Application
@if (!string.IsNullOrWhiteSpace (ViewBag.UserName)) {
<script type="text/javascript">

S (function () {

var message = 'Welcome,

@Encoder.JavaScriptEncode (ViewBag.UserName,
false) !';

})
</script>
}
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HtmlSanitizer f-¥
xo> HTML o 6 odgs s HTML s G (v, a1, HTML Sanitization

L 2,8 dawgs oy asl)) HTML oS ja wilgs o o] 3 cpl 8,00 0 a5 1, (el slocSs s 4™ ol
S edaslxe Cross-Site (XSS) cos Sl oMo ol 0
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using Ganss.XSS;
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el aimed g A5 o i |y dkde Cand b sl oSS e a5 DefaultAllowedTags
WS o i |y S o ooliiul sl lxe sla S ads” a5 DefaultAllowedAttributes

public static HtmlSanitizerResult
HtmlSanitizer (string html)
{
var sanitizer = new
HtmlSanitizer (DefaultAllowedTags,
allowedAttributes:DefaultAllowedAttributes);

var result = new HtmlSanitizerResult ()

sanitizer.RemovingTag += ((s, e) => {
result.HasRemovedTag = true; });

sanitizer.RemovingStyle += ((s, e) => {
result.HasRemovedStyle = true; });
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sanitizer.RemovingAttribute += ((s, e)

=> { result.HasRemovedAttribute = true; });
result.Html = sanitizer.Sanitize (html);
return result;

private static readonly ISet<string>
DefaultAllowedTags = new
HashSet<string> (StringComparer.OrdinalIgnoreCase)
{

nan,

"abbr",

"address",

"area',

"b"

private static readonly ISet<string>
DefaultAllowedAttributes = new
HashSet<string> (StringComparer.OrdinalIgnoreCase)

{

“abbr”,

“accept”,
“accept-charset”,
“accesskey”
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Using Vereyon.Xss
var sanitizer = new HtmlSanitizer();
sanitizer.Tag("strong") .RemoveEmpty () ;
sanitizer.Tag ("b") .Rename ("strong") .RemoveEmpty () ;
sanitizer.Tag("1i") .RemoveEmpty () ;
sanitizer.Tag("a") .SetAttribute ("target", " blank")
.SetAttribute ("rel", "nofollow")
.CheckAttribute ("href",
HtmlSanitizerCheckType.Url)
.RemoveEmpty () ;
string cleanHtml = sanitizer.Sanitize(dirtyHtml) ;

\Lsz.,“lmoﬁ Cewle® 0 2> o)
Colo S5 ol 5o a8 adl o Bl Sloj wigds oo axslits 55 XSRF 6L L a5 s g45 0
J.SLSAUQDLNA‘)CSRF 641.49

Dg o O,lg WWW.EXAMPIE.COM colu a5 Cugn 5l o8 0,5 1 b 5l )5 S5 =)

ol Cuge 5l (S5 Sofels S Gl S oo (bl | )5S T
S 9l oyt Lol 0 (0,8 S (e il o P ol SOl 8 ol 1 al Z )5 e

<h\>You Are a Winner!</h\>

<form action="http://example.com/api/account"
method="post">

<input type="hidden" name="Transaction"
value="withdraw" />

<input type="hidden" name="Amount" wvalue="\)ec.... "/>

<input type="submit" value="Click Me"/>

y Cross Site Request Forgery(CSRF)

)


https://github.com/Vereyon/HtmlRuleSanitizer
https://github.com/Vereyon/HtmlRuleSanitizer
http://www.example.com/
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@using (Html.BeginForm ("Register", "Account",
FormMethod.Post, new { (@class = "form-horizontal"
1))

{

@Html.AntiForgeryToken ()

}

F el 0o 00,91 Hles Sy LML 28 5 oS wges

This will output something like the following:
<form action="/Account/Register" class="form-
horizontal”" method="post">

<input name="  RequestVerificationToken"
type="hidden"
value="sK-JeZQqgjaazgtWMaSYPXHhng-CoEWrpE MWyiajpmDPK

LYrjSoUpQAhEYoo\" />

<!-- rest of form goes here -->
</form>
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http://www.example.com/
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25,5 JLo,JHTTPS canlgs s sl ol ks « SSL saslialss 5l oslazul L @
&S Wgh eebas emu Web.config .o HttpOnly 4 Secure slag>, o
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<system.web>

<httpCookies httpOnlyCookies="true”
requireSSL="true” />
</system.web>
<authentication mode="Forms”>

<forms .. requireSSL="true” />
</authentication>

Over posting \
I8 60959 slep S 9, » s> &S pladae o Shy (05 n Cu e B (b e )0 0SS (0
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public class Person

{
public int ID { get; private set; }
public bool IsAdmin { get; private set; }
}
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public async Task<IActionResult>
Create([Bind("First,Last")] Person person)

AutoMapper ;| solaxwl  Y-)-V
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public class Customer

{
public string FirstName { get; set; }
public string LastName { get; set; }
public string Email { get; set; }
public Address HomeAddress { get; set; }
public string GetFullName ()
{

return string.Format (“{:} {\V}”, FirstName,
LastName) ;
}
}

public class CustomerListViewModel

{
public string FullName { get; set; }
public string Email { get; set; }
public string HomeAddressCountry { get; set; }

08,5 slul il (oS g0 (o b lacol AUt Mapper  l eslacul sl

Mapper.CreateMap<Customer, CustomerListViewModel> () ;
LS e eSS cUStomer IS 5l ceead @ |, Viewmodel 1 caald 5 gm0

IList<CustomerListViewModel> viewModellList =

Mapper .Map<IList<Customer>,
IList<CustomerListViewModel>> (customers) ;
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CustomerlListViewModel viewModel =
Mapper .Map<Customer,
CustomerlListViewModel> (customer) ;
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http://www.fullsecurity.org/file.php?redirect=http:/
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private bool IsLocalUrl (string url)

{
if (string.IsNullOrEmpty (url))
{
return false;
}
else
{
return ((url([-] == '/' && (url.Length ==\ |
(url[V] != '"/'" && url[V] != "\\"))) ||

// "/" Or "/fOO" but not "//" Or "/\"
(url.Length > \ &&

url[+] == "~'" && url[\] == '/"));
// ",V/" or ""’/fOO"
}

Sgesoslaiwl lgi oo UMl ool o )15 colos 5l 8 S 50 5 e

if (IsLocalUrl (returnUrl))

{

return Redirect (returnUrl);
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ol e Gy Oy Wl 5 a5 sn o))l <505 ELMAH, NLog or logénet

3o alyr ELMAH 550 10 i Gl pw)yp a dalsl o 0,5 solarul
ool ASP.INEL slaasl p soiscu pow slalhs el beyw ¢ o551, Josle <o ELMAH

031003l SO 48 XMI L1 <5 )0 )9 abidls> jo 1) aslip (oniicy paw lalhs oles Jgile op!
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28,5 «8lsl WEB.config LG

<elmah>
<errorMail from="suchit@elmah.com"
to="suchit.webmyne@gmail.com"
subject="Error - ELMAH demo - Suchit Khunt"
async="true" />
</elmah>
<system.net>
<mailSettings>
<smtp deliveryMethod="Network">
<network host="host address" port="port
number" userName="your username" password="your
password"/>
</smtp>
</mailSettings>
</system.net>
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<elmah>

<errorLog type="Elmah.XmlFileErrorLog, Elmah"
logPath="~/ElmahLog" />
</elmah

il 03Y 55 Slogdais plodl 08,50 1053 0oloolGl o lallas wolgdu a5 S50 4o

<elmah>

<errorlLog type="Elmah.SqglErrorLog, Elmah"
connectionString="DBEntities" />
</elmah>

ol 00 1,3 dloosloolsly g 09 oy a5 el Jlasl o6 DBENLILIES (598 o5 o

<connectionStrings>

<add name="DBEntities" connectionString="data
source=server name;initial catalog=database
name;persist security info=True;user id=your
username;password=your
password; Trusted Connection=True" />
</connectionStrings>

Asp.Net MVC s coisl ogoe cod S> VY
el 50,050 Jolis 08,5 Cole, b ASP.NEL MVC 039, 10 10 a5 Sl ogos o S
htaccess L6 o HTTP sloanlw o S ks Y=Y
dni ool 31,5 9 XSS QM}\GISBL?QJ&.?J@\WM&Y&:CSP oy o

Header set X-Content-Security-Policy "allow
'self';"

W05 o oo gaisls Sl e cglaisls (o lsl> sleas gl sl aile jeiws oyl
Content-Type-Options oz 1, o

MIMIE , s oMe> il ,o INTERNET XPLORER 3,56 5l sl o
S o cladloe

Header set X-Content-Type-Options "nosniff"
X-XSS-Protection o1, .
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&S o
Header set X-XSS-Protection "\; mode=block"
X-Frame-Options o], J
S oo 6 S slr CORF e 595 51 398 oy
Header set X-Frame-Options DENY
29 9 S o ole Sledbl ab A Sl Gl e jepm b ply Sl 25 slojue Bi> L
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protected void Application BeginRequest (object

sender, EventArgs e) {

var app = sender as HttpApplication;

if (app != null && app.Context !'= null) {
app.Context.Response.Headers.Remove ("Server") ;
}

}

X-Powered-By as 1,0 B> Y-Y-\Y
S aslol web.config Lt ol u5 a8 o] B>

<httpProtocol>

<customHeaders>

<remove name="X-Powered-By"/>
</customHeaders>
</httpProtocol>
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Asp.Net MVC (Y+1A) s col ‘Jﬂ@gﬁ

X-AspNet-Version sl ,w dd>  Y-Y-\Y
JJLQ o Cowl oolazwl 3,90 ASP.NET R W 60&;.;50459.& as MT).“: U"‘ RS LS‘)-?
CawS o)ls |y 5 ol ews Web.config

<system.web>
<httpRuntime enableVersionHeader="false" />
</system.web>

X-AspNetMvc-Version sl ,w i f-Y-\Y
LoS ol 1y 5 s application start b s 408,556 1, GLObal.asx L

MvcHandler.DisableMvcResponseHeader = true;
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