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Aledd i sliw Metron (sl oS cul 5 slaolaiy Jols Sl

(Zookeeper L) Kafka e

HBase e
Storm e
Elasticsearch o
Kibana e
HDFS e

B I e
-/L:iLN LS)‘JU‘e\)j g_,.,a_, |) LQQT "\3“‘5‘"@ Ach\;\w;)\]; d}ﬁ)T 340 ;\Jﬂ) L;Law

Docker version 1.12.0 e
Docker-machine version 0.8.0 e
Docker-compose version 1.8.0 e

tbol e 3 b 5l Metron el )

e $cd SMETRON_HOME
e $muvn clean install -DskipTests

) S Sl b 2l wlis 5 Olgee sl Y

e $export METRON_DOCKER_HOME=$METRON_HOME/metron-contrib/metron-
docker

e $cd SMETRON_DOCKER_HOME

e $ /scripts/create-docker-machine.sh

Sl Ol 5w sl g5 4S o8 8 .S s sl |, "metron-machine” ol 4 Obse VL s X

b ommﬁﬁ;\;hwgbﬁfﬂsuﬂ Il a8 55 8 ctadae eS|l 1 Obsas ol 5o
e  $eval "$(docker-machine env metron-machine)"
« |, BROKER_IP_ADDR o> jldis (oS s oslizel l>s docker-engine .2 51 S1 .t

Aarled ol 555 Ol edle IP ]

soa il uﬁj)
Ad el b el o8 e g Jol e S

JJA‘VJ" LSL‘&‘J?-"“")" A

e $cd SMETRON_DOCKER_HOME/compose/

Yy



lalllel 5 1508 g =iz, | 2 g
whslalelbl g jglidwlsjlw

Apache Metron o g > (sdu Ko 9 ol (g 2 o P 20 ‘éﬂbﬁﬁ

docker- LG ;5 W s o35 8 o J xS dOCKEr-COMPOSE | 5iws Laws 5 S1s Jams 4 2 Y

b el s ses e g% 5 ol sl Jbe Olgsas 55 8 o 3L compose.yml

e $eval "$(docker-machine env metron-machine)"
e  $docker-compose up -d

:MJ@&L&;‘)L@M}ﬂ&W}ﬂ})}M} Y

e  $docker ps --format 'table {{.Names}}\t{{.Status}}'

e NAMES STATUS

e metron_storm_1 Up 5 minutes

e metron_hbase 1 Up 5 minutes

e metron_kibana_1 Up 5 minutes
e metron_kafkazk 1 Up 5 minutes

e metron_elasticsearch_1 Up 5 minutes

Db o ool il oo Do se 4 S Ol 9, DMt Gl 3l i gls g U E

$ docker-machine Is
NAME ACTIVE DRIVER STATE URL SWARM DOCKER ERRORS
e metron-machine * virtualbox Running tcp://192.168.99.100:2376

v1.12.5

id 55 oy e 4 WAPL 5 (1S Ll (30, 192.168.99.100 Ol s IP sl a50T L5 5L 0

e Storm - http://192.168.99.100:8080/

e HBase - http://192.168.99.100:16010/

e Elasticsearch - http://192.168.99.100:9200/ plugin/head/
e Kibana - http://192.168.99.100:5601/

e HDFS (Namenode) - http://192.168.99.100:50070/

:JJJ§L5° slsl - a.,\...s‘\.ifn'; w% A

e $cd SMETRON_HOME
e  $mvnclean install -DskipTests

5,8 ol! Storm Olanly 4 e diSa soed sdome (g5lwesly Hshieas 5 Ol stws gl 1V

$ cd SMETRON_DOCKER_HOME/compose
$ docker-compose down

Ye

y


http://192.168.99.100:16010/
http://192.168.99.100:9200/_plugin/head/
http://192.168.99.100:5601/

)
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<ulis
whylelelibl g sgls ol

e  $docker-compose build storm
e  $docker-compose up —d

g e el 3 s L cONtainer « Jlasl A

e $cd $SMETRON_DOCKER_HOME/compose
o  $docker-compose exec kafkazk bash

4 gad 0303 2 b 3l S sl A

ol Kafka/Zookeeper oliiy sdme ctle 5 /kafkazk/data .o ;s osls LU sbwl 51 s

e $cd SMETRON_DOCKER_HOME/compose

e $ printf 'first test data\nsecond test data\nthird test data\n' > ./kafkazk/data/TestData.txt
e  $docker-compose down

e  $docker-compose build kafkazk

e  $docker-compose up -d

LS o o3l |, Kafka/Zookeeper « L, .« container s> < esls LB YL s

1l o OL > Kafa Topic J3be s Waesls 55 55w b

e  $docker-compose exec kafkazk ./bin/produce-data.sh

e Usage: produce-data.sh data_path topic [message_delay_in_seconds]

e  # Stream data in TestData.txt to the 'test' Kafka topic at a frequency of 5 seconds
(default is 1 second)

e  $docker-compose exec kafkazk ./bin/produce-data.sh /data/TestData.txt test 5

s 4 o ol yon Bro 5 Suid osls L Kafka/Zookeeper ol

e  # Stream Bro test data every 1 second

e  $docker-compose exec kafkazk ./bin/produce-data.sh /data/BroExampleOutput.txt bro

e  # Stream Squid test data every 0.1 seconds

e  $docker-compose exec kafkazk ./bin/produce-data.sh /data/SquidExampleQutput.txt
squid 0.1

:Zookeeper ;> bk (6,148 ,0 N.

$ docker-compose exec kafkazk bash

# SMETRON_HOME/bin/zk_load_configs.sh -z localhost:2181 -m PUSH -i
$METRON_HOME/config/zookeeper

# exit

$ docker-compose exec kafkazk bash

Yo
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# SMETRON_HOME/bin/zk_load_configs.sh -z localhost:2181 -m DUMP
# exit

Lg)jlj..j.? o pde N

Wgad Lom 4 3 50 aS o)y sy by Sl s Ol Ll s 51 SKpn ;,&Sjsj@fio&al

iS4 o0 s s s gars Sl Co SRl S5l el S s oL

docker-compose exec storm ./bin/start_docker_parser_topology.sh sensor_name

(Sl Sid s pat

docker-compose exec storm ./bin/start_enrichment_topology.sh

ngl_)fu.a;-l....: L;jjlﬁ}.? @Jw

docker-compose exec storm ./bin/start_elasticsearch_topology.sh

(Sl S5 A

docker-compose exec storm storm kill enrichments -w 0

2%4{%&)}&@)?&&&‘)2‘

$ cd SMETRON_DOCKER_HOME/compose
$ docker-compose exec kafkazk ./bin/produce-data.sh /data/BroExampleOutput.txt bro

ZKafka BE Hﬁ &'.'. )‘ osleial Lrﬁuﬂ;- Lf“)‘)

$ export METRON_DOCKER_HOME=$METRON_HOME/metron-contrib/metron-docker
$ cd SMETRON_DOCKER_HOME/compose

$ docker-compose exec kafkazk ./bin/kafka-console-consumer.sh --zookeeper
localhost:2181 --topic bro

Bro oliSas 5 5555 5 gar (CONSUMEN) oS b 2o O3,y 3

$ docker-compose exec storm ./bin/start_docker parser_topology.sh bro

Topic ..L oL > Kafka Lo slatopic 4 5 bro sacSe = (595 5 G b 31 sl Bro ool

133 8 sl S5 55 jsbar ol ile 28

$ docker-compose exec kafkazk ./bin/kafka-topics.sh --zookeeper localhost:2181 --list
bro

enrichments

indexing

Kafka (g3l & topic ;s Bro edie =5 osls o )ly

Al
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docker-compose exec kafkazk ./bin/kafka-console-consumer.sh --zookeeper localhost:2181
--topic enrichments

NP PR &

docker-compose exec storm ./bin/start_enrichment_topology.sh

Kafka (¢ ,108 2L topic ;s Bro s o esls )l

docker-compose exec kafkazk ./bin/kafka-console-consumer.sh --zookeeper localhost:2181
--topic indexing

1SS et ls S5 p

docker-compose exec storm ./bin/start_elasticsearch_topology.sh

sl il WG Elasticsearch container s sl sds o8 Bro esls

$ docker-machine Is

NAME ACTIVE DRIVER  STATE URL SWARM
DOCKER ERRORS
metron-machine * virtualbox Running tcp://192.168.99.100:2376 v1.12.5

$ curl -XGET http://192.168.99.100:9200/_cat/indices?v

health status index pri rep docs.count docs.deleted store.size pri.store.size
yellow open .kibana 11 1 0 3.1kb 3.1kb
yellow open bro_index_2016.12.19.18 5 1 180 0 475kb 475kb

Apache Metron ,f ,al  Y-0

1305 axrl e 3 sl 4 Ol e MEBtron Cilisus slaasens 4 oo 2w (&l 5

http://metron.apache.org/documentation/#releases

13505 (goMlely IS5 Sy aw 4 |y, Metron Ol e
Vagrant ¢ § <G (g5 peile cuai oLl Ansible =
Ambari Blueprints ;i sslizel L AWS (55, 5 coad _ulul 5555 SLlS 6 SV L Ansible =
s AWS API

Ambari co e S IS s (g, Metron 85 S Cas

! K—Mﬁ-’ JJL; j") 6@.&;9:4 BE) Metron

\n%



gt A Apache Metron o g > (sdu Ko 9 ol (g 2 o P 20 p shly 859

whslalelbl g jglidwlsjlw

Dev VM Install  \-Y-o¢
a3k sbaad fe 4 5L Virtualbox g5, s 1t BB (5lme Ol 55 2 2 12 Metron
CoUES A w5 B I & IS sl a0 0l (sl Lo puart 5 Olss 535 5 LOT &S
&S .Cwl 3 4> 5o github.com > Ubuntu 14.04 , CentOS 6 (ans 33 Sl s Jandly s 5l aladl~

g Ll Ubuntu 14.04 0 coe Slbes 5 218 opl o
Bl el el 2 “L.ﬂj6@@9;};&L;;Lﬂeslﬁ.ApacheMetron6&;md§w,>

e Ansible (2.0.0.2,2.2.2.0, or 2.5.0)
e Docker

e Vagrant 2.0+

e Vagrant Hostmanager Plugin
e Virtualbox 5.0+

e Python 2.7
e Maven 3.3.9

GCC il CH+ L 5l LLas o

ales |l el sla o bt Slael ol gl 1) 25 o Sl

metron-deployment/scripts/platform-info.sh

5 500 | > rlfprl_?d:m{p Ly 53 J=le opl sls 5,05 Homebrew o5, 4 5L MacOS (¢, » ozl
S el OF ol (sl Joall s2es | Homebrew oz )

aled |l 5L 5550 slaslnl coas gl Jbs 5 55 1 o5 Slsas Y

brew cask install vagrant virtualbox docker
brew cask install caskroom/versions/java8
brew install maven@3.3 git

pip install ansible==2.2.2.0

vagrant plugin install vagrant-hostmanager
open /Applications/Docker.app

Metron (s ;Luesly

233 5 (s ilwesly Metron Y

cd metron-deployment/development/ubuntul4
vagrant up

YA
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:xﬁ@lﬁ\abﬁswMQ)Jgjljiu\.,\;iL.éu\:U;}gﬂj Ol g

vagrant provision

Metron .,
235 axxlye 25 mbe 4 Aache Metron Lo Lo o) sl

Metron Alerts =
Ambari =

s e Olge 4w SSH (5 b 51 5 s gl 21 L

vagrant ssh

Metron L ,I8° S,

$las gozma L (65,3 Ansible o= s sdms gl >l 4 5L L m.mw‘l: GL:A 4l sde gl e dle

LS o S w5 5T ()8 Laly 5 a3 ged a1y baadlge 4S5 5 st il 5 i) & i s |

. run_ansible_role.sh web

vagrant --ansible-tags="web" provision

LA;,.W:;J_» )\ oaleiul

Jrun_ansible_role.sh "sensors,enrichment”

MJJ‘G‘)HJL&M‘JJwWé}ﬁJ}LﬂJ

e hdp-install - Install HDP

e hdp-deploy - Deploy and Start HDP Services (will start all Hadoop Services)
e sensors - Deploy and Start Sensors.

e enrichment - Deploy and Start Enrichment Topology.

1S o | >l environment . L |, Vagrant . s

Jrun_enrichment_role.sh

0 g3l Gl 5 03, JS sl

$ mvn clean install

I O 9 Jl.?gi\

$ mvn clean install -DskipTests

¥4
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HDP L, 5 L sl

$ mvn clean install -PHDP-2.5.0.0 J

:Metron 5,5 5,158 sl > 5 sl

$ mvn clean install
$ mvn site site:stage-deploy site:deploy

05050 Ok S gl

$ mvn clean install -DskipTests site site:stage-deploy site:deploy

Ubuntu s, »0.3.1 a5 Metron cwai Y-Y-0
Vagrant L« § <G (gilme ile 5 Debian L Ubuntu s, 2 0.3.1 aseud Metron oz iz ol s
Lr UBUNEU OL 50 (1 b Jonly g2es A 03l e 5 1l 3 45 6 S 0lan 35 8 o o (25 Ambari
Sle cpile oai slaan Vagrant 5l ol sies ol s |21 LG 50 CentOS s alise <l s
L alin QLS 5 eap 1l L6 55 Debian Joleorow 53 Slsiws ool S o Slniy 85 S
S ske mle el .ol Ubuntu

Vagrant gjlee cpuile 4 bl CoLKS Yo olazs| e

o Sz SUES Ve e

CPU s ¥ o
LaJ;iTJ.éd;ﬁdsl:..é\)lS}\gﬁmw|&iudél5Uo\l»i.ébb\.lﬁjf@\o&.a):asctwl{@
:wlcfid,\gyﬁair\f@(lf&\f.»ﬁ

Pip s )

sudo apt-get install python-pip python-dev build-essential
sudo pip install --upgrade pip

(centos (Ubuntu) virtual box .= .Y

sources. List L6 20,5 X

sudo vim /etc/apt/sources.list

(R bl s 5 b 93 054580 (@
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# for virtual box
deb http://download.virtualbox.org/virtualbox/debian xenial contrib

C)J}-)Jﬂueﬁ}s (b

wget —q https://www.virtualbox.org/download/oracle_vbox_2016.asc-O- | sudo apt-key add

wget —q https://www.virtualbox.org/download/oracle_vbox.asc -O- | sudo apt-key add -

:Oracle Virtualbox .= .0

sudo apt-get update
sudo apt-get install virtualbox-5.0

sudo add-apt-repository ppa:webupd8team/java
sudo apt update
sudo apt install oracle-java8-installer

Vagrant .= .V

Version issue:

1.8.1 -> Plugin issue, can not download the plugin

1.8.5 -> Authentication issue while connecting to vmbox
Default apt-get install vagrant will give v 1.8.1

2 oFs LYAY VAN a5l e ases e s s (@

waget https://releases.hashicorp.com/vagrant/1.8.x (replace x with the desired version)

Maven .2 A
ansible .2 A
Syh o Slaiametron Lo o VoY s s @@
St b aS s 55 50, Sladin 4 by e glallax ol (S sible s 0Ly s (b

el = LB
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sudo apt-get install python-pip python-dev libffi-dev libssl-dev libxml2-dev libxslt1-dev
libjpeg8-dev zliblg-dev
For Centos this should probably solve it

CentOS ¢l » (C

sudo pip install -U setuptools
sudo pip install distribute

S eslial i3 s 513,58 S1agla | | ansible s siws 45 1S e (d

sudo yum install gcc libffi-devel python-devel openssl-devel

v\ans oaleul j'.’.).)}"”""'; )‘ Q)}.ﬂd‘f}b (e

yum search python | grep -i devel

:V\c;smla;:\)Mavenj\jl;-M (]

mvn -v in terminal should show the maven path
Edit /etc/environments

Add: JAVA_HOME="java path"

Add: MAVEN_HOME="maven path"

Mw‘ﬁ‘ﬁ)ﬂ“‘)‘bejﬁﬂ AR

https://github.com/apache/metronNow build the packages and launch the Vagrant VM:

.L.S oaleul j‘.'.) Qb_}:.wb )‘ Baed (a

cd incubator-metron

mvn clean package -DskipTests

vagrant plugin install vagrant-hostmanager

cd metron-deployment/vagrant/(select the module you want to run)
vagrant up

S |l 2 sd ol alpe K Losylge ST

vagrant provision (multiple times)

A
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el S8l 1 5 el a3l el b e o S Y
33,5 1 >~1"node 1" ol e « Vagrant gl poile @
AL e zes 5 /http:/inodel:8080 . sl L S5 ,e 53 aewl Ambari e
AL e zes 5 /http:/inodel:5000 . 3T L S5,6 53 ol Kibana e
AL ez 3 /httpi/inodel:2812 . sl L S5 56 53 iewl MoNit e

el Ll 1 5 Ol g 3,55 el 1 i 5550 65l L o3 ,SS LIS Monit 310y

vagrant ssh
sudo vi (or nano or vim) /etc/hosts

.J\...f:L.vL;a@9:.445.)\.:.3[.3.3bﬁ‘}JA&M%L{QTLQYL%M)JJ.:;SJQ\)&GAS&&A (a

127.0.0.1 localhost

L;'I...»:)JA..:‘.;’I....,.&L: OlAS s 9 pn g.L..I:LaUa:—QJJ\.’j‘j;-‘ &SUJVMMJ}bA ASL;‘)},&)J Ne

LY


http://node1:8080/
http://node1:5000/
http://node1:2812/
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[1] https://metron.apache.org/current-book/index.html
[2] https://wiki.apache.org/incubator/MetronProposal
[3] https://hortonworks.com/blog/solving-cyber-security-quagmire-prism-big-data/

[4] http://www.hackinclude.com/introduction-cybersecurity-warheads,

[5] https://community.hortonworks.com/articles/26731/apache-metron-vs-opensoc-2.html

[6] https://github.com/apache/metron

[7] https://hortonworks.com/blog/20-questions-big-data-cybersecurity-experts-apache-
metron-webinar-recap/

[8] https://cwiki.apache.org/confluence/display/ METRON/About+Metron
[9] https://archive.apache.org/dist/metron/0.4.1/site-book/metron-deployment/vagrant/full-
dev-platform/index.html
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