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Azronis

Aegizlab

Alibzba

Securafge AFEX

Buast

Awira (no cloud)

BitDafendarThata

CAT-QuickHaal

Comodo

Cybereazon

Cyren

Emsisoft

eScan

F-Prot

Fostinet

karus

WT Antivirus

Kaspersky

A,

MeAfee-GW-Edition

Panda

Rising

Sophos AW

SUPERANt Spyware

TACHYOM

TrendMicro-HouseCall

ViRobat

ZoneAlarm by Check Point
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{1} Ransom:Win22/Phoenix. 182a7d04

(1) Win32:Malware-gen

) TRICrypt XPACK Gen

) Gen:Trajan. Haur. FU.duN@=80JSf

Ganaric A2

32/ Gal

(1) Trojan-Ransam.Phobas

HEUR: Trojan. Win32.Generi
= (@i Score=50)
Behaveslike Win32.Genaric.g

Ransom.Phoanix!1.5C23 {CLASSIC)
TroPhobos-B

Ransom.Phob aran
RznsemV3Z Fhc 712

) Ransom.Win32 CRYSIS.SMA

rojan Win32 Ransom 51712 4

(1) HEUR:Trojan.Win32 Generic
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Ad-Aware

AhnLab-V3

AlYac

Arcabit

VG

BitDefender

Blkav

Clamay

CrowdStrike Falcon

Cylance

Driveb

Endgame

ESET-NOD32

F-Secure

Ghata

Jiangmin

KTGW

Matwarsbytes

McAfee

Microsoft

Palo Alio Networks

Qihoo-280

SentinelOne (Static ML)

Sophas ML

Symantec

Trendhicro

WBA3Z

Webroot

Tencent HABD
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") Trojan.Ransom.Phobos.F
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https://www.virustotal.com/gui/file/925a5344e9f7b734eaca5bd0b1510881613522f29d05d897985fcee99daa3fcc/detection
https://viruskav.cert.ir/#/result/847585
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Dangerous ey
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Trojan.Ransom.Phobos.F “ gdata
Dangerous SE
Win32:Malware-gen|PE3-6FDOB3FE000021053041 71DBDCF75E58|troj;Win32:Evo-gen
Dangerous clamav
Win.Dropper.Sodinokibi-7133780-0
Dangerous YRS
TR/Crypt XPACK Gen
Dangerous immunet
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Dangerous T
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Dangerous eset
a variant of Win32/Filecoder Phobos.C trojan
Dangerous windefender
RansomwWin32/Phoenix. BW
Dangerous .
Dangerous
Trojan.Encoder.29362 “ drweb
Dangerous trustport
Trojan.Ransom.Phobos. F P
Dangerous -
Malware-gen 9
Dangerous winessentials
RansomWin32/Phoenix.BW
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[E=%Eon
@U'| . v Computer » Local Disk (D:) » test » documents - | g | Search documents pel |
COrganize = Include in library = Share with = Mew folder >~ [ .@.
- Favorites Name Date modified Type )~
2
|| 5_fold jsen.id[CCCBBBI3-2315].[decrypt@files.mn].angus 12/1/2019 4:02 PM ANGUS File
4 Libraries || 412-1237-1-PB.pdf.id[CCCBBBI3-2315].[decrypt@files.mn].angus 12/1/2019 4:02 PM ANGUS File 3
|| 27185.pdf.id[CCCBBB93-2315] [decrypt@files.mn].angus 12/1/2019 4:02 PM AMNGUS File
%@ Homegroup || 28003.pdf.id[CCCBEBI3-2315].[decrypt@files.mn].angus 12/1/2019 4:02 PM AMNGUS File
|| Addison. Wesley.Design.Patterns.Elements.of Reusable.Object-Oriented Soft..  12/1/2019 4:02 PM AMNGUS File
1% Computer || AndroTaint.png.id[CCCBEB93-2315].[decrypt@files.mnl.angus 12/1/2019 4:02 PM AMNGUS File
&, Local Disk (C || ASP.NET Core Essentials.pdf.id[CCCBBB93-2315].[decrypt@files.mn].angus 12/1/2019 402 PM ANGUS File
a Local Disk (D || Beginning-MYC5{www.tahlildadeh.com).pdf.id[CCCBEB93-2315].[decrypt@...  12/1/2019 4:02 PM ANGUS File
|| bfb5ed64ea51409.pdf.id[CCCBBEI3-2315]. [decrypt@files.mn].angus 12/1/2019 4:02 PM AMNGUS File
‘?! Netwaork || BPTX 2016 2 11320 0 442949 0_190526.pdf.id[CCCBBBI3-2315]. [decrypt@fil.. 12/1/2019 4:02 PM ANGUS File
|| daftarcheEmp9807v2.pdf.id[ CCCBBBY3-2315].[decrypt@files.mn].angus 12/1/2019 402 PM AMNGUS File
|| DroidCat Dataset.pdf.id[CCCBEB93-2315] [decrypt@files.mnl.angus 12/1/2019 4:02 PM AMNGUS File
exnort_dataframei0.cevidlCCCRRRI3-231 510 derrunt @files.mnl.anaus 124 /2018 4:07 P ANGLIS File S
4| [l | 3
36 items
o adlal Wigu 9 )|}9|clg buwgi 0dids 30y s b diges S
[E=5 o~
@UVLJ » Computer » Local Disk (D) » b4 | $¢| Search Loca 2 |
Organize « Include in library « Share with « New folder - (7]
g L i
r Favorites MName Date madified Type Size
| test 11/27/2019 2:42 PM  File folder
o Libraries J tools 12/1/2019 4:03 PM File folder
Finfo 12/1/2019 4:10 PM HTML Application 6 KB
ﬁa‘ Homegroup =] info 12/1/2019 4:10 PM Text Document 1KE

1% Computer
&, Local Disk (C3)
a Local Disk (D)

9‘ Network
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=R (ECR =)
@uv| . v Computer » Local Disk (D:) » test » musics - | 5 | | Search musics 2 [
Organize « Include in library « Share with = Play all Mew folder mll '@'
- Favorites MName # Title Contributing artists ~ Album
o
L | Amin Habibi - Mim...
o Libraries __| Amir Azimi - Roo B...
| Aron Afshar - Shab...
& Homegroup || Masoud Sadeghloo ...
L | Mehdi Ahmadvand ...
18 Computer | Sina Sarlak - Pilot (1...
& Local Disk (C [ o il ool cplggl.nn.
w Local Disk (D
?ﬂ MNetwork
J 7 items
e al - . va - Y a A* . 3
ol adlal g 9 )|)£|cb' .b.m,.a 03w 0y lebdg.ls A3 900 4 ng
Assistant @ 1:39 PM (19 minutes ago) T 4=
tome ~
Good day

The recovery price for your ID is only $3500 (US dollars), we accept bitcoin equivalent on the day of transfer.

You can send up to 5 files for test to confirm our ability to decrypt your files.

1. Please do NOT send important documents or backup files for test. It will be enough to send photo or text files with png, jpg, txt, doc, xlsx, pdf extensions.
2. The size of each file must be less than 4 Mb.

3. Files should NOT be archived, no "rar" or " zip" extensions

4. Do not send all files with same extension, this procedure confirms our ability to decrypt different kind of extensions.

5. Do not rename encrypted files, do not change file extension. You should send eriginal infected file.

6. If in our opinion some files are important — we will kindly ask to change it

Stages of the recovery process:

1. You send infected files for test and receive decrypted versions back.
2. You check decrypted files and ask for a bitcoin transfer address.

3. You send bitcoins to the designated address.

4. \We will send you decryption tool, it scans your computer(s),network(s), NAS and searches for all infected files. After search the tool generates a "request key" that
you send us in a reply email

5. In response to the "request key” you will receive a "decryption key". Simply insert the decryption key into the decryption tool and all your files will be decrypted in
their own places. The infected files will be deleted at the same time. Those you get exactly the same system that was before the encryption.
6. We will send you recommendations for network security, to ensure that this will never happen again

Tl Eee Cuwlyz )3 9 Olezlen bwgs (Jlo)l Jool V- Yo

“sers' TahlilgarDesktop*. 1sass[phobos] exe

MUsersh Tahlilgar Desktop.1sass[phobos] exe

MUsers' TahlilgarApp DataLocal 1sass[phobos]. exe

MUsers' TahlilgarApp DatatLocal' 1sass[phobos] exe

“Users' TahligarDesktop'sass[phobos] exe

“Usersh Tahlilgar* App Data*Roaming  Microsoft \ WindowsStatt Menu*Programs™Startup® 1sass[ph.
MUsersh Tahlilgar* Desktop*. 1sass[phobos] exe

“ProgramData Microsoft '\ Windows*5tatt Menu*Programs™Startup®1sass[phobos] exe
“ProgramData Microsoft  Windows*Startt Menu*Programs*Startup®1sass[phobos] exe
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encrypted

ﬁ:aTCF' Reconnect
,d:aTCF' Reconnect
,d:aTCF' Reconnect
,::gTCF‘ Reconnect
;:;_TCP' Reconnect
,ﬂ:aTCP' Reconnect
,ﬂ:aTCP' Reconnect
,ﬂ:aTCP' Reconnect
ﬁ:aTCF' Reconnect
,d:aTCF' Reconnect
,d:aTCF' Reconnect
,::gTCF‘ Reconnect
;:;_TCP' Reconnect
,ﬂ:aTCP' Reconnect
,ﬂ:aTCP' Reconnect
,ﬂ:aTCP' Reconnect
ﬁ:aTCF' Reconnect
,d:aTCF' Reconnect
,d:aTCF' Reconnect
,::gTCF‘ Reconnect
;:;_TCP' Reconnect

Tahlilgar-PC localdomain:45415 -= 152.168.135 2 microsoft-ds
Tahlilgar-PC localdomain: 45415 -= 152.168.135% 2 :microsoft-ds
Tahlilgar-PC localdomain: 49669 -» 192.168.139 2 microsoft-ds
Tahlilgar-PC localdomain: 49523 -» 192.168.139 2 microsoft-ds
Tahlilgar-PC localdomain: 49523 -» 192.168.1359 2 microsoft-ds
Tahlilgar-PC localdomain: 50178 -» 192.168.139 2 microsoft-ds
Tahlilgar-PC localdomain: 50432 -= 152.168.135 2 microsoft-ds
Tahlilgar-PC localdomain: 50686 -= 152.168.135.2 microsoft-ds
Tahlilgar-PC localdomain: 50940 -= 152.168.135 2 microsoft-ds
Tahlilgar-PC localdomain: 50940 -= 152.168.135% 2 microsoft-ds
Tahlilgar-PC localdomain: 511594 -» 192.168.139 2 microsoft-ds
Tahlilgar-PC localdomain: 51448 -» 192.168.139 2 microsoft-ds
Tahlilgar-PC localdomain: 51448 -» 192.168.1359 2 microsoft-ds
Tahlilgar-PC localdomain: 51702 -» 192.168.139 2 microsoft-ds
Tahlilgar-PC localdomain: 51702 = 152.168.139 2 microsoft-ds
Tahlilgar-PC localdomain: 51556 -= 152.168.135.2 microsoft-ds
Tahlilgar-PC localdomain: 515956 -= 152.168.135 2 microsoft-ds
Tahlilgar-PC localdomain: 52210 -= 152.168.135% 2 microsoft-ds
Tahlilgar-PC localdomain: 52210 -» 192.168.139 2 microsoft-ds
Tahlilgar-PC localdomain: 52464 -» 192 168.139 2 microsoft-ds
Tahlilgar-PC localdomain: 52464 -» 152 168.139 2 microsoft-ds

2523 St 4 1331l Job HLas] gz B 3590 A (wp 0 4 JSb

N

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail decrypt@files.mn
Write this ID in the title of your message CCCBBB93-2315
You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the tool that wil decrypt all your files.

Free decryption as guarantee

(databases,backups, large excel sheets, etc.)

How to obtain Bitcoins

The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and select the seller by payment method and price.

https://locabitcoins.com/buy _bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:
http://vavw. coindesk.com/information/how-can-i-buy-bitcoins

Attention!

« Do not rename encrypted files.

« Do not trv to decrypt vour data using third party software, it may cause permanent data loss.

Before paying you can send us up to 5 files for free decryption. The total size of fles must be less than 4Mb (non archived), and files should not contain valuable information.
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MPR.dII WS2_32.dll IPHLPAPLAII KERNEL32.dIl | USER32.dII
ADVAPI32.dIl | SHELL32.dll ole32.dll

93 0 oalital @b 315w 0Lt | 153y B 5l glial 5 wlss F s eizon

215915 53 oads oaliiwl plgs - F Jga

MPR.dII
WNetEnumResourceW, WNetUseConnectionW, WNetOpenEnumW,
WNetCloseEnum
WS2_32.dll

ioctlsocket, connect, ntohl, select, getpeername, htons, recv, socket,
closesocket, getsockopt

IPHLPAPIL.AII

GetlpAddrTable

KERNEL32.dll

SetFilePointerEx, GetFileAttributesw, SetFileAttributesW, MoveFileW,
ReadFile, GetProcAddress, SetEndOfFile, ExitProcess, WaitForSingleObject,
GetComputerNameW,  SetEvent, GetLogicalDrives, GetTickCount, Sleep,
CopyFileW, CreateEventW, WaitForMultipleObijects, CloseHandle,

CreateThread, InitializeCriticalSectionAndSpinCount, LeaveCriticalSection,
EnterCriticalSection, ResetEvent, DeleteCriticalSection, CreateMutexW,
CreateProcessW, GetCurrentProcess, SetHandlelnformation, WriteFile,

OpenProcess, GetLocalelnfow, ReadProcessMemory,  TerminateProcess,
GetModuleFileNameW, CreateFilew, FlushFileBuffers, OpenMutexW,
GetLastError,  GetCurrentThreadld,  Process32FirstW,  GetExitCodeThread,
CreatePipe, Process32NextW, GetModuleHandleA, CreateToolhelp32Snapshot,

ReleaseMutex, GetVersion, DeleteFileW, GetCurrentProcessld,
GetVolumelnformationW, ExpandEnvironmentStringsW, HeapAlloc,
GetProcessHeap,  HeapReAlloc, HeapFree, FindFirstFileWw,  FindClose,
FindNextFileW, SystemTimeToFileTime, QueryPerformanceCounter,

GetLocalTime, GetFileSizeEx
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USER32.dlI

GetShellWindow, GetWindowThreadProcessid

ADVAPI32.dIl

DuplicateTokenEX, LookupAccountSidW, OpenProcessToken,
GetTokenlInformation, EqualSid, RegSetValueExXW, RegCloseKey,
RegOpenKeyExW, FreeSid, AllocateAndlInitializeSid, RegQueryValueExW

SHELL32.dll

ShellExecuteExW

ole32.dll

CoGetObject, ColnitializeEx, CoUninitialize
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= i) Teass[phobos] exs (3600) C:\Jsers\Tahilgar\Des. Tahiigar-PCATahli... "C:\Users'\Tahligar\Desktop\ Tsass[phobos] exe™ 12/1/2019 4:02:1... n/a
=7 Taassiphobos].exe [2472) Ci\Users\Tahilgar\Des... | Tahilgar-PCATahii... C:\Users\Tahiigar Desktap\sasslphobos] exe 12/1/2019 4:02:1... 12/1/2019 &:02:1.
= i1 Tsass[phobos].exe (332) ligar'Des. Tahligar-PC\Tahli... "C \Deskiop\Tsassphobos] exe™ 12/1/2018 4021, /s
B i cemd e (1776) Windows Comma | Microsoft Coporat .. Tahligar-FCATahil... °C em3Ziomd exe” 12/1/2018 4:02:1.. 12/1/2018 4:02:1
#inetshexe (2672)  Network Comman | Microsoft Coporat... Tahligar-PCATaH... net: set curentprofie state off 12/1/2019 4:02:1... 12/1/2015 4:02:1
[ mehta.exe (3552) Microsaft (R) HTM... C:\ Microsaft Comporat... Tahligar-PCATahil dows\System3Z\mehta.exe” "C:\Users\Tahligar\Desktophinfo hta”  12/1/2019 &:1:1... n/a
¥ mshta e (2488) Microsaft (R) HTM... C: W Microsoft Comorat... Tahilgar-PC\Tahii.. dows' System32\mshta exe" "C:\users\public'\desktophinfo fia” 12/1/2019 410:1... 12/1/2019 &11:1..
[mshta exe (1000) Microsaft (R} HTM Microsoft Corporat .. Tahligar-FCATahil... “C \System32\mshts exe” "C\info hta" 1212018 4101 /s

[ mshta exe (2456) Microsoft (R) HTM Microsoft Corporat... Tahlilgar-PC\Tahlil_.. "C:\Windows\System32\mshta exe” "D-\info hta™ 12/1/2018 410:1. n/a
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SIS 305 2ial5 3 Sas 5 b o 5 ialy dmalia VB Ui

sgl, .mp4, .7z, .rar, .m4a, .wma, .avi, .wmv, .csv, .d3dbsp, .zip, .sie, .sum, .ibank, .t13, .t12,
.qdf, .gdb, .tax, .pkpass, .bc6, .bc7, .bkp, .qgic, .bkf, .sidn, .sidd, .mddata, .itl, .itdb, .icxs,
.hvpl, .hplg, .hkdb, .mdbackup, .syncdb, .gho, .cas, .svg, .map, .wmo, .itm, .sb, .fos, .mov,
vdf, .ztmp, .sis, .sid, .ncf, .menu, .layout, .dmp, .blob, .esm, .vcf, .vtf, .dazip, .fpk, .mlx, .kf,
dwd, .vpk, .tor, .psk, .rim, .w3x, .fsh, .ntl, .arch00, .Ivl, .snx, .cfr, .ff, .vpp_pc, .Irf, .m2,
.mcmeta, .vfsO, .mpqge, .kdb, .db0, .dba, .rofl, .hkx, .bar, .upk, .das, .iwi, .litemod, .asset,
forge, .Itx, .bsa, .apk, .re4, .sav, .Ibf, .slm, .bik, .epk, .rgss3a, .pak, .big, wallet, .wotreplay,
XxX, .desc, .py, .m3u, .flv, js, .css, .rb, .png, .jpeg, .txt, .p7c, .p7b, .p12, .pfx, .pem, .crt,
.cer, .der, .x3f, .srw, .pef, .ptx, .r3d, .rw2, .rwl, .raw, .raf, .orf, .nrw, .mrwref, .mef, .erf,
kdc, .dcr, .cr2, .crw, .bay, .sr2, .srf, .arw, .3fr, .dng, .jpe, .jpg, .cdr, .indd, .ai, .eps, .pdf,
.pdd, .psd, .dbf, .mdf, .wb2, .rtf, .wpd, .dxg, .xf, .dwg, .pst, .accdb, .mdb, .pptm, .pptx, .ppt,
XIk, .xlIsb, .xIsm, .xlsx, .xls, .wps, .docm, .docx, .doc, .odb, .odc, .odm, .odp, .0ds, .odt
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