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CVE-2023-21127 RCE Critical YYLVY VL, 13
CVE-2023-21126 EoP High 'Y

CVE-2023-21128 EoP High VYY)V, 13
CVE-2023-21129 EoP High YYLVY VL, 13
CVE-2023-21131 EoP High VY

CVE-2023-21139 EoP High VYYDV, 13
CVE-2023-21105 ID High VYY)V, 13
CVE-2023-21136 DoS High YYLVY VL, 13
CVE-2023-21137 DoS High YYLAY VL, 13
CVE-2023-21143 DoS High VYY)V, 13
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CVE-2023-21108 RCE Critical 11,12, 121, 13
CVE-2023-21130 RCE Critical Y
CVE-2023-21115 EoP High 11,12, 12L
CVE-2023-21121 EoP High 11,12
CVE-2023-21122 EoP High 11,12, 12L, 13
CVE-2023-21123 EoP High 11,12, 121, 13
CVE-2023-21124 EoP High 11,12, 12L, 13
CVE-2023-21135 EoP High 11,12, 12L, 13
CVE-2023-21138 EoP High 11,12, 121, 13
CVE-2023-21095 ID High 121,13
CVE-2023-21141 ID High 11,12, 121, 13
CVE-2023-21142 ID High 11,12, 12L, 13
CVE-2023-21144 Dos High 11,12, 121, 13
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CVE Acgaze DA
CVE-2022-22706 Mali Critical
CVE-2022-28349 Mali Critical
CVE-2022-46781 Mali High
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Midgard GPU Kernel Driver: All versions from r26p0 — r31p0
Bifrost GPU Kernel Driver: All versions from rOp0 — r35p0
Valhall GPU Kernel Driver: All versions from r19p0 — r35p0
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CVE Aegox0 S
CVE-2021-0701 PowerVR-GPU High
CVE-2021-0945 PowerVR-GPU High
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CVE-2022-48390 Android High
CVE-2022-48392 Android High
CVE-2022-48438 Kernel/Android High
CVE-2022-48391 Android High

Widevine DRM i3y (5 53y woml

Aad.e &1, Widevine DRM

CVE A geno ) ) S
CVE-2023-21101 widevine High
CVE-2023-21120 Hardware DRM High
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CVE A gy ) IR
CVE-2022-33292 Kernel High
CVE-2023-21656 WLAN High
CVE-2023-21657 Audio High
CVE-2023-21669 WLAN High
CVE-2023-21670 Display High
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CVE-2022-33257

Closed-source component

Critical

CVE-2022-40529

Closed-source component

Critical

CVE-2022-22060

Closed-source component

High

CVE-2022-33251

Closed-source component

High

CVE-2022-33264

Closed-source component

High

CVE-2022-40516

Closed-source component

High

CVE-2022-40517

Closed-source component

High

CVE-2022-40520

Closed-source component

High

CVE-2022-40521

Closed-source component

High

CVE-2022-40523

Closed-source component

High

CVE-2022-40533

Closed-source component

High

CVE-2022-40536

Closed-source component

High

CVE-2022-40538

Closed-source component

High

CVE-2023-21628

Closed-source component

High

CVE-2023-21658

Closed-source component

High

CVE-2023-21659

Closed-source component

High

CVE-2023-21661

Closed-source component

High

https://source.android.com/docs/security/bulletin/2023-06-01
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