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https://github.com/fireeye/red_team_tool_countermeasures
https://github.com/fireeye/red_team_tool_countermeasures
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(Pre-auth arbitrary file reading)
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(Arbitrary pre-auth file upload)
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Pulse Secure SSL VPNs

Microsoft Active Directory

Fortinet Fortigate SSL VPN
Adobe ColdFusion

Microsoft Sharepoint

Windows Remote Desktop
Services (RDS)

Atlassian Crowd
Citrix Application Delivery

Controller and Citrix Gateway

for ZoHo ManageEngine
Desktop Central

Windows
Confluence

Microsoft Exchange
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Windows
Microsoft Outlook

Microsoft Exchange Server

ZoHo ManageEngine
ServiceDesk Plus

CVE-2019-11510

CVE-2020-1472

CVE-2018-13379

CVE-2018-15961

CVE-2019-0604

CVE-2019-0708

CVE-2019-11580

CVE-2019-19781

CVE-2020-10189

CVE-2014-1812

CVE-2019-3398

CVE-2020-0688

CVE-2016-0167
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CVE-2019-8394
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https://nvd.nist.gov/vuln/detail/CVE-2019-11510
https://nvd.nist.gov/vuln/detail/CVE-2020-1472
https://nvd.nist.gov/vuln/detail/CVE-2018-13379
https://nvd.nist.gov/vuln/detail/CVE-2018-15961
https://nvd.nist.gov/vuln/detail/CVE-2019-0604
https://nvd.nist.gov/vuln/detail/CVE-2019-0708
https://nvd.nist.gov/vuln/detail/CVE-2019-11580
https://nvd.nist.gov/vuln/detail/CVE-2019-19781
https://nvd.nist.gov/vuln/detail/CVE-2020-10189
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https://nvd.nist.gov/vuln/detail/CVE-2016-0167
https://nvd.nist.gov/vuln/detail/CVE-2017-11774
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