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1. INCURSION

Attackers break into network by
using social engineering to deliver ﬂ = Social Engineering
targeted malware to vulnerable

systems and people = Zero-Day Vulnerability
@/A = SQL Injection
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2. DISCOVERY

Once in, the attackers stay “low and slow” to avoid detection.

They then map the organization’s defenses from the inside and
create a battle plan and deploy multiple parallel kill chains to
ensure success.
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3. CAPTURE

Attackers access unprotected
systems and capture information
over an extended period.

They may also install malware to
secretly acquire data or disrupt
operations.
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4. EXFILTRATION

Captured information is sent back
to attack team’s home base for
analysis and further exploitation
or fraud
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WITHIN WHICH OF THE FOLLOWING INDUSTRIES
ARE YOU EMPII.CIYED?

| Technology Service/Consulting

Financial Banking

FIGURE

Government/ Military/ National/ State/ Local

Telecommunications/ Communication

Manufacturing/ Engineering

Insurance

Education/ Student

Retail/ Wholesales/ Distribution

Utilities
Health Care/ Medical

All Other Responses
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IN WHICH OF THE FOLLOWING AREAS DO YOU RESIDE?
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38 /° America

Europe / Africa

LAPT 8,90 o B olEws 1-Y

Gl Sy (o0 B oS Sl S5 4 5V Lol wiad e aslllae Job )0 Cote sl e Lo Sl (6l
Doy dalez Ll JoSe a5 (gam b Ul L anil asls & pbe b

slo Al b (o b gl 5 Giiel Glo 420 (oo az g Gl Jeld) Cte sl olide
L oys5 0950 5 sl slo BT 2ol58l 4 Ll o ) a5 amo o (lis 5 009 plie Faies zul
adslas el el

039 Dglite S Glasags b e APT oS 5 ls olizel o o] a5 amo oo olis by el 5l oo s OYF
Ll APT L wsjls slaiel (Baies Fuly 5l as o YO a5 aas oo plis w5 mls puxen
Q5 LT APT L (goga b JBla a5 aisS oo oyl o yd A2Y sgomme 10 g a3l SIS

* www.surveymonkey.com




wilellbl g yalid golis byl ljy
Lol le bl e 1aLid ol

I,
w Ly
S 03 Familiarity
T With APTs

HOW FAMILIAR ARE YOU WITH APTS?
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& Comparison of
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DO YOU BELIEVE THAT APTS ARE SIMILAR OR
UNIQUE TO HISTORICAL THREATS?
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Highest Enterprise
Risk of Successful
o APT Attack

WHAT DO YOU BELIEVE TO BE THE HIGHEST RISK
TO YOUR ENTERPRISE ASSOCIATED WITH A
SUCCESSFUL APT ATTACK?

IGURE

Loss of Availability

|

Loss of Intellectual Property

Loss of Personal Information

Contractual Breach or Legal Issues

Financial Loss (fangil

Reputation Damage
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= Enterprise Perceived
3 Likelihood of
T Becoming APT Target

HOW LIKELY DO YOU FEEL THAT YOUR ORGANIZATION
WILL BE THE TARGET OF AN APT?

39%

Not Very Likely
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Not At
All Likely
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— Enterprise Ability
= 7 to Deal With
e APT Attack

HOW ABLE IS5 YOUR ENTERPISE TO DEAL
WITH AN APT ATTACK?

DETECT APT
ATTACKS

RESPOND
T0 APT

SR ATTACKS

STOP A
@ SUCCESSFUL
ATTACK
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FIGURE

Correlation Between
Likelihood of and Preparedness
for an APT Attack

CORRELATION BETWEEN LIKELIHOOD OF AND
PREPAREDNESS FOR AN APT ATTACK.

How likely do you feel that your organization
will ba the target of an APT?

Very - Mot Very Mot at
T | Likely | allLikely

Very prepared
o 2 cocument; 31.1% a% | as% | 23a%

Prepared

But incid gl J 53.2% ] 26.9%

does not specifically L] 303) 05|

cover APT

Not very prepared 15.8% wen 2% | 3448
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IS Technical Controls
= Used to Protect
o Against APT Attacks

DATA FROM APT ATTACKS?

IPS - synahune | abedegial evenl
debecon and prevention based conbrpls

Anti=Virus, Anti Malware

Networkl Techmologies -
firewall, rowlers, Swibches, abe

Network Segregalion - noeieg off

Sandboxes - envinoepnent with Efited
functisnalily wubed Tor Lesting

Log Monltoring /Event Correction

Remole Access Technologies

Endpoinl Gontral

Mobile Security Galeways

Mobile Anti-Mahware Gontrods
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of APT Attack and Use aof

E 1 Correlation Between Likelihood
£ Technical Contraks

WHICH SPECIFIC CONTROLS ARE YOUR
ENTERPRISE USING TO PROTECT SENSITIVE
DATA FROM APT ATTACKS?
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With APTs and Update of
Third-party Agreements

FIGURE

11 Correlation Between Familiarity

HAS YOUR ENTERPRISE CHANGED THE LANGUAGE IN
SERVICE LEVEL AGREEMENTS WITH THIRD PARTIES
TD ACCOMMODATE FOR APTS?

YES

NO
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1 Correlation Between

Likelihood of APT Attack
and Executive Involvement

DO YOU BELIEVE THAT EXECUTIVE MANAGEMENT
WITHIN YOUR ENTERPRISE 15 BECOMING MORE
INVOLVED WITH CYBERSECURITY ACTIVITIES AS A

RESULT OF RECENT, VISIELE APT ATTACKS?

YES

NO

o= 20% 40 a0~
B vervuser B worveryuker
B ey B woraTaLkEy

S of APT Attack and Executive

ALl 1 Correlation Between Likelihood
Actions Taken

™=

IF YES, WHAT ACTIONS ARE THEY TAKING?

increasad
Security
Budgets

Increased
Visibde Support
from Executive
Leadership

Increasad
Security Palicy
Enforcement

o> 20  40™ 60* 80* 100%
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OF J) asb
Adjustment
of Incident
Response Plans

ARE INFORMATION SECURITY MANAGERS ADJUSTING
THEIR INCIDENT RESPONSE PLANS TO ACCOMMODATE
FOR APT ATTACKS?

FIGURE

YES

NO
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K Correlation Between Perceived
= Livelihood of APT Attack and
o Increase in Awareness Training
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Ver. 4

Ver. 3
Ver. 2

Ver.1

Exfiltrated info:
Contacts;
Accounts,

Additional exfiltrated info:
Call logs;
GPS location;
5M5 messages;
Device information.

Additional exfiltrated info:
Call records (audio);

Installed applications details;
Browser data - bookmarks & history;
Photos and pictures from memory card.

Additional exfiltrated info:
Keylogs;
Clipboard data;
Arbitrary files/folders;
Browser data - search history;

Capturing photos/videos/audio/screenshots/screen records;
External applications data - default list of them is: Telegram,
WhatsApp, IMO, Chrome (could be extended in config).
Backdoor functionality:

Shell commands execution (with or without root);
Silently sending SMS messages;
Making calls.
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Upon successful infection,
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Kaspersky Lab products successfully
detect and block this threat
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Map of targets of the Turla group

Turla is a sophisticated cyberespionage group that has been active for more than
8 years. The attackers behind Turla have infected hundreds of computers in more
than 45 countries.

@ Government institutions @ Embassies @ Military entities @ Education organizations @ Research organizations @D Pharmaceutical companies
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The targets of the Lazarus Group
The most affected regions and countries by the Lazarus group malware

Lazarus Group is a highly malicious entity responsible for data destruction as well as conventional
cyber-espionage campaigns targeting financial institutions, media stations, and manufacturing
companies, among others, since at least 2009.
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Geographical distribution
of Regin victims
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