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| Ransomware sample lexe ! lexe(Copiesitselfin ! Aransomware that checks Ransom note
(Loxe) ! | for *13d" before
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Xarch.exe | BXuSsBexe (Copies | Fake Windows update A
I itselfin %Temp%\ ! encrypts files and encodes
Adobe) : file names to Base64
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TemdET, Nodb®; TamdbY; Masql®; TopdbT; Sipdb®, tipdbt; Toadskty Nafp3t,  TofdbY,
viacedb™; MadbE; Moerd”s odb3%; Modbk™; Monsthy TogdbY; Wisabs™; Musdb™; YisdbY;
visab®, MosgBitedb™, “iedb, ".sdfY, ®.sgliter. “.dbs™, ?CedbY, *.cdb™, ".cdb™, ".bib™,
“rdbe™, TouspY; T.dbty; -t.esd™, Yimyd™,. ".pdm, Yondf", ".ask™, ".udb®, “.ns2%, “Tkdb™,
Bdd1™, ".ogqlited”,; "iodb™, " AblL tidb2™; NordbY,. Towdb’ Y EEXT, CLemd™;. “.SbhfY,
.accdr", ".dta", “".rpd", ".btr", ".vdb", ".daf", ".dbv", ".fcd", ".accde", ".mrg"”,
.nv2", ".pan”, ".dnc", ".dx1", ".tdt", ".accdc", ".eco", ".fmp", ".vpd", “.his",
SeFids
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“taskmgr", "sqlagent”, "winword", "sgqlbrowser", "sglservr", "sqlwriter", "oracle",
"ocssd", "dbsnmp", "synctime", "mydesktopgos", "agntsvc.exeisqglplussvc", "xfssvccon",
"mydesktopservice"”, "ocautoupds", "agntsvc.exeagntsvc", "agntsvc.exeencsvc”,

“"firefoxconfig", "tbirdconfig”, "ocomm", "mysqld”, "sql", "mysqld-nt", "mysqld-opt"”,
"dbeng5@", "sgbcoreservice"
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"ar-SA", "ar-AE", "nl-BE", "nl-NL", "en-GB", "en-US", "en-CA", "en-AU", "en-NZ", "fr-
BE", "fr-CH", "fr-FR", "fr-cA", "fr-LU", "de-AT", "de-DE", "de-CH", "it-CH", "it-IT",
"ko-KR", "pt-PT", "es-ES", "sv-FI", "sv-SE", "bg-BG", "ca-ES", "cs-CZ", "da-DK", "el-
GR", “"en-IE", "et-EE", "eu-ES", "fi-FI", "hu-HU", "ja-3P", "1t-LT", "nn-NO", “pl-PL",
"ro-RO", "se-FI", "se-NO", "se-SE", "sk-SK", "sl-SI", "sv-FI", "sv-SE", "tr-TR"
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19% complet

Do not turn off your computer.
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BIG HEAD
RANSOMWARE

100% Decryptable

Bl README_4061131.txt - Notepad

File Edit Format View Help
Hello! All your files have been encrypted & leaked... BY BIG HEAD RANSOMWARE = |

Your personal Id:

To decr¥pt your files you need write to email: poop69news@
In the letter, send your personal Id

Do not try restore files without our help, this is useless, and can destroy you d
However, the files can be recovered even after the removal of our program and eve
reinstalling the operating system.
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Sample docx.Crypter.bat docx.Crypter.bat Cipher.psm1 Locker.ps1 Cry.psl
(XBtput.exe) (Copy of itself in the (Contains functions (Decryptor) (Encryptor)
Startup folder) for cry.ps1)

R o B S

12.exe sveohost.com 12.exe sfohost.exe
(Ransomware) (PE_NESHTA.A-O) (Dropper) (Ransomware,
a copy of 12.exe)
© e L ©
Serverexe Serverexe svchost.com direotx.sys
(Copy of itself) (PE_NESHTA.A-O)

P 55 SFo3lT Jlg ¥ S
ol 65, sldate tas sduzmn LI38lzL 4555 <, Big Head a5 wis’ bl Trend Micro
gl Ol S yee a5 0525 nl b o arsts BB (Solo 4 o] 5118 SleSisS g o il Ly
L (e jeaing Canyl aiilo)as o5 oo s (slools (sloaid i b a5 wiS o 55 jad SEaiS B ra0 9
Ayl ISk (6 pmle cadnl Olylas 51 ol j90 gl pgY yulas STho o
s Sos) 5 it 380 POlol 5 dangi Jl> o pylas j5b oy Big Head (5usjle o5 05 o el
23 g0 plonl 1) )5 (e S5z 4z S B0l oo Gialejl ) il

©ole rguvailb ol <alo 35 po» 4y Blasio woew (p1] G0 g (olo (Goii> alS



o = Sl 39, 42 9 Big Head 381z

&l ¥

*

1. https://www.trendmicro.com/en_us/research/23/g/tailing-big-head-ransomware-
variants-tactics-and-impact.html

2 . https://www.bleepingcomputer.com/news/security/new-big-head-ransomware-
displays-fake-windows-update-alert/#nlatest
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