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Section  VirtSize VirtAddr PhysSize PhysAddr Flags CRC3Z MD5 Characteristics
PE zections

text 00058370 00001000 0O0D58400 0O00D0D0D400 60000020 DED1GAGT 1416928CTET73154A36AZFISE14E6D706 * Code, Execute Acceas,...
.rdata 0001ADOA O0005A000 OOOLREOO0 00058800 40000040 CAB3ELER S0C32AC357BBFEZEQOFBACS207FZB202C Initialized Data, Read ...

.data 0000&330 00075000 00004200 (00073800 CO0OD0D40 Initialized Data, Read ...
.tls 00000005 00070000 00000200  0Q0077R00  COO0Q0040 530A4BCDe 1F354D7620306lBFDDSAS3IDAE4BDS435 Initialized Data, Head ...
.rsre 00000120 00072000 00000200 QO077CO0 40000040 DFSFSE43 DBE1S1SEZSBZSDeCT7BCCEQTSFOCESZ4  Initizlized Dats, Read ...

reloc  000062C4 00079000 00006400 00077200 42000040 9DE4S11E CO
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Mame Date modified Type Size

| 9] rarreg.key 2/3/2020 2:37 PM PYSA File 3 KB

|7 Readme 2/3/2020 2:37 PM README File 1 KB

| 7] Readme.txt 2/3/2020 2:37 PM PY¥5SA File 3 KB
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Hi Company,

Every byte on any types of your devices was encrypted.
Don't try to use backups because it were encrypted too.

To get all your data back contact us:
raingemaximo@protonmail.com
gareth.mckie3|@protonmail.com

Q: How can I make sure you don't fooling me?
A: You can send us 2 files(max 2mb).

Q: What to do to get all data back?
A: Don't restart the computer, don't move files and write us.
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C:\Users\n.soltani\AppData\Local\Microsoft\Windows\History\History.IE5\MSHist012020021620200217

ol oald M' ‘5\.4.\.;\3 L

modified files :2 Jgu>

C:\ProgramData\Microsoft\Search\Data\Applications\Windows\MSS.chk

C:\ProgramData\Microsoft\Search\Data\Applications\Windows\MSS.log

C:\ProgramData\Microsoft\Search\Data\Applications\Windows\MSStmp.log

C:\ProgramData\VMware\VMware VGAuth\logfile.txt.0

C:\Users\All Users\Microsoft\Search\Data\Applications\Windows\MSS.chk

C:\Users\All Users\Microsoft\Search\Data\Applications\Windows\MSS.log

C:\Users\All Users\Microsoft\Search\Data\Applications\Windows\MSStmp.log

C:\Users\All Users\VMware\VMware VGAuth\logfile.txt.0

C:\Users\n.soltani\AppData\Local\Microsoft\Windows\History\History.|E5\index.dat

C:\Users\n.soltani\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\index.dat

C:\Users\n.soltani\AppData\Local\Microsoft\Windows\UsrClass.dat

C:\Users\n.soltani\AppData\Local\Microsoft\Windows\UsrClass.dat.LOG1

C:\Users\n.soltani\AppData\Local\Temp\nsk6087.tmp

C:\Users\n.soltani\AppData\Local\Temp\nsq6B03.tmp

C:\Users\n.soltani\AppData\Roaming\Microsoft\Windows\Cookies\index.dat

C:\Users\n.soltani\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\1b4dd67f29cb1962.a
utomaticDestinations-ms

C:\Users\n.soltani\NTUSER.DAT

C:\Users\n.soltani\ntuser.dat.LOG1

C:\Windows\System32\config\SOFTWARE




C:\Windows\System32\config\SOFTWARE.LOG1

C:\Windows\System32\config\SYSTEM

C:\Windows\System32\config\SYSTEM.LOG1
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doc Xlsx docx Xls
.pdf frm .mdf .myd
.bak .trc .sql .sdf
.pst .qic .vhdx .bkf
.dwg .rar .Zip .mdb
text .SYS dll .exe
.ndf .mwb .db3 tls
.backupdb .bac .acr .wrk
fbk .bup .bkup .bck
.avhdx .vfd .spf .mig
.sgb .pbf .vmrs .vmex
vrb .vbm .vbk tis
.pla .dsd .cad .win
.pln
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Iibrarj,f @) blacklist (0] type (1) irmports (102) description
_“
user32.dll imnplicit Multi-User Windows USER API Client DLL
advapi32.dil - irnplicit 6 Advanced Windows 32 Base API

shell32.dlI - imnplicit 1 Windows Shell Coemmen Dl
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name (102) group (12) anonymous (0] type (1) blacklist (30) anti-debug (0] u -

Getl ogicalDriveStringsW 23 - implicit x -
GetModuleFileMNamed 21 - implicit b4 -
GetModuleHandleExWW 21 - implicit » -
FreeConsole _ - implicit 4 -
ReadConsoleWW _ - implicit b4 - =
WriteConsoleW _ - implicit » -
QueryPerformanceCounter _ - implicit 4 -
RaiseException _ - implicit b4 -
QueryPedformanceFrequency T - implicit * - | &
InterlockedPushEntrwSList 7 - implicit 4 -
FindFirstFileWy [+ - implicit b4 -
EindMextFileWW & - implicit * -
FindClose [+ - implicit 4 -
MoweFileExW [+ - implicit 4 -
EindFirstFileExf & - implicit * -
FindMextFilef & - implicit 14 -
CryvptReleaseContext _ - implicit 4 -
CryptAcquireContesxtf _ - implicit 4 -
CryptGenRandom _ - implicit 4 -
CreateThread _ - implicit 4 -
GetCurrentProcess _ - implicit 4 -
TerminateProcess _ - implicit 4 -
GetCurrentProcessld _ - implicit 4 -
GetCurrentThreadld _ - implicit 4 -
GetEnvironmentStrings _ - implicit b4 -
FreeEnvirconmentStrinasyy [ T - imolicit x -
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eB477CEa tPolicyHolder@ve
ee477CCa FE_Cipherfbstrac
ae477C0a tPolicy@CryptoPP
8@477CED @EVCFE_ModePolic
@a477CF yEZHECryptoPPEEE
BB477D8@ 2[VCFB_CipherAbs
8477018 tractPolicy@2@gc
eB4A77D28 ryptoPP@@. ......
Ba477038 3F 56 [ S TAVIRCL
2a47 7048 63 72 69 BE Bl ¢ pherModeFinalTem
Bad7 7058 6l 74 63 65 72 plate CipherHold
247 7DeR 48 58 63 6B 43 erfiV?$BlockCiphe
@@477D78 69 GE 4 41 4@ 56 63 rFinal@$@AEVEnCcE
@B477D88 64 GE &5 372 79 &6F Rijndael@CryptoP
@B477098 48 49 79 7 6F 58 58 56 PE@ECryptoPPEEY?
Ba4770AR 6F BE 65 7 58 6F BC 9 $ConcretePolicyH
@B477DE@ 64 65 56 4 78 74 79 72 older@VEmpty@Cry
2a477DCa 6F 58 48 5¢ 24 43 48 45 ptoPPE@y?$CFE_En
28477008 79 7 6F 6E 65 6D 7@ 74 cryptionTemplate
aa477DER 3F 73 74 Bl B3 74 ; @v?sAbstractPoli
aa4770Fa 43 65 72 56 ; cyHolder@VCFB_Ci
Be477EGD 65 73 74 Bl ¢ pherfbstractPoli
BB4A77ELD 49 70 74 58 cyECryptoPPEEVCE
BB4ATIE2D 4 58 6F 69 B_ModePolicy@2@@
eB477ESR 7 58 58 ET:) CryptoPPR@E2EvCE
ae477E4@ 65 72 62 B_Cipherabstract
BB477ESE 4@ 32 Policy@2@@2@aCry
Ba477ERR 48 & ptoPPiE@.” .F.....
Be477ETE . PAV?R0bjectHold
ee477EED erfiv?$BlockCiphe
Ba477ESE

rFinal@$esivEnc
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https://www.virustotal.com/

engine (G8) detection (47] date (dd.mm.yyyy) age (days)
MicroWorld-e5can Trojan.GenerickD 32076398 03.02.2020 1
FireEye Trojan.GenerickD 32076398 03.02.2020 1
CAT-QuickHeal Trojanransom.Encoder 03.02.2020 1
Mchfee RDM/Ransom 03.02.2020 1
K7 AntiVirus Trojan (005547941 ) 03.02.2020 1
Alibaba Ransorm:Win32/generic.ali2000010 27.05.2019 253
KIGW Trojan (005547941 ) 03.02.2020 1
Crowd5trike win/malicious_confidence_60% (W) 02.07.2019 217
TrendMicro Ransorm. Win32.FILECODER. THABCEO 03.02.2020 1
BitDefenderTheta Gen:MNM.ZexaF 34084 FCW@aymTYghi 20,01.2020 15
Cyren W32/Ransom YOGI-7486 03.02.2020 1
Symantec Downloader 02.02.2020 2
APEX Malicious 01.02.2020 3
Paloalto generic.ml 03.02.2020 1
Kaspersky HEUR:Trojan-Ransom.Win32.Encoder.gen 03.02.2020 1
BitDefender Trojan.GenerickD 32076398 03.02.2020 1
MAMO-Antivirus Trojan.Win32.Encoder.gwskjy 03.02.2020 1
AegisLab Trojan.Win32.Encoder,jlc 03.02.2020 1
Tencent Win32. Trojan.Filecoder.Akev 03.02.2020 1
Ad-Aware Trojan.GenerickD 32076398 03.02.2020 1
Sophos Mal/Generic-5 03.02.2020 1
Comodo Malware@#2vI6pgpxj24q 03.02.2020 1
F-Secure Trojan. TR/FileCodervgkty 03.02.2020 1
Driveb Trojan.Encoder. 20815 03.02.2020 1
Zillya Trojan.Filecoder.Win32.12097 01.02.2020 3
McAfee-GW-Edition RDM/Ransom 03.02.2020 1
Trapmine malicious.high.ml.score 23.01.2020 12
Emsisoft Trojan.Ransom (4) 03.02.2020 1
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? Patch
* Software Restriction Policies
> Remote Desktop protocol
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