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#define PACKET_SZ 0x400
#define PACKET_HDR_SZ 0x10
#define PAYLOAD_SZ (PACKET_SZ - PACKET_HDR_SZ)

typedef struct tpdp_packet |

uint8_t version;
uint8_t type:
uintl6_t opcode;

uintl6_t len;

uint8_t flags;

uint8_t unknown;

uint32_t sn;

uint32_t checksum;

uint8_t payload|PACKET_SZ-PACKET_HDR_SZ];
+ packet;
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tdpd_pkt_handler_loop() sgi o0 Slezl 3 a5 b dgl i o 15 4 g9,0 oKiws &5 K
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int tdpd_pkt_parser(int packet,int packet_len,int packet_reply,int *packet_reply_len,int param_5

packet @

packet_len = return_0x10

if (packet_sz < packet_len
print_debug("tdpdServer.c:709", "recvbuf length = ¥d, less than hdr\'s 16", packet_sz)
return Oxffffffff;

packet_len = tdpd_get_pkt_len(packet
if (packet_len < 1
pcvar? = "tdpdServer.c:716";
pcVar8 = "tdp pkt is too big"

else
print_debug("tdpdServer.c:719","tdp pkt length is %d" packet_len);
packet_len = tdpd_pkt_sanity_checks(packet, packet_len
if (packet_len < @
return Oxffffffff
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void calc_checksum(packet *pkt, int len uint8_t *ptr;
uint8_t val
uint32_t res;
int32_t i = @;

pkt->checksum = @x5a6b7c8d:

res = Oxffffffff
ptr uint8_t*)pkt;

while (i < len
val (uint8_t* ptr
res uint32_t *)(reference_tbl uint32_t)val * res
ptr 1;
i 11

res res
pkt->checksum = res;
return;
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if (*(char packet + 1 "\o'

if ((*(char *)(packet + 1 0xf@) && (onemesh_flag "\x01'
ret = onemesh_main(packet,packet_sz, packet_reply,packet_reply_len);
return ret;
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int onemesh_slave_key_offer(int packet undefined4 packet_sz undefined *packet_reply, int *packet_r eply_len

packet ) packet_reply NULL packet_reply_len NULL
- “tdpOneMesh.c:2887"
—dest = "Invalid parameters"
joto return_-1_n_exit

payload_dec void packet + 0x10
memset(plaintext_out, 0, 0x400
ret - tpapp_aes_decrypt(payload_dec, (uint)*(ushort packet + 4), "TPONEMESH_Kf!xn?gj6pMAt-wBNV_TDP" plaintext_out,@x400
if (ret 0

4 “tdpOneMesh.c:2896"
—dest - "Failed to decrypt."
goto return_-1_n_exit

—.n = strlen(plaintext_out
print_debug("tdpOneMesh.c:2899" "plainLen is ¥d, plainText is ¥s",__n plaintext_out

onemesh_slave_key_offer() Jg! (e :0 S5

(0x40b190) tpapp_aes_decrypt() « |, aws &b ! onemesh_slave_key offer() Jsl  isw ,o
Gl 00l 3] 08 Ll g o5 00l ioled jlaxs! cde 4 5.5 tpapp_aes_decrypt() b .ams oo g5
PONEMESH_KfIxn?gj6pMAL- sliwsl oS 5 AES o265 5l ooliinl b ates olaSe, o] ailsy
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02515 5 oo ONemesh_slave_key offer() gus las o ashd w4 source not found.
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print_debug( "tdpOneMesh.c:2915" “Enter..., rcvPkt->payload is %s" payload_dec
tdp_onemesh_get_onemesh_info{onemesh_info

ret Qe

print_debug( "tdpOneMesh.c:2919" "Failed tdp_onemesh_get_onemesh_info!*

strncpy(error_msg, "Internal Error!™ @xff

parsed_obj - payload_parsing(payload_dec); if (parsed_obj %)

=8 “tdpOneMesh, c:2926"
—dest -~ “Invalid rcvPkt®
goto return_-1_n_exit

str_obj - strcasestr_obj(parsed_obj, “method"

str_obj ) int str_obj + @xc 4 str_obj - strcmp
-5 = “tdpOneMesh.c:2934"
—dest = “Invalid method!"
goto return_-1_n_exit

str_obj - strcasestr_obj(parsed_obj, “data”

str_obj ) int *)(str_obj + @xc
—S = “tdpOneMesh.c:2941"

ret2 - strcasestr_obj(str_obj, "group_id"
ret2 )
—S = "tdpOneMesh.c:2948"

-5 = "tdpOneMesh.c:2948"
f ret2 4
strncpy(onemesh_info_cp, onemesh_info, @x3f

str_obj

Srdscamw! )15

"slave_key_offer"

str_obj
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"method": "slave_key_offer"
"data"
"group_id": "123"
SHpts V1330,
"slave_mac": "00:11:22:33:44:55",
"slave_private_account”: "admin",

"slave_private_password": "password"
"want_to_join": false,

"model": "owned"

"product_type": "archer"
"operation_mode": "whatever"

onemesh_slave_key_offer() ;o JSON ,U ;I Jtw:V JSC&
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(14 strcasestr_obj str_ob)
ret2 4
s t dl)l’}v‘ﬂ‘_‘f» ¥ 290

sh. c:2960
ret2
strncpy(slavelp har 0x10) , Ox
print_debug( "tdpOneM 2964 slavelp is %s" slavelp
ret2 - strcasestr_obj(str_obj ave_ma
ret2 @ ret2 + Ox
s tdpOneMesh. c: 2969

strncpy  slaveMac_copy 3 *Vret2

strncpy slaveMac 3 ret2 + 0x10

ret2 - strcasestr_obj(str_obj."slave_private_accour
ret2

strncpy( encAccount ar ret2 + Ox

ret2 - strcasestr_obj(str_obj ave_p
ret2 [’}

s tdpOneMesh.c:2986

tdpOneMesh.c: 2986
ret2 0
strncpy( encPassword
ret2 strcasestr_obj str_obj
ret2 0
s tdpOneMesh 299¢

ret2
ret2
acStack3199 0

o ret_invalid_data

ret2 - @
acStack3190' 0

ret3 - strcasestr_obj(str_obj, "mode
ret3 @ t ret3
(3 tdpOneMe 3021

strncpy model 1 ret3 )

ret3 - strcasestr_obj(str_obj, "product_type
ret3 ("

3 tdpOneMesh. c:3029

strncpy prod_type ' ret3

ret3 strcasestr_obj(str_obj, "operat
ret3 @

s tdpOneMesh 3037

ret3 + @ 4
strncpy  op_mode har ret3
4 [}
str_obj create_csjon_obj f (str_obj
— td 1eMesh. c:31
__dest Failed to creat cISON Ob
ret
print_debug(__s. __dest
_s = NULL
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Ailoas ool isles Error! Reference source not found.

print_debug("tdpOneMesh.c:3363","Sync wifi for specified mac ¥s start " slaveMac
memset(systemCmd 0, 0x200
snprintf(systemCmd, @x1ff

"lua -e \'require(\"luci.controller.admin.onemesh\"). \

sync_wifi_specified({mac=\"%s\"})\'", slaveMac
print_debug("tdpOneMesh.c:3368","systemCmd: %s" K systemCmd
system(systemCmd
print_debug("tdpOneMesh.c:3370","Sync wifi for specified mac ¥s end " slaveMac

onemesh_slave_key_offer() o ke isw 4 5%
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