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RXX Ransomware

back_data@foxmail.com

YOUR FILES ARE ENCRYPTED

Don't worry,you can return all your files!
If you want to restore them, follow this link: email back data@foxmail.com YOUR ID

If you have not been answered via the link within 12 hours, write to us by e-mail: getdecoding@protonmail.com

Attention!

« Do not rename encrypted fies.

« Do not try to decrypt your data using third party software, it may cause permanent data loss.

« Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.
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https://www.virustotal.com/gui/file/6985917d29596b66d9bbc745a13d5577110d9b0408719c5559d23dd59a9e4f0b/community
https://viruskav.cert.ir/#/result/851783
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[SE]=]
@@v| , v Computer » Local Disk (D) » test » documents - |¢.’| Search documents PI
Organize « i} Open Mew folder 122 - m n@n
[ Favorites blamme - ) T}-‘pe Date rjgy
L YIS PP LA IU S DU L5, | BEUR_UaLEE T DAL LU AR e e W rure
B Desktap || IM-DETECTIONOFMALWAREAPPLICATIONS. pdf.id-CCCBBB93.[back_data@f..  RXXFile 4116/
& Downloads || index.pdf.id-CCCBBEI3.[back_data@foxmail.com].ne R File 4/16/2
£l Recent Places || MyResume.pdf.id-CCCBBBY3 [back_data@foxmail.com].nox RIX File 4/16/2
|| petrel_consumptien.csv.id-CCCBBB93.[back_data@foxmail.com].noc RXXX File 4716/
i Libraries || RFC.py.id-CCCBBBA3.[back_data@foxmail.com].nu RXX File 416/
%/ Documents || RIF Request Letter - VRDC_0.docx.id-CCCBBBI3.[back_data@foxmail com].nx RXX File 4/16/z
o Music || SATFA_#vers.docx.id-CCCBBBI3.[back_data@foxmail.com].noc RXX File 4/16/2
(5] Pictures || Schedule.docx.id-CCCBBB93.[back_data@foxmail.com].nac RXX File 4/16/3
E Videos || software-objectoriented{(www.tahlildadeh.com).pdf.id-CCCBBE33.[back_data... RXX File 4/16/%
|| Train_50.pkl.id-CCCBBB93.[back_data@foxmail.com].nec R File 4116/4
& Homegroup || wp_the_taidoor_campaign.pdf.id-CCCBEBI3.[back_data@foxmail.com].noc RXX File 4/16/2 2
|| 4 jeddoocid-CCCBBBI3.[back_data@foxmail.com].noc RXX File 4/16/2
18 Computer || 6 Juzé .docxid-CCCBBE93.[back_data@foxmail.com].noc R File 4716/
. |1 1:2:3 Jsuzé .docxid-CCCBBBI3.[back_data@foxmail.com].noc RXXX File 4/16/3
&! Metwark || 5 Jsecé.docxid-CCCBBBI3.[back_data@foxmail.com].ne R File 4/16/2 -
< | 1 [
5 Jssé.docx.id-CCCBBBO3.[back_data@fo... Date modified: 4/16/2020 4:00 PM Diate created: 11/27/2019 2:41 PM
RXX File Size: 6,41 MB
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YOUR FILES ARE ENCRYPTED

Don't worry,you can return all your files!
If you want to restore them, follow this link: email back_data@foxmail.com YOUR ID

If you have not been answered via the link within 12 hours, write to us by e-mail: getdecoding@protonmail.com

Attention!
« Do not rename encrypted files.
« Do not try to decrypt your data using third party software, t may cause permanent data loss.

« Decryption of your files with the help of third parties may cause increased price (they add therr fee to our) or you can become a victim of a scam.
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| FILES ENCRYPTED - Notepad E=n EoR

File Edit Format View Help

all your data has been locked us a
You want to return?
write email back_data@foxmail.com or getdecoding@protonmail.com
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Kernel32.dll

WaitForSingleObject«InitializeCriticalSectionAndSpinCount«LeaveCriticalSection<EnterCriticalSection<ReleaseMutex«GetProc Address<LoadLi
braryA«GetLastError<CloseHandle

5 99290 sladid, e .o,5 o,lil LoadLibrary 4 GetProcAddress siles oalg a0 oles co ailgs ol oy
Wloads yos o3l ool pogie 5 cne oS Ulesb sloars, &' g3la

S58lzl B 5l sl LB sleas, - F Jgo

C:\crysis\Release\PDB\payload.pdb

IThis program cannot be run in DOS mode.

KERNEL32.dll

%sh(

sshss

ComSpec=C:\Windows\system32\cmd.exe
TEMP=C:\Users\TAHLIL~1\AppData\Local\Temp
C:\Windows\system32\KERNELBASE.dII
C:\Windows\system32\RPCRTA4.dlIl

FILES ENCRYPTED.txt

outlook.exe

mysqld.exe

mssqlserver

bootfont.bin

mysqld-nt.exe

sqlservr.exe

ntdetect.com
.COM;.EXE;.BAT,;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;.WSH;.MSC
.[back_data@foxmail.com]
.vda;.vdr;.vdw;.vdx;.vrp;.vsd;.vss;.vst;.vsw;.vsx;.vtm;.vtml;.vtx;.wb2;.wav;.wbm;.wbmp;.wim;.wmf;,.wml;.wmv;.wpd;.wps;.x3f;.xI;
xlam;.xlk;.xIm;.xls;.xIsh;.xIsm;.xlsx; xIt;. xltm;.xItx;.xlw;.xml;.xps;.xsd;.xsf;.xsl;.xslt;.xsn; .xtp; .xtp2;.xyze; .xz;.zip; Yo USER Trust RSA

FB sladigun do bl 4 ood a8lol Wigmo walise slacole wyol ssled 68l50 4 g5 oo ldais, o
3,5 0 Lol 0,48 g s | ol e oyl ciliBie  cotiuw SlBABULS 0o ol pgas b b (5,138 50,
31P1ZL taw g onts St (gl g 9 Y—F

2l ol yo &5 ams e plas |y Izl colad g 2l Jobo jo 1) piasns ;0 0o sl sloail 3 g oy p 25 JS
Jdo a4 alygiws cpl 51asS oo 1l staaw o 1) ciliie Ol jgiws ] Lawgs 9 00,5 CMD l>l 4 pladl |58l
ol 00y oolazwl LeShadow ;LS

= .| mal.exe (1600) Tahlilgar-PChTahlil... "C:\Users'\Tahlilgar'.Desktop'mal exe"

(= g omd exe (2716) W.1Microsoft Corporat... Tahlilgar-PChTahlil... "C:\Windows"system32'cmd exe”

¥ D... Microsoft Corporat... Tahlilgar-PCTahlil... mode con cp select=1251

C... Microsoft Corporat... Tahlilgar-PCh\Tahlil... vssadmin delete shadows /all /quiet

'W.1Microsoft Comporat... Tahlilgar-PCh\Tahlil... "C:\Windows"system32'cmd .exe”

D... Microsoft Corporat... Tahlilgar-PCTahlil... mode con cp select=1251

C... Microsoft Corporat... Tahlilgar-PCh\Tahlil... vssadmin delete shadows /all /quiet

M..1Microsoft Compoarat... Tahlilgar-PC\Tahlil... "C:\Windows\System32\mshta .exe" "C:\Users\Tahlilgar'App Data" Roaming Microsoft "\ Windows\Start Menu'\Programs".Startup*lnfo hta"
;:ﬁjmsl'rta.exe (3236) M..1Microsoft Corporat... Tahlilgar-PCTahlil... "C:\Windows"System32\mshta exe" "C:\ProgramData"Microsoft \Windows"Start Menu'\Programs"Startup®lnfo hta"

Rlel wded Jsb 1o szl lagmy (5,0 JiSle -7 JSs

Obfuscation '
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C:\Users\...\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\mal.exe
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\mal.exe

C:\FILES ENCRYPTED.txt

C:\Users\...\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Info.hta
C:\Users\...\AppData\Roaming\Info.hta

vk wh e

S o2 O s F—F
mso Sl |y oadS 5 0uld i Sy 0 (Sl oboul Gl pinw Gl LB 50 STie, 9 Ll 5l o 158120
Aol Sl Lnga,,lS 9 ypas Q.:‘ ol 00l ool )‘)B‘CL’ Lg)lfddl.o LS‘)-.’ AN g;)"ﬁ u.>‘ )| ‘J;Le QL?U‘ dusler 008
Wb s g Djge0
1. HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\mal.exe
2. HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\C:\Windows\System32\Info.hta

3. HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\C:\Users\Tahlilgar\AppData\Roaming\Info.h
ta

Aloads ol i j0 a5 ao0 oo (ylid | aldS pl 50 IS
ﬁ HELM®SOFTWARE Microsoft " Windows \CumentVersion . Fun

E CMUsers\Tahlilgar'App Data*Roaming*Irfo hta Microsoft (R} HTML Applicatio... Microsoft Corporation
E C Windows"System 32\ Info hta Microsaft (R} HTML Applicatio... Microsoft Corporation
2] mal.exe
@ WMware User Process Wiware Tools Core Service Whware, Inc.

ﬁ HECUMSOFTWARE Microsoft " Windows \Cument Version Run
(5] mal exe

3 C:\ProgramData"Microsoft \Windows'\Start Menu\Programs*Startup
|| desktop iniid-CCCEBES3 [back _data@foxmail com] no
[ Info hta
(25 mal.exe
5 C\UsershTahllgarAppData®RoamingMicrosoft\Windows.Start Menu“Programs*Startup
|| desktop iniid-CCCBEB33. [back_data Efoxmail. com].ne
[ Info hta
(5] mal exe

ods 0dilg3 5 3L sl s Jlisle -8 ISs
Alols Sl H—F
bgs 1) s ol oy JS aatlgo Gt I3zl BB cmsi aalip 015 5 ShLalS 2035 55 5508 o jsloilen
w2 oo sl LLelS aseis il
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T Exeinfo PE - ver.0.0.5.0 by AS.L - 1015+67 sign 2018.03.31 o] @ |
Entry Point : poooasDo oo EP Section:  text %
File Offset: 00009000 FirstBytes : 55.88,EC.61.EC

Iz

Linker Info ¢ 10,00 SubSystem :  Windows GUI

FileSize:  poo17200h [u] overlay:  no oooooooo O -
' Image is 32bit executable RES/OVL:0 /0% 2017 ' -

Microsoft Visual € ++ ~v.7.10 - 10 - Visual 2010 [ Debug:02 ] [Smn ‘rt] ’ Rip ]

Lamer Info - Help Hint - Unpack info

Mot packed , try QllyDbg v2 - www.ollydbg.de or IDA w5 www.hex-ray @ @

hlals sluls -9 s

O Ol py S5O 50 a5 00,50 enaline aSil bLS,I p (ciee (e 98 g w50 812G Sl sk 5o
55 oanlin |, colled

4 Capturing from Local Area Connection | —= || =l || =E |
m g ® RE Rea=s=7 s aaan
|||! |A|3|:\I'-r' a display filter ... <Cirl-/> > | 1'] Expression... +
Mo. Time Source Destination Protocol Length Info <
23 11.842825 192.168.249.129 192.168.249 . 255 MENS S92 Mame query NE WORKGROUP..
24 11.793658 192.168.249.129 192.168.249.255 MNENS 92 MName query MNE WORKGROUP..
25 14.829383 192.168.249.1 239 .255,.255.258 S5DP 216 M-SEARCH * HTTP/1.1
26 15.488336 192 .168.249.1 239 _ 255255258 S55DP 216 M-SEARCH * HTTP/1.1
27 16.933872 192.168.249.1 239.255.255.258 S55DP 216 M-SEARCH * HTTP/S1.1
28 17.792768 192.168.249.1 239 _ 255255258 S55DP 216 M-SEARCH * HTTP/1.1
29 18.623877 Vmware @2:cd4:id4c Broadcast ARP 42 Who has 192.168.249.128..
38 19.449525 Vmware @2:cd4:4c Broadcast ARP 42 Who has 192.168.249.128..
31 28.496857 Vmware @2:cd:dc Broadcast ARP 42 Who has 192.168.249.128..
32 22.776484 Vmware @2:cd:dc Broadcast ARP 42 Who has 192.168.249.128..
33 23.449386 Vimware @2:cd:4c Broadcast ARP 42 Who has 192.168.249.128..
34 24 .43@8889 Vmware @2:cd:dc Broadcast ARP 42 Who has 192.168.249.128..
35 27.144252 Vimware @2:cd4:dc Broadcast ARP 42 Who has 192.168.249.128.. |5
36 27.949263 Vmware_ @2:cd:dc Broadcast ARP 42 wWho has 192.168.249.128..
37 28.951236 Vmware @2:cd4:4c Broadcast ARP 42 Who has 192.168.249.128.. —
» Frame 1l: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @
*» Ethernet II, Src: Vmware_02:cd4:4c (8B:8c:29:82:c4:4c), Dst: Broadcast (ff:ff:ff:fF:fFF:FF)
> Internet Protocol Version 4, Src: 192.168.249.129, Dst: 192.168.249.255
» User Datagram Protocol, Src Port: 138, Dst Port: 138
> NetBIOS Datagram Service 57
+ fF £+ fF fF fF 88 ac 29 82 c4 4c BB @8 45 8B . ..... .. ¥..L..E. -~
88 ca @@ be 668 BB 56 11 cd 92 c@ a8 T9 81l B 88  ....cian ssansaan |
fo ff @@ 8a @@ 8a @2 bs 75 9a 11 82 e3 ef c®@ a8 . ....... [ TN
f9 81 @@ Ba €2 ald BB B8 28 46 45 45 42 45 49 45 LL...... FEEBEIE il
O ?  Local Area Connection: <live capture in progress= Packets: 37 - Displayed: 37 {100.0%%) Profile: Default
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o] 5| 6 i limn J138lzl e Jsbo 1o 5 0393 o MEMORY 5 CPU 3l osliial ljme 45" 55,5 e oalic

6oL Bran I8l codled 5l am g S8 4 ol g ailo (6 s Bras 33 /0 lade ioren sl 00,5 550 |,

S5l
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CPU Usage CPU Usage (Kemel, User)

Pvt. Pages Memaory (Private Pages, Working Set)
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