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= =] 3
@@v| v+ Computer » Local Disk (I:) » test » documents v|+’|| Search document: ,UI
Organize = __| Open Mew folder == 0 @
{ Favorites Name . ) TPE Dater| =
| Y L P U™ A D LD DG R _UGLARS T UAT TG LU AR i 1 e s
B Desktop || IM-DETECTIONOFMALWAREAPPLICATIONS. pof.id-CCCBBBI3.[back_data@f..  RICK File ;
4 Downloads || index.pdf.id-CCCBBBA3.[back_data@foxmail.com].na RXX File 416/
1 Recent Places || MyResume.pdf.id-CCCBBBY3.[back_data@foxmail.com].na RXX File 416/
|| petral_consumption.csv.id-CCCBBB93.[back_data@foxmail.com].mx R3X File 4716/
7 Libraries || RFC.py.id-CCCBBBI3.[back_data@foxmail.com].no RXX File 4716/
_.‘ Documents || RIF Request Letter - VRDC_0.decxid-CCCBBBI3.[back_data@foxmail.com].px RX File 4716/
@' Music || SATFA_#verb.docx.id-CCCBBBI3.[back_data@foxmail.com].pex R File 4/
& Pictures || Schedule.docx.id-CCCBBBA3.[back_data@foxmail .com].noc RX File 4/
B videos | ] software-objectoriented(www.tahlildadeh.com).pdf.id-CCCBBBI3.[back_data..  RXX File 4/
|| Train_50.pklid-CCCBEB93.[back_data@foxmail.com].noc R File 4/16
* Homegroup || wp_the_taidoor_campaign.pdf.id-CCCBBBI3.[back_data@foxmail.com].noc RXX File 4/16/3| =
|| 4 jsd.doccid-CCCBBB93.[back_data@foxmail.com].no R File 4716/
1% Computer || 6 Jusé .docxid-CCCBBBO3. [ back_data@foxmail.com].no RXX File 4/
. || 1:2:3 Jseé docnid-CCCBBBI3.[back_data@foxmail.com].nx R File 4/
M Network | ] 5 Jsciidocxid-CCCBBBI3.[back_data@foxmail.com].na RXX File 4716/ -
1 3
5 Jssd.docx.id-CCCBBBO3.[back_data@fo... Date modified: 4/16/2020 4:00 PM Date created: 11/27/2019 2:41 PM
RXX File Size: 641 MB
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Attention!

« Do not rename encrypted files.
» Do not try to decrypt your data using third party software, it may cause permanent data loss.

A4

YOUR FILES ARE ENCRYPTED

Don't worry,you can return all your files!
If you want to restore them, follow this link: email back_data@foxmail.com YOUR ID
If you have not been answered via the link within 12 hours, write to us by e-mail: getdecoding@protonmail.com

« Decryption of your files with the help of third parties may cause increased price (they add ther fee to our) or you can become a victim of a scam.
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File Edit Format View Help
all your data has been Tocked us -

¥You want to return?
write email back_data@foxmail.com or getdecoding@protonmail.com
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Kernel32.dll

WaitForSingleObject:InitializeCriticalSectionAndSpinCount¢LeaveCriticalSection<EnterCriticalSection<ReleaseM

utex«<GetProcAddress<LoadLibraryA«GetLastError«CloseHandle
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sbais, oxen 0,5 o,lil LoadLibrary o GetProcAddress wiles slgs 4 oles oo ailss ) oy
oolaiwl b ojlge (B y0 oS all oo samlive BB 3 Jooz ;0 55 Jrowl s ol o yiws LB g 09294
Sloads Jawd 0,05 ool pagie 5 cixe aS LlsSb sloaiis, 4 (o 5luptee Sllas
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C:\crysis\Release\PDB\payload.pdb

IThis program cannot be run in DOS mode.
KERNEL32.dlI

%sh(

ssbss

ComSpec=C:\Windows\system32\cmd.exe
TEMP=C:\Users\TAHLIL~1\AppData\Loca\Temp
C:\Windows\system32\KERNELBASE.dII
C:\Windows\system32\RPCRT4.dll

FILES ENCRYPTED.txt

outlook.exe

mysqld.exe

mssqlserver

bootfont.bin

mysqld-nt.exe

sqglservr.exe

ntdetect.com
.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;.WSH;.MSC
.[back_data@foxmail.com]

vda;.vdr;.vdw;.vdx;.vrp;.vsd;.vss;.vst;.vsw;.vsx,.vtm;.vtml;.vtx;,.wb2;.wav;.wbm;. wbmp;.wim;.wmf,.wml;.wmv;.wpd;.w

ps;.x3f;.xl;

Obfuscation ®

wole sguiainb
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xlam;.xlk;.xIm;.xls;.xIsb;.xIsm; xlIsx;.xIt; xItm;. xItx;. xIw; xml;.xps;.xsd;.xsf;.xsl;.xslt . xsn; xtp; xtp2; .xyze;.xz;.zip; %USERTr

ust RSA

SBdigan o Ll 4 ool all gy walise slacule Luyol silen 3)lge 4 o)lg5 o loailss) oy
0y 5 w9 s )0l ealiBe ot (sloABULS i bl gt L6 ol 5,135 50, LB
2,5 oLl

HIPIZL g oull ol | g guwgp  Y-F

S a5 gm0 | Il Sl 5 Lol Jsb 531, i 55 o olgl ol b 5 s g 5 JSC5
ol 3hasS oo Ll it jo 1) (aliBee Olygiws o] lawgs 900,5 CMD (gl >l s pladl 158020 o] jo
el oo oolail Shadow (g3Lushy s 4 &l jsiws

= .| mal exe (1600) Tahlilgar-PChTahlil... "C:\Users'\Tahlilgar'.Desktop'mal exe”

(= g omd exe (2716) W.1Microsoft Corporat... Tahlilgar-PChTahlil... "C:\Windows system32'cmd exe”
mode.com (3112} D... Microsoft Corporat... Tahlilgar-PChTahlil... mode con cp select=1251
vssadmin.exe (3336)  |C... Microsoft Corporat... Tahlilgar-PC\Tahli... vesadmin delete shadows /all /quiet
d.exe (2640) W.1Microsoft Corporat... Tahlilgar-PChTahlil... "C:\Windows system32'cmd exe”
mode.com (2840) D... Microsoft Corporat... Tahlilgar-PChTahlil... mode con cp select=1251
vssadmin.exe (376) C... Microsoft Corporat... Tahlilgar-PChTahlil... vssadmin delete shadows /all /quiet

mehta exe (3580) M..1Microsoft Corporat... Tahlilgar-PChTahlil... "C:\Windows"\System32'\mshta exe” "C:\Users\Tahligar'App Data" Roaming Microsoft \Windows"Start Menu'ProgramsStartupnfo hta"
ijjmshta.em (3236) M..1Microsoft Corporat... Tahlilgar-PChTahlil... "C:\Windows"\System32'\mshta exe” "C:\Program Data"Microsoft \Windows"Startt Menu'Programs*Startup*lnfo hta"

MNPIEl cadlas Job 5o sl sy y (550 L bo -7 S5

oul ol | LsLng.lé Y-¥

Sbnl g 5l @l j3 1) 2l BB 353 cld Job o IRzl ws S S8 55 WS oS jshiles
SHAMUP e 1o 45wl o Lasal, gl b 5 3l ol b oled snd alo] slo blé ol i e
Sloas oloul Lrodi ot (6>l 5 6,5l sl

1. C:\Users\..\AppData\Roaming\Microsoft\Windows\Start

Menu\Programs\Startup\mal.exe
2. C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\mal.exe
3. C:\FILES ENCRYPTED.txt

4. C:\Users\..\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\Info.hta
5. C:\Users\..\AppData\Roaming\Info.hta

gole il
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@2lS 5 00l s (e 53 (Sl obml Sl pice Sl B (59,5 50, 9 12 5o 18z
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1. HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\mal.exe

2. HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\C:\Windows\System32

\Info.hta

3.  HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\C:\Users\Tahlilgar\Ap

pData\Roaming\Info.hta

Aloads Cud plnns 53 45 300 oo LA ) laa S cpl 5 5 JSCo

ﬁ HELM®SOFTWARE Microsoft ' Windows \CumentVersion*Fun

E C:MUsershTahlilgarAppDatat RoamingInfo hta Microsoft () HTML Applicatio...

E C:\Windows\System 32\ Info hta Microsoft (R} HTML Applicatio...

5] mal exe

m Yhiware User Process WMware Tools Caore Service
ﬁ HKCLMSOFTWARE \Microsoft '\ Windows \Cument Version“Run

(=21 mal.exe

9] C:ProgramData"Microsoft \Windows"Start Menu®ProgramsStartup
|| desktop.iniid-CCCBEBI3. [back_data@foxmail com].ne
™ Info hta
(57 mal exe
5 C:\Users\Tahlilgar'App Data' Roaming \Microseft \Windows'\Start Menu'Programs’Startup
| | desktop iniid-CCCEBBS3. [back _data@foxmail com] noc
[ Info hta
(=21 mal.exe

oul oilgs g 3L (g ws , LS LW -8 SO

Microsoft Corporation
Microsoft Corporation

Viware, Inc.

Alols gluls 0

Az Ol gy S5 all e CHt Jl8lel L cangs ol ()b 5 JhlelS wus )5 S8 55 WS a5 jshilea
REX P ol Hhlals jasis Syl lawg |

gole il
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Image is 32bit executable

/8 Exeinfo PE - ver0.05.0 by AS.L - 1015+67 sign 2018.03.31

Entry Paint : 000DASDO oo EP Section : text [&] a0l
y e Offset: 00005000 ﬁ-stB_v?;es:' 55.88.EC.81.EC
« Linker Info : 10,00 SubSystem :_' Windows GUI
File Size : 00017200k (u] Dvalav:f? NO 00000000

nesfou-nin% 2017

Microsoft Visual C++ ~v. 7,10 - 10 - Visual 2010 [Debug UZ]
Lamer Info - Help Hint - Unpack info
Mot packed , try QllyDbg v2 - www.ollydbg. de ar IDA VE WINW, hex—ray

b=l =
A E:

2

[Smn ft]

(=]
| re |

[®)@]

lsls 3ol —0 S

St olbli,l V=0

25 IS 50 a8 0 55 ealive aSll bLS | ce (IS £5 e el 5o 18120 STyl ok o

3,5 oamline 1) cdled oyl g5 oo

d Capturmg from Local Area Connection

(===

m
(5]

m & ® §] - ®. 9. @. EI
[i |App|‘-.-' a display filter ... - =3 '] Expression. .. +
Mo. Time Source Destination Protocol Length Info o

23 11.842825 192.168.249.129 192.168.249 . 255 MENS 92 MName query NB WORKGROUP..

24 11.793658 192.168.249.129 192.168.249 ., 255 MEMNS 92 Name query NE WORKGROUP..

25 14.829383 192.168.249.1 239 _.255_255.258 55DP 216 M-SEARCH * HTTP/1.1

26 15.488336 192.168.249.1 239.,255.255.258 55DP 216 M-SEARCH * HTTP/1.1

27 16.933872 192.168.249.1 2359 . 255.255.258 S5DP 216 M-SEARCH * HTTP/1.1

28 17.792768 192.168.249.1 239 _.255_255.258 55DP 216 M-SEARCH * HTTP/1.1

29 18.623877 Vmware_@2:cd:dc Broadcast ARP 42 Who has 192.168.249.128..

38 19.449525 Vmware_82:cd:dc Broadcast ARP 42 wWho has 192.168.249.128..

31 28.496857 Vmware_@2:cd:idc Broadcast ARP 42 Who has 192.168.249.128..

32 22.776484 Vmware_@2:cd:dc Broadcast ARP 42 Who has 192.168.249.128..

33 23.449386 Vmware_@2:cd:dc Broadcast ARP 42 Who has 192.168.249.128.. | |

34 24.438889 Vmware_@2:cd:dc Broadcast ARP 42 Who has 192.163.249.128..

35 27.144252 Vmware_82:cd:d4c Broadcast ARP 42 Who has 192.168.249.128.. |5

36 27.949268 Vmware @2:cd:dc Broadcast ARP 42 Who has 192.168.249.128..

37 25.951236 Vmware_@82:cd:dc Broadcast ARP 42 Who has 192.168.249.128..
> Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface & -
> Ethermnet II, Src: Vmware_02:cd4:4c (@8:8c:29:82:c4:4c), Dst: Broadcast (ff:ff:ff:Ffz:FF:FF) |_|
> Imternet Protocol Version 4, Src: 192.168.249.129, Dst: 192.168.249.255 |
> User Datagram Protocol, Src Port: 1328, Dst Port: 138
> NetBIOS Datagram Service -
B F FF fF fF fFf fFf @8 ec 29 82 c4 4c 88 @8 45 88 . ....... b..L..E. -

@2 ca @2 be 22 88 38 11 c4 92 c@ ad
fa ff @@ 8a @@ 8a @8 bs 75 9a 11 82
fo 81 @@ 28a @88 ald 68 68 20 45 45 45

[ o)

fo 81 ce as
e3 ef c@ as
42 45 49 45

0
N

Local Area Connection: <live capture in progress=

|| Packets: 37 - Displayed: 37 (100.0%%) || Profile: Default

Izl 6l Jab 3 a5 cudled ouy - 10 S5
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CPU Usage CPU Usage (Kemel, User)
00 A= O L)

Put. Pages Memory (Private Pages, Working Set)

170 (R+0) 110 (R0, W)

IPIZL slya! Job 30 pimaw @b Camdg —11 S

Sy ¢l (ool Aoy F

5 e 50 ol 03 g pics Sla bl 5l sloygs ©jga iy LB 285 ()
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