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(1) 39 engines detected this file
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test 4/20/2020 2:46 AM File folder
D filename.rmkow. MEFILIM 4/20/2020 2:45 AM MEFILIM File 433 282 KB
D filename3.bin.MEFILIM 4/20/2020 2:45 AM MEFILIM File 1,118,165 KB
ﬁ! HxDSetup.exe 2/28/2020 3:32 AM Application 3,291 KB
? IDA Pro (32-bit) 4/13/2020 8:03 AM Shortcut 1KE
!'ij IDA Pro (64-bit) 4/13/2020 8:03 AM Shortcut 1KE
E Microsoft Edge 4/13/2020 7:19 AM Shortcut 2 KB
5! PE Explorer 4/13/2020 8:25 AM Shortcut 2 KB
D ProcessExplorer.zip. MEFILIM 4/20/2020 2:46 AM MEFILIM File 1,962 KB
D ProcessMonitor.zip MEFILIM 4/20/2020 2:46 AM MEFILIM File 1,331 KB
D test.pdf.MEFILIM 4/20/2020 2:46 AM MEFILIM File 15,023 KB
D ransorme.zip.MEFILIM 4/20/2020 2:46 AM MEFILIM File 33KE
D ransormed.rar. MEFILIM /20,2020 2:46 AM MEFILIM File 246 KB
ﬂ-‘ RegshotPortable 1.9.0.paf.exe 41972020 9:10 AM Application 333 KB
D snapshot_2020-04-12_19-58.zip. MEFILIM 4/20/2020 2:46 AM MEFILIM File 3152 KB
D test.docx. MEFILIM 4/20/2020 2:46 AM MEFILIM File 297 KB
.ﬂ? UpxUnpacker.exe 414,/2020 912 AM Application 172 KB
D video.mbov.MEFILIM 4/20/2020 2:46 AM MEFILIM File 224108 KB
‘ Wireshark-wingd-3.2.3.exe 4/13/2020 8:28 AM Application 58,689 KB
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Section Alignment Q0007 000k

File Alignment 0000200k

Operating Systemn Yersion
Image Y erzion Q0000000+ 0.0

Subsyztern Wersion 0001 0005k a1

Win32 Verzion Value Q0000000+ Rezerved

ol laiins — T S

A8 o V-1

RS PR - S Wy V[t JE VR LN WL P Szl onl sl section & ax 5 L

Image is 32bit executable RES/OVL: 0D [ 20% 2020

|L.IF‘>{ 0,89 - 3.xx -> Markus & Laszlo ver, [ 3.91] <- from file, ( sign IikE|
Lamer Info - Help Hint - Unpack infao

|un|:ua|:k “upx.exe -d” from http:ffupx.github.io or any LPY /Generic unl

IR S 5 el — 8 S
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Den gi plyvut v karmany rekoy. My khodim po krayu nozha...

[floating in the pockets of the river. We walk along the edge of the knife]

Jb_e‘cl_’ U_i‘ «S S . s Q‘_};‘f el 0 S sl Mutex cU _)‘ j‘.’.) j‘.’.) AS daxled BE) &ﬁ" LY 4?)}1:

Sl 0 a2s 6 Multithread & ) 5a
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; Attributes: noreturn bp-based frame

;3 int _ cdecl main(int argc, const char **argv, const char **envp)
_main proc near

var_4@= dword ptr -48h
var_3C= byte ptr -3Ch
var_2@= dword ptr -208h
var_10= dword ptr -10h
var_C= dword ptr -@Ch
var_4= dword ptr -4
argc= dword ptr 8
argv= dword ptr @Ch
envp= dword ptr 1@h

push ebp
mov ebp, esp
sub esp, 4@h
mov eax, __ security_cookie
xor eax, ebp
mov [ebp+var_4], eax
push ebx
mov ebx, [ebp+argv] o
push esi
ush edi
push offset Name ; "Den’gi plyvut v karmany rekoy. My khodi”..]
xor es1, esi
push esi ; bInitialOwner
push esi ; lpMutexAttributes
call ds:CreateMutexA | e
push esl ; dwMilliseconds
push eax ; hHandle
call ds:WaitForSingleObject
call ds:GetLastError

main @U—ogpx

(Llods o3ls s Ol S5 s s sk 4 G‘Js oyl rL.s) s e

oc ABIDEA
pus oftset aNetilim ; "NEFILIM™
lea eax, [ebpt+var_2@)]
call sub_ 482198
push [ebpt+var_18] 3 unsigned int
call PP UEYAPAXTIEZ ; operator new[](uint)
cmp [ebptvar_C], &8
pop eCK
mow ecx, [ebptvar_2@]
Mo lpBuffer, eax
jnb short loc_ 4820DDC

main o6 -1 IS

2oy
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r.:_m.:\.-v\' B R LSLAJ—.’.LQ FindFisrtFileW cu )‘ ealeul l; cl.ﬁd‘))ﬁ) )\ ‘_5{.'.)" Nefilim )bﬁ\c\;
e S o daalis & s 53 34 g0 bl UL WOT 5 05 S (indexing) (¢ 108 o gs 1, 5L 3
3y slacs 3L S5 (A 5 5a0) o3 S auslis PathFindExtensionW @U Loty gyl L sy

il s =

loc 4B15CE:

lea ecx, [esp+2FB8hi+FindFileDatal]
push K 3 1lpFindFileData
push eax ; 1lpFileName
call ds:FindFirstFilew

mow [esp+2FBh+hFindFile], eax

cmp eax, @FFFFFFFFh

jz loc_481B8EB

mMnGU—vym

il s =]

loc_4@18DA:

mawv esi, ds:lstrompil

push offset aExe 3 M.exe”
push eax 3 lpStringl
call esi ; Istrompil

test eax, eax

jz loc_481ADA

mmncU—A$$

s indows ;

aRecycleling

slitdetecton;

alitlde:
aMRdeaiy

aleSys:
BBoatInk:
pAuteexecHat:

altuserDat:

mmnGU—ﬁyu
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alip4_@: ; DATA XREF: .data:ee48eC2elo
text "UTF-16LE", 'mp4’,@

aMp3_@: ; DATA XREF: .data:ee48ECIClo
text "UTF-16LE", 'mp3',@

aPif_@: ; DATA XREF: .data:@e48EC18lo
text "UTF-16LE", 'pif',®

aTtf @: ; DATA XREF: .data:@e48ECl4lo
text "UTF-16LE", 'ttf',@

alrl @: ; DATA XREF: .data:e@e48EClelo
text "UTF-16LE", 'url',®

abll @: ; DATA XREF: .data:@e48ECeClo
text "UTF-16LE™, "d11°,@

alni @: ; DATA XREF: .data:@e48EC83lo
text "UTF-16LE™, "ini’,@

aCpl @&: ; DATA XREF: .data:ee4eECealo
text "UTF-16LE", 'cpl’,@

aCom_@: ; DATA XREF: .data:@@48EBFClo
text "UTF-16LE", 'com',®

almd_@: ; DATA XREF: .data:@@4B8EBF3lo
text "UTF-16LE", 'cmd',@

alab_@: ; DATA XREF: .data:@@4@EBF4lc
text "UTF-16LE", 'cab',®

alog_@: ; DATA XREF: .data:eB4eEBFBlc
text "UTF-16LE", 'log',®

aExe_@: ; DATA XREF: .data:ee4BEBEClo

; .data:@eedeECedlo

text "UTF-16LE", 'exe',®

alnk @: ; DATA XREF: .data:@@48EBE3lc
text "UTF-16LE™, "lnk",@
main b - s

.mp4, .mp3, .piff, .ttf, .url, .dll, .ini, .cpl, .com, .cmd, .cab, .log, .exe, .Ink

4] wsa GetlogicalDrives =B 3 eslimal b b s oz i

2lois o
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; Attributes: bp-based frame
sub_48286A proc near

hHandle= dword ptr -84h
var_1C= dword ptr -1Ch
var_18= dword ptr -18h
lpParameter= dword ptr -14h
var_18= dword ptr -18h
RoctPathName= word ptr -BCh
var_A= word ptr -8&h

var_B= word ptr -8

var_B= word ptr -6

var_4= dword ptr -4

push ebp |

Mo ebp, esp

sub esp, 34h

Mo eax, __ security_coockie
®or eax, ebp

mo [ebpt+var_4], eax

mowv ebx, ds:GetProcessHeap
®or eCx, ECX
mowv [ebp+var_1C], eax
Mo [ebp+var_18], ecx
main b -1 e

K e 6,108 )‘J’—é‘cl.: IS 5 ol oslatwl gladlbuls aalsl s
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LW A

P70274

270275 APEA0ZKUTf>EAQOBAREr = > NEFILIM

main b -y s
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