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Spread like a worm Jlasl ogzes
Sat Feb 22 2020 Jlals e
17F97F9C91BODAF856526130CF9BD702 MD5 s
268685C49EOBC50F7A7E977D2D71768A1E958F03 SHAL o
BE88512C9250A558A3524E1C3BBD0299517CBOD6C3FB749C22DF32033BFO81ES SHA256 o
Microsoft Visual C++ Slels
226304 bytes S o>
7.396 LB gyl
32 Bits binary FB s leso
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svchosta.exe b Lol ol
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6.746041 0x19800 0x196d8 0x1000 text 1
6.443129 0x6e00 0x6df2 0x1b000 rdata 2
3.262445 0x1600 0x30c0 0x22000 data 3
7.987300 0x15400 0x15324 0x26000 rsrc 4
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[F=3 EoR ==
—
@Uv| . v Computer » Local Disk (D:) » test » documents - | 5 | | Search documents ye |
Organize v | | Open New folder = ~ [ @
S Favorites i N_ame ’ . . Date modified Type i <=
PR Desktop || index.pdf[newpatek@cock.li]. MARRA 3/7/2020 7:47 PM MARRA File
& Downloads a MARRACRYPT_INFORMATION 3/7/2020 7:47 PM HTML Decument
5l Recent Places || MyResume.pdf[newpatek@cock.li]. MARRA 3/7/2020 7:47 PM MARRA, File
|| petrel_consumption.csv[newpatek@ cock.lil. MARRA 3/7/2020 7:47 PM MARRA File
- Libraries | || RFC.py[newpatek@cock.li]. MARRA 3/7/2020 7:47 PM MARRA File
%] Documents | || RIF Request Letter - VRDC 0.decxnewpatek@cock lilMA...  3/7/2020 7:47 PM MARRA File
J‘F Music 3 || SATFA_#verh. doc[newpatek@cock.lil.MARRA 3/7/2020 T:48 PM MARRA File
(5] Pictures || Schedule.docx[newpatek@cock.li]l.MARRA 3/7/2020 7:48 PM MARRA File al
E Videos || software-objectoriented(www.tahlildadeh.com).pdflnew...  3/7/2020 7:48 PM MARRA File
|| Train_50.pkl 11/3/20191:27 PM PKL File
#& Homegroup |_| wp_the_taidoor_campaign.pdf[newpatek@cocklil. MARRA  3/7/2020 7:48 PM MARRA File |
|| 4 Jé.docx[newpatek@ cock.lil. MARRA 3/7/2020 7:48 PM MARRA File 3
18 Computer i || 6 Jueé .docx[newpatek@cock.lil. MARRA 3/7/2020 748 PM MARRA File
ﬁ Local Disk (C:) | 1:2:3 Jges .docxnewpatek@cock.lil. MARRA 3/7/2020 7:48 PM MARRA File
—a Local Disk (D) || 5 Jsws.docx[newpatek@cock.lil. MARRA 3/7/2020 7:48 PM MARRA File -
&% DVD Drive (E)Wi = 4 | i | r
RFC.pylnewpatek@ cocklil.MARRA Date medified: 3/7/2020 7:47 PM Date created: 11/27/2019 2:41 PM
MARRA File Size: 1.88 KB
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MARRACRYPT 1.0 RANSOMWARE

Your files has been encrypted using RSA-4096 algorithm with unique public-key stored on your PC.

Thereis only one way to get your files back: contact with us, pay, and get
We accept Bitcoin, and other cryptocurrencies, you can find exchangers on
You have unique idkey (in a yellow frame), write it in letter when contact with us.
Also you can decrypt 2 files as a test, its a guarantee we can decrypt your files.

111 IDKEY 11!

Izl Ly oo sl Lol y 36 ol g ¥ ST

Sl g ool o yol 90 g oS G Jolis 0,5 sumline UL Ui 50 g5 o 1y o] b giomo a5 Local, L1
- hB S5 slp b ds s g lezlge b bLS 1 (61 onmywrist@cock.li 4 newpetak@cock.li

Al oo 0dl i, sl

BE explorer.exe 1676 4017 MBE 667 7.04kB's Tahlilgar ‘windows Explorer
o G wmtoolsd exe 1844 25MBE 608 B/s Tahlilgar WMware Tools Core Service

=] FING.EXE 2020 708 kB Tahlilgar TCPIIP Ping Command
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[P Excinfo PE - ver.0.0.5.0 by A.S.L - 1015+67 sign 2018.03.31 (== =]

Entry Point : DDOOCCEF oo EP Section : text [ aull ]

y FileOffset: ooooCoEF First Bytes : ES.E1.5C.00.00
QT Liker info - 5.00 SubSystem @ \Vindows GUI

Filz Size :  00DO37400h (4] Overlay:  no 00000000 p
"

Image is 32bit executable RES/OWL : 28 [ 0 %% 2020

Microsoft Visual C++ 2.0 - 2008 (ES8 ) Visual Studio 2008 [ Debug:02] [Sar‘l n t] [ Rio ]
Lamer Info - Help Hint - Unpack infa =

Mot packed , try QllyDbg w2 - www.ollydbg.de or IDA w5 www.hex-ray @
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Library: Kernel32.dll Functions Count: 84

RaiseException, GetLastError, MultiByteToWideChar, IstrlenA, InterlockedDecrement, GetProcAddress,
LoadLibraryA, FreeResource, SizeofResource, LockResource, LoadResource, FindResourceA,
GetModuleHandleA, Module32Next, CloseHandle, Module32First, CreateToolhelp32Snapshot,
GetCurrentProcessld, SetEndOfFile, GetStringTypeW, GetStringTypeA, LCMapStringW, LCMapStringA,
GetLocalelnfoA, CreateFileA, HeapFree, GetProcessHeap, HeapAlloc, GetCommandLineA, HeapCreate,
VirtualFree, DeleteCriticalSection, LeaveCriticalSection, EnterCriticalSection, VirtualAlloc, HeapReAlloc,
HeapSize, TerminateProcess, GetCurrentProcess, UnhandledExceptionFilter, SetUnhandledExceptionFilter,
IsDebuggerPresent, GetModuleHandleW, Sleep, ExitProcess, WriteFile, GetStdHandle,
GetModuleFileNameA, WideCharToMultiByte, GetConsoleCP, GetConsoleMode, ReadFile, TIsGetValue,
TlIsAlloc, TIsSetValue, TIsFree, InterlockedIncrement, SetLastError, GetCurrentThreadld, FlushFileBuffers,
SetFilePointer, SetHandleCount, GetFileType, GetStartupinfoA, RtlUnwind, FreeEnvironmentStringsA,
GetEnvironmentStrings, FreeEnvironmentStringsW, GetEnvironmentStringsW, QueryPerformanceCounter,
GetTickCount, GetSystemTimeAsFileTime, InitializeCriticalSectionAndSpinCount, GetCPInfo, GetACP,
GetOEMCP, IsValidCodePage, CompareStringA, CompareStringW, SetEnvironmentVariableA,
WriteConsoleA, GetConsoleOutputCP, WriteConsoleW, SetStdHandle

Library: ole32.dll Functions Count: 1
Olelnitialize
Library: OLEAUT32.dll Functions Count: 9

Variantlnit, SafeArrayCreate, SafeArrayAccessData, SafeArrayUnaccessData, SafeArrayDestroy,
SafeArrayCreateVector, VariantClear, SysFreeString, SysAllocString

Library: mscoree.dll Functions Count: 1

CorBindToRuntimeEx
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CreateFileA, CreateToolhelp32Snapshot, FindResourceA, GetCommandLineA,  GetModuleFileNameA,
GetModuleHandleA, GetModuleHandleW, GetProcAddress, GetStartupInfoA, GetTickCount,

IsDebuggerPresent, LoadLibraryA, LockResource, Sleep, TerminateProcess, UnhandledExceptionFilter,

VirtualAlloc, WriteFile

Sl oslitul b asm ail o onalie LB 55 Jgor 50 5 Jowl s plo (ot BB 5 39290 slaars,
wbaiis; Ll Jowl s s o)lse (S p 50 ailoads o Ulesl glaars, 4 o5lupge Sllos
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C:\Windows\system32\uxtheme.dll
Spec=C:\Windows\system32\cmd.exe
FP_NO_HOST_CHECK=NO

HOMEDRIVE=C:
Path=C:\Windows\system32;C:\Windows;C:\Windows
CommonProgramFiles=C:\Program Files\Common Files
encrypt and decrypt™ keyC
‘\ProgramData\newpatek\onmywrist.bat

strings:

IThis program cannot be run in DOS mode.
.?AV_com_error@@

KERNEL32.DLL

svchosta.exe

D$(W

D$4x

D$5a

HIRIZL bawgy ool sl! g gy Y-F

) ilizee olygiws €M Lo jo ()] )0 45 avo o ltd |y IRIEL by oly2! sloanlp 55 S
Shadow sla L6 3Ll b 5 (iladlad o (sl Slhgiws ool 5l idu S oo L2 o ity O 9
L aS 00,5 o cawlice 5 Ll jo 9 009 ShAOW (g 3lwo yud oo ple podd Sz jud (ido il oo
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Process De.. Compary Crwner Commeand Start Time = =
£ mal.exe (2708) TahlilgarPC*Tahil... "C:\Users" TahligarDeskiopmal cxe" 3/7/2020 7:47.03... 3/
157 mal.exe (1724) TahlilgarPC\Tahil... “C:\Users\TahligarDesktop'mal.cxe" 3/7/2020 7:47:09... 3/
=148 omd exe (812) Win... Microsoft Corporat... Tahligar-PChTahiil. . “cmd exe” /C "C:\Users\Public\sys bat" 3/7/2020 7:47:32.. 3/ |
Com... Microsoft Corporat... Tahligar-PCiTahiil. . vssadmin Delste Shadows /all /quist 3/7/2020 74733 3|2
Com... Microsoft Corporat... Tahligar-PCiTahiil. . vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB 3/7/2020 74745 3/
¢ vssadminexe (304)  |Com... Microsoft Corporat... TahligarPC4Tahiil.. vssadmin resize shadewstorage /far=c: /on=c: /maxsize=unbounded 3/7/2020 7:47:47... 3/
% vssadmin.cxe (3888)  |Com... Microsoft Corporat... TahligarPChTahiil... vssadmin resize shadewstorage /for=d: /on=d: /maxsize=401ME 3/7/2020 7:47:50... 3/
Com... Microsoft Corporat... Tahligar-PChTahiil. . vssadmin resize shadowstorage /for=d: /on=d: /maxsize=unbounded 3/7/2020 74751, 3/
Com... Microsoft Corporat... Tahligar-PChTahiil. . vssadmin resize shadowstorage /for=e: /on=s: /maxsize=401MB 3/7/2020 74752 3/
Com... Microsoft Corporat... Tahligar-PCiTahiil. . vssadmin resize shadowstorage /for=e: /on=s: /maxsize=unbounded 3/7/2020 74753, 3/
vssadminexe (716) | Com... Microsoft Corporat... TahligarPChTahlil... vssadmin resize shadowsterage for<: fon=f: /maxsize=401ME 3/7/2020 7:47:55... 3/
¢ vssadminexe (2684) | Com... Microsoft Corporat... TahligarPChTahlil... vssadmin resize shadewsterage for<: fon=f: /maxsize=unbounded 3/7/2020 7:47:56... 3/
Com... Microseft Corporat... TahligarPCYTahiil... vssadmin resize shadewstorage /for=g: /on=g: /maxsize=401MB 3/7/2020 7:47:58... 3/
Com... Microsoft Corporat... Tahligar-PChTahiil. . vssadmin resize shadowstorage /for=g: /on=g: /maxsize=unbounded 3/7/2020 7:48:00.. 3/
Com... Microsoft Corporat... Tahligar-PCiTahiil. . vssadmin resize shadowstorage /for=h: /on=h: /maxsize=401MB 3/7/2020 7:48:02.. 3/
Com... Microsoft Corporat... Tahligar-PCiTahiil. . vssadmin resize shadowstorage /forh: /on=h: /maxsize=unbounded 3/7/2020 7:48:03.. 3/
¢ vssadmin.exe (3484)  |Com... Microsoft Corport... TahligarPChTahiil.. vssadmin Delete Shadows /all /quist 3/7/2020 7:48.05... 3/
=135 cmd.exe (3116) Win... Microseft Corport... TahligarPChTahlil... C:\Windows'system 324emd.exe /e ""C:\Program Data'newpatek enmywrist bat " 3/7/2020 7:47:33... 3/
=) §5 cmd.xe (4062) Win... Microsoft Corporat... Tahligar PChTahiil... C:\Windews'system32hemd.axe / tasklist /NH /FI “IMAGENAME =g mal.exe” 3/7/2020 7:47:24... 3/
Lists... Microsoft Corporat... Tahlilgar-PC\Tahlil... tasklist /NH /FI “IMAGENAME sq mal exs” 3/7/2020 7:47:35.. 3/
TCP... Microsoft Corporat... Tahligar-PC\Tahiil... ping 127.0.0.1 15 3/7/2020 AT 3/
Win... Microsoft Corporat... Tahligar-PCiTahlil. . C:\Windows'system32'emd.exe /o taskdist /NH /F1 "IMAGENAME g mal exs” 3/7/2020 74747, 3/
¥ tasklist exe (4024) | Lists... Microsoft Corperat... Tahligar-PChTahlil.. tasklist /NH /Fl "IMAGENAME eg mal.exe” 3/7/2020 7:47:47... 3/
7 PING.EXE (1264) TCP... Microseft Corporat... TahligarPC4Tahiil... ping 127.0.0.1 15 3/7/2020 7:47:50... 3/
) 8% omd exe (3096) Win... Microsoft Corporat... Tahligar-PChTahiil. . C:\Windows'system32'emd.exs /c tasklist /NH /F1 “IMAGENAME q mal exs” 3/7/2020 74755, 3/
Lists... Microsoft Corporat... Tahlilgar-PC\Tahlil... tasklist /NH /FI “IMAGENAME sq mal exs” 3/7/2020 74756 3 _
e At 2y oo

(Process Tree) ,|38lzb lwgi ool Slgs1 8 sl gy 3 V S
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1724 ECreateFile C:%Program Data“Microsoft \Crypto RS A \Machine Keys
1724 BhCreateFile Clsers'\PublicvPUBLIC_KEY_DO_MNOT_TOUCH

1724 BhCreateFile CilUsers\Public'\MARRACRYPT_ID_DO_NOT_TOUCH
1724 guCreate File C A sers\Publichsys bat

1724 B\ CreateFile CAlsers'\PublichPUBLIC_KEY_DO_NOT_TOUCH

1724 E\Wﬁte File C:Users' PublicvPUBLIC_KEY_DO_MNOT_TOUCH

i 33 13l Jawgd ol ol | B A IS

(=] |-
@T—\_Jﬂ . » Computer » Local Disk (C:) » Users » Public » = | £y | | Search Public
Organize + Include in library ~ Share with + MNew folder B o~ [ @
N Name - Date modified Type Size
Bl Desktop |, Public Documents 3/7/2020 7:51 PM File folder
& Downloads . Public Downloads 3/7/72020 7:53 PM File folder
=l Recent Places |, Public Music 3/7/2020 7:53 PM File folder
. Public Pictures 3/7/2020 7:53 PM File folder
= Libraries |, Public Videos 3/7/2020 7:53 PM File folder
@ Documents L MARRACRYPT_ID_DO_NOT_TOUCH 37772020 7:47 PM File 2 KB
J? Music @ MARRACRYPT_INFORMATION 3/7/2020 7:53 PM HTML Document 7 KB
=] Pictures || PUBLIC_KEY_DO_MNOT_TOUCH 3/7/2020 7:47 PM File 1KB
B videos
M )" S yaao ) oW é‘&l‘ ‘SLDJJJJ q J&w
1724 B CreateFile C:MProgramData‘newpatel »onmywrist bat
1724 gt}eateFile C\ProgramData“newpatek »onmywrist bat
1724 B\Write File C:MProgramData‘newpatel »onmywrist bat
1724 Bk CreateFile C:\Windows\AppPatch'\sysmain sdb
1724 Q;CreateFile C:\ProgramData newpatek
1724 E\Create File C:MProgramData‘newpatel »onmywrist bat
onmywrist.bat U slxl a by o SU Y ST
SRR~
mv‘ . » Computer » Local Disk (C:) » ProgramData » newpatek v“,” Search newpatek ¥
Organize « Include in library ~ Share with + Mew folder ==~ 0 @
r Favorites Mame : Date modified Type Size
Ml Desktop 2 MARRACRYPT_INFORMATION 3/7/2020 51 PM  HTML Document TKB
& Downloads
ProgramData o ;8 odu ol | Losadly o8 VY Tl
S i y Ol i O-F
D85 (6 >y B 5o 64|M GSomd 395 Cudlad Job o )l)'_elcl.; ol
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call ds:IsDebuggerPresent

push e ; lpToplLevelExceptionFilter
mow ebx, eax

call ds:SetUnhandledExceptionFilter
lea eax, [ebptExceptionInfo]

push eax ; ExceptionInfo
call ds:UnhandledExceptionFilter
test eax, eax

jnz short loc 48EGES

test ebx, ebx

jnz short loc 48EGES

push 2

call sub_ 4138BC

pop eCcx

Slos olwlls gl IsDebuggerPresent &b 31 solisiw! VYW JSC&

ES xrefsto IsDebuggerPresent

Directio Typ Address Text
p _ invoke_watson+DC call  ds:IsDebuggerPresent
E Up p __ report_gsfailure +BB call  ds:IsDebuggerPresent
Up r _ invoke_watson+DC call  ds:IsDebuggerPresent
Up r __ report_gsfailure +BB call  ds:IsDebuggerPresent
Cancel Search Help
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mow eax, [ebpt+arg @]

mov edi, ds:CreateFiled

push ebx 3 hTemplateFile

push [ebp+dwFlagsAndAttributes] ; dwFlagsAndAttributes
mow dword ptr [eax], 1

push [ebp+dwCreationDisposition] ;3 dwCreationDisposition
lea eax, [ebp+SecurityAttributes]

push eax 3 lpSecurityAttributes

push [ebp+dwShareMode] ; dwShareMode

push [ebp+dwDesiredAccess] ; dwbDesiredAccess

push [ebp+1pFileName] ; lpFileName

call edi ; CreateFiled
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push a 3 lpOverlapped

lea eax, [ebptNumberOfBytesWritten]

push eax 3 lpNumberOfByteskWritten
push esi 3 nNumberOfBytesToWrite
lea eax, [ebpHiultiBytestr)

push eax 3 lpBuffer

mav eax, [ebptvar_ 1ADE]

mav eax, [eax]

push dword ptr [editeax] ; hFile
call ds:WriteFile
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push ebx 3 lpOverlapped

lea ecx, [ebptiumberOfBytesRead]

push ecx 3 lpNumberOfBytesRead

push [ebp+nNumberOfBytesToRead] ; nNumberOfBytesToRead
push eax ; lpBuffer

mov eax, [edi]

push dword ptr [esiteax] ; hFile

call ds:ReadFile
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