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Filename.extension.lockbit

r 3
@U'| W » Computer

A= ; lockBit ~ [4][ sea

Organize « COpen

0 Favorites
Bl Desktop
& Downloads

1=l Recent Places

- Libraries
@ Documents

AH Music

[ Pictures

B Videos

L Computer

“j MNetwork

Burn MNew folder
Mame . Date modified Type
[ lockbit.exe 2/19/2020 7:46 PM  Application
r_l _ lockbit.exe Properties u1
General |r‘ ibili I Security I Details I Previous Varsion5|

@ lockbit.exe

Type of file:  Application {exe)

Description:  lockbit exe

Location: S | 0. Bt
Size: 101 KB (103,336 bytes)
Size on disk: 104 KB (106,456 bytes)

Created: Yesterday, February 21, 2020, 10:36:10 FM
Modified: Wednesday, February 15, 2020, 7:46:58 FM
Accessed: Yesterday, February 21, 2020, 10:36:10 FM

Attributes: [7]Readonly  [C] Hidden
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@ Documents
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D{" i = = " - w Restore-My-Files.td - Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window 7

cHEHBX LGS 4 hbhPe(ae*xx EE|ST1 ERELAo® | BEMNRE
] — e i - = ol Fstore s b 1 |

1 All your important files are encrypted!

2 Any attempts to restore your files with the thrid-party softwares will be fatal for your files!
3 RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

4 There is only one way to get your files back:

& | 1. Download Tor browssr - https://www.torproject.org/ and install it.

7 | 2. Open link in TOR browser - http://lockbitks2tvnmwk.onion/ |
8 This link only works in Tor Browser!

% | 3. Follow the instructions on this page

10

11

12 #%§# Attention! ###

13 # Do not rename sncrypted files.

14 # Do not try to decrypt using third party software, it may cause permanent data loss.

15 # Decryption of your files with the help of third parties may cause increased price(they add their fees to our)
16 # Tor Browser may be blocked 1n your country or corporate network. Use https://bridges.torprojsct.org

17 # Tor Browser user manual https://tb-manual.torproject.org/about
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Your files are encrypted by LockBit

What happpend?

Many of your documents, databases, videos and other important files are no longer accessible because they have ben encrypted. Maybe you are busy
locking for a way to recover your files, but do not waste your time. Nobody can recover your files without our decryption service. LockBit Ransomware use
AES and RSA cryptography algorithms.

How to recover my files?

We guarantee that you can recover all your files safely and easily.
You can decrypt a single file for warranty - we can do it. But if you want to decrypt all your files, you need to pay.
Write to support if you want to buy decryptor.

Trial decrypt Chat with support

You can decrypt a single file for warranty - we can do it.
(D Decryption is available once for you
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d14a6e699a1f0805bd1248c80c2dc9dfccf0f403 SHA-1
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CNT_CODE,
text | 4096 77595 78633 664 6876089ea1728ggg?OObd2559add6 MEM_EXECUTE,
MEM_READ
rdat | geoqs | 2401 | 2406 | 7.0 | 1e767111ca7f9984186428b770bel | CNT_INITIALIZED DA
a 6 4 | 8 off TA, MEM_READ
CNT_INITIALIZED_DA
data 11(2)59 0028 | 512 4(.)6 60f58202fbbe2b34(,)ab8dd79524fd32 TA, MEM_READ,
MEM_WRITE
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‘ NETAPI32.dll HNetShareEnum, NetApiBufferFree, |
| IPHLPAPIDLL ||GetAdaptersinfo, |
Wws2 32.dlI htons, ioctlsocket, WSAGetLastError, connect, inet_addr, _ WSAFDIsSet,

- closesocket, select, WSACIleanup, WSAStartup, socket,

| CRYPT32.dll | CryptBinaryTostringA, |
GdipDrawstring, GdipCreateStringFormat, GdipDeleteFontFamily, GdipGetl
gdiplus.dll mageEncoders, GdipCreateFontFamilyFromName, GdipDeleteBrush, GdipDis
poselmage, GdipCreateFont, GdipCreateSolidFill, GdipFillRectangle, GdipG
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etGenericFontFamilySansSerif, GdiplusStartup, GdipGetlmageGraphicsContext
, GdipGetlmageEncodersSize, GdipDeleteGraphics, GdipDeleteStringFormat,
GdipDeleteFont, GdipCreateBitmapFromScan0, GdipSavelmageToFile,

SHLWAPLAII

PathRemoveExtensionA, PathRemoveBackslashW, PathAddBackslashW, StrF
ormatByteSize64A, PathRemoveFileSpecW, PathFindExtensionW,

MPR.dlI

WNetAddConnection2W, WNetOpenEnumW, WNetEnumResourceW, WNet
GetConnectionW, WNetCloseEnum,

ntdll.dll

RtlAdjustPrivilege, RtlInitUnicodeString, NtAllocateVirtualMemory, LdrEnu
merateLoadedModules, RtlAcquirePebLock, RtlReleasePebLock, memcpy,
memset,

msvcrt.dll

“malloc, calloc, free,

KERNEL32.dll

QueryDosDeviceW, FindFirstVolumeW, GetModuleFileNameW, IstrcpyW,
GetWindowsDirectoryW, IstrcatW, InterlockedPopEntrySList, AllocConsole,
GetCurrentProcessld, InitializeSListHead, InterlockedPushEntrySList, Istrcpy
A, InterlockedFlushSList, MoveFileW, CreateloCompletionPort, SystemTim
eToFileTime, GetQueuedCompletionStatus, SetFileTime, WriteFile, GetFile
SizeEx, ReadFile, SetThreadAffinityMask, FindNextVolumeW, GetVolumeP
athNamesForVolumeNameW, FindVolumeClose, SetVolumeMountPointW, G
etLogicalDrives, FindFirstFileEXW, EnterCriticalSection, GetCommandLine
W, FindNextFilew, IstrlenW, WaitForMultipleObjects, LeaveCriticalSection,
InitializeCriticalSection, FindClose, GetFileAttributesW, ExitThread, Open
Process, SetFileAttributeswW, CreateToolhelp32Snapshot, Sleep, GetLastError
, Process32NextW, GetDiskFreeSpaceExW, GlobalAlloc, Process32FirstW,
GlobalFree, CloseHandle, CreateThread, DeleteCriticalSection, EXitProcess,
GetConsoleWindow, IstrcmpiW, GetDriveTypeW, GetTempPathW, MultiBy
teToWideChar, GetTempFileNameW, CreateMutexA, OpenMutexA, LoadLi
braryA, GetProcAddress, GetTickCount, GetSystemInfo, GetLocalTime, Pr
ocess32First, TerminateProcess, GetUserDefaultLangID, GetConsoleMode,
WaitForSingleObject, GetModuleHandleA, Process32Next, IstrcmpiA, Creat
eProcessA, IstrcmpW, SetConsoleCtrIHandler, SetConsoleTextAttribute, Set
ConsoleTitleA, GetStdHandle, WriteConsoleA, SetConsoleMode, SetProcess
ShutdownParameters, SetErrorMode, CreateFileW,

USER32.dlI

PeekMessageW, GetWindowLongA, wvsprintfA, SetWindowlLongA, Show
Window, GetMessageW, CharLowerBuffW, CharUpperA, DeleteMenu, ws
printf\W, FlashWindow, wsprintfA, IsWindowVisible, SystemParametersinfo
W, GetSystemMetrics, EnableMenultem, SetLayeredWindowAttributes, Regi
sterHotKey, ShutdownBlockReasonCreate, GetSystemMenu,

ADVAPI32.dll

RegCreateKeyExA, DuplicateToken, SetThreadToken, OpenProcessToken,
RegSetValueExA, RegOpenKeyA, RegCloseKey, RegQueryValueExA, Get
Aclinformation, GetAce, AllocateAndInitializeSid, AddAce, AddAccessDeni
edAce, FreeSid, InitializeAcl, SetSecuritylnfo, GetLengthSid, GetSecurityln
fo, EnumDependentServicesA, CryptReleaseContext, InitializeSecurityDescrip
tor, CloseServiceHandle, OpenSCManagerA, GetTokenlnformation, Control
Service, RegSetValueExW, RegDeleteVValueW, QueryServiceStatusEx, Reg
QueryValueExW, OpenServiceA, AdjustTokenPrivileges, SetFileSecurityW,
CryptAcquireContextW, SetSecurityDescriptorOwner, CryptGenRandom, Loo
kupPrivilegeValueA, CreateWellKnownSid, CheckTokenMembership,

SHELL32.dll

SHEmptyRecycleBinW, ShellExecuteExA, ShellExecuteExW, CommandLine
ToArgv\W,

] ole32.dlI

HCoGetObject, CoUninitialize, ColnitializeEXx,

ReGAPI e slocdls Jlaisl o pgyie Shal LB o s ool sy Slisl o)y

20 oo las |, Downloader . IATHooking (Execution
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gl Jolo ¥-\-Y
ool ;S V¢ IS a8 <l 0X0000f970 L ol lockbit Sl L g, adads aao co i o sy
D2 o lias b gg,0 akadi o |, Disassembly

push
push esi
push edi
x, dword ptr [esp+l10h]
ord ptr [esp+l0h]l, 00000000R
push eax

call dword ptr [004]

dword ptr
dword ptr [espt

E9% alais 4o Js16 Disassembly g Jlogwo! 5o —Ve S5
55 55 b ] o5 s o o5 a1 lods oS, L I0CKBIE ol LI 5,5 o L o

Sl o0y aigi CH+

bally wyp F-1-Y
Ao oo lis 1y lockbit j13lb jo azd) I gloais, 51 > F Joux

lockbit 1381z yo 48,0 sab, -F Jouo

IOCkblt )O déé))lfq ‘SLbM) }‘ ‘?ﬁ

IThis program cannot be run in DOS mode.
Restore-My-Files.txt

Control Panel\Desktop
Global\{02B49784-1CA2-436C-BC08-72FA3956507D}
Global\{BEF590BE-11A6-442A-A85B-656C1081E04C}
SeDebugPrivilege
SOFTWARE\Microsoft\Windows\CurrentVersion\Run
cmd.exe

runas

SOFTWARE\LockBit

\Restore-My-Files.txt

gdiplus.dll

ntdll.dll

$recycle.bin

tor browser

Windows nt

Msbuild

ntuser.dat.log

bootsect.bak

autorun.inf
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1

.386
.cmd, .ani, .msi , msp, .com, .nls, .ocx, .cpl, .hta, .prf, .rdp, .bin, .hlp, .shs , .drv, .wpx, .bat, .msc, .spl,
key, .exe ,.dll, .Ink, .ico, .hlp, .sys, .drv, .cur, .ini, .reg, .mp3,
Boot, system volume information, appdata, Rich, .text, ".rdata, @.data, %S %s total / %s free
. Found FIXED drive %S, . Found REMOTE drive %S [%S]
%lId files encrypted, 19:27:24, WallpaperStyle, TileWallpaper
All your files are encrypted by LockBit, for more information see Restore-My-Files.txt that is located in
every encrypted folder
Debug Privilege: OK
OS: Win 10 SRV, OS: Win 10, OS: Win SRV 2012 R2, OS: Win 8.1, OS: Win SRV 2012
OS: Win 8, OS: Win SRV 2008 R2, OS: Win 7, OS: Win SRV 2008, OS: Win Vista, OS: Win XP x64
OS: Win SRV 2003, OS: Win XP, OS: Win 2000, OS: Unknown
Local time: %d.%d %d:%d
PC: %s, Removed autorun key
Service %s stopped
/c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set {default}
bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no & wbadmin delete catalog
-quiet
supervise
360se
360doctor
Killed process: %s [pid: %ld]
kernel32
/c vssadmin Delete Shadows /All /Quiet, /c bcdedit /set {default} recoveryenabled No
/c  bededit  /set  {default} bootstatuspolicy ignoreallfailures, /c  wbadmin DELETE
SYSTEMSTATEBACKUP, /c whadmin DELETE SYSTEMSTATEBACKUP -deleteOldest
/c wmic SHADOWCOPY /nointeractive, /c wevtutil cl security
/c wevtutil cl system, /c wevtutil cl application
Volume Shadow Copy & Event log clean
LockBit Ransom
Process created with limited rights

Loy Jd wlal plockbit jLb, cwypw Y-Y

Gae 50 g 03,8 Tl o YY 07 le pieas $9) p g 2Kislej] Ll e Lockbit i1 Ll
b Jol> by Jlow sl 05 s 12 ol

oo Slxs| glaussl s \-Y-¥

ool B plaS ikl Luse 1o 045 s>l lej aw o Lockbit |l58la sas o lis & Jgax
Ll 03505 Slg>1,8

oo ol (slawizl 3 -0 Jga

command line &l ygws g yass! 8

= C:\Windows\System32\cmd.exe
o C:\Windows\system32\vssadmin.exe
=  Command line: delete shadows /all /quiet
o C:\Windows\System32\Wbem\WMIC.exe
= Command line: shadowcopy delete
o C:\Windows\system32\bcdedit.exe

©ole rguvaib ol € palo 35 por 4 haio doww o9l Ggix0 9 GOlo Fads alS
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= Command line: /set {default} bootstatuspolicy ignoreallfailures
o C:\Windows\system32\bcdedit.exe

=  Command line: /set {default} recoveryenabled no
o C:\Windows\system32\wbadmin.exe

=  Commad line: delete catalog -quiet

Sladas yoges Jld e o Shadowcopy slbe bl g eowww Shadowisus L Lockbit jlidlay #8lg o

355 o0 SLB N (2bsb GBSl 2 A

Sy y s (o yy —F Jgu

Operation path

=  HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

=  HKCU\SOFTWARE\LockBit

=  HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer

= HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\BitBucket\\Volume\{7
666fdb8-0aa9-11e8-a917-806e6f6e6963}

RegCreatek | * HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\BitBucket
ey = HKLM\Software\Microsoft\WBEM\CIMOM

=  HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings

=  HKLM\BCDO00000000\Objects\{64e91fe3-0aa9-11e8-b0e9-
83753d9bc567}H Elements\250000e0

=  HKLM\BCDO00000000\Objects\{64e91fe3-0aa9-11e8-b0e9-
83753d9bc567}Elements\16000009

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\XO1XADpO01

HKCU\Software\LockBit\full

HKCU\Software\LockBit\Public

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645FF040-

5081-101B-9F08-00AA002F954E H\Defaulticon\(Default)

RegSetValue | = HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap\UNCAsIntranet

=  HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\

= ZoneMap\AutoDetect

=  HKLM\BCDO00000000\Objects\{64e91fe3-0aa9-11e8-h0e9-

83753d9bc567} Elements\250000e0\Element
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1

alS lp polie o505 Set g Current User izw o LOCKBIit oS 8.5 18 1VY o V) sla IS5

D20 oo Hlid Sb 8 s jo 1y TUN >

"
Q Registry Editor @M

File Edit View Favorites Help

b -l Keyboard Layout * || Mame Type Data
o ¥ Nv.?h-v-:rk 3_‘_’}( REG_SZ (value not set)
-y Printers 22 full REG_BINARY 53 &l Oc eefa 81 a7 fc 81 fb 49 35 &4 07 4F 205 21
4k software ||| %) Public REG_BIMARY ee72125b e7 €7 db5f 024374330 cd T2 4a de:
5 - 1) AccessData
Ll AfterDawn =
o ., AppDatalow
b} Classes |4
5. 1 Clients
b - Hex-Rays
i 1) IM Providers
L 0 LockBit
b 1 Microsoft
5. | Mozilla
b -3 MNetscape
b Ll Mode.is %
‘| T | 2 € | 1 3
Computer\HKEY_CURREMT_USER\Software\LockBit
e i

LB s (5 yman 5 5 lockbit uals slow | 1Y S

@‘ Registry Editor EE

File Edit View Faveorites Help

b- il Bxt * || Mame Type Datz
- Ex‘tEnSIDI"IS. a"]iﬂ:ﬁa ] BEG.SZ (value pot set)
:> - Group Policy FEﬂXOlmDpOﬂl REG 57 nen ﬁ
b . GrpConv -
b . HomeGroup
b . ime
5. Ll Internet Settings
bl MCT
. . Policies
, RADAR —
. Run =
i | RunOnce =
b . Screensavers
5- |1 Shell Extensions
5. |l Sidebar
b - Telephony
----- . ThemeManager
4 " | r o | n | 4

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windews\CurrentVersion\Run

(S > y TUN iy 5 (38,5 51,8 VY Ll

ool (6,108 ,L sbailuls ,__gl.ab.w)).g Y-y-v

s oo Hlas 1 Ll ley jo 0als (6 )l08 L slaasulis ¥ Jgu
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o (5,105 ,L srailiuls -V Jgu

o C:\Windows\System32\ntdIl.dll

e C:\Windows\System32\kernel32.dll

e  C:\Windows\System32\KernelBase.dll

e  C:\Windows\System32\netapi32.dll

e C:\Windows\System32\netutils.dll

e  C:\Windows\System32\msvcrt.dll

o C:\Windows\System32\srvcli.dll

o  C:\Windows\System32\rpcrt4.dll

o  C:\Windows\System32\wkscli.dll

e  C:\Windows\System32\IPHLPAPI.DLL

e  C:\Windows\System32\nsi.dll

e  C:\Windows\System32\winnsi.dll

e  C:\Windows\System32\ws2_32.dll

e  C:\Windows\System32\crypt32.dll

e  C:\Windows\System32\msasn1.dll

e  C:\Windows\winsxs\x86_microsoft.windows.gdiplus_6595b64144ccfldf 1.1.7601.17514 none_
72d1824386696c80\GdiPlus.dll

e  C:\Windows\System32\user32.dll

e  C:\Windows\System32\gdi32.dll

o  C:\Windows\System32\Ipk.dll

e C:\Windows\System32\usp10.dll

e  C:\Windows\System32\ole32.dll

e  C:\Windows\System32\shlwapi.dll

o  C:\Windows\System32\mpr.dll

e  C:\Windows\System32\advapi32.dil

e  C:\Windows\System32\sechost.dll

e C:\Windows\System32\shell32.dlI

e  C:\Windows\System32\blb_ps.dll

e  C:\Windows\System32\RpcRtRemote.dll

e C:\Windows\System32\rsaenh.dll

e  C:\Windows\System32\cryptsp.dll

e  C:\Windows\System32\clbcatg.dll

e  C:\Windows\System32\cryptbase.dll

e  C:\Windows\System32\WIdap32.dll

o  C:\Windows\System32\ntmarta.dll

e  C:\Windows\winsxs\x86_microsoft.windows.common-
controls_6595b64144ccfldf 6.0.7601.17514 none_41e6975e2bd6f2b2\comctl32.dll

o  C:\Windows\System32\msctf.dll

e C:\Windows\System32\imm32.dll

e  C:\Windows\System32\credui.dll

e  C:\Windows\System32\slc.dll

e  C:\Windows\System32\devobj.dll

e  C:\Windows\System32\cfgmgr32.dll

e  C:\Windows\System32\setupapi.dll

e C:\Windows\System32\oleaut32.dll

o  C:\Windows\System32\ntdsapi.dll

e  C:\Windows\System32\whem\fastprox.dll
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o C:\Windows\System32\wbem\wbemsvc.dll
e  C:\Windows\System32\msvcr100.dll

e  C:\Program Files\Common Files\microsoft shared\OFFICE15\MSOXMLMF.DLL
o  C:\Windows\System32\dwmapi.

e  C:\Windows\System32\uxtheme.dll

e  C:\Windows\System32\dnsapi.dll

o  C:\Windows\System32\mpr.dll

e  C:\Windows\System32\vmhgfs.dll

e  C:\Windows\System32\version.dll

o  C:\Windows\System32\drprov.dll

e  C:\Windows\System32\winsta.dll

e C:\Windows\System32\ntlanman.dll

e  C:\Windows\System32\davcint.dll

o C:\Windows\System32\propsys.dll

e  C:\Windows\System32\cscapi.dll

e  C:\Windows\System32\browcli.dll

e  C:\Windows\System32\actxprxy.dll

o  C:\Windows\System32\profapi.dll

o  C:\Windows\System32\apphelp.dll

e  C:\Windows\System32\ieframe.dll

e  C:\Windows\System32\psapi.dll

e  C:\Windows\System32\oleacc.dll

e  C:\Windows\System32\iertutil.dll

e  C:\Windows\System32\urimon.dll

e  C:\Windows\System32\wininet.dll

e  C:\Windows\System32\sspicli.dll

e  C:\Windows\System32\sfc.dll

e  C:\Windows\System32\sfc_os.dll

e  C:\Windows\System32\vss_ps.dll

e  C:\Windows\System32\winbrand.dll

e  C:\Windows\System32\atl.dll

e  C:\Windows\System32\vsstrace.dll

o  C:\Windows\System32\vssapi.dll

e  C:\Windows\System32\framedynos.dll
e  C:\Windows\System32\wtsapi32.dll

e  C:\Windows\System32\secur32.

e  C:\Windows\System32\wbhem\wbemprox.dll
e  C:\Windows\System32\wbemcomn.dll
e C:\Windows\System32\msxmi3.dll

e  C:\Windows\System32\urimon.dll
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Time of Day Process Name

10:57:12.5385554 PM
10:57:12.5417267 FM
10:57:12.5468446 PM
10:57:12.5470207 PM ' lockbit exe
10:57:12.5653475 PM - lockbit.exe
10:57:12.5664235 PM - lockbit.exe
10:57:12.5696103 PM
10:57:12.6274150 FM
10:57:12.7406828 PM
10:57:12.8327960 PM
10:57:12.8328820 PM
10:57:12.8451977 PM B/ lockbit exe
10:57:12.8480703 PM W lockbit exe
10:57:12.8802486 PM - loclkbit.exe
10:57:13.0701930 PM
10:57:13.0702395 PM ' lockbit exe
10:57:13.1627210 PM & oclbit.exe
10:57:13.1723256 PM 1 lockbit.exe
10:57:13.1979861 PM
10:57:13.2064380 PM
10:57:13.3254093 PM
10:57:13.3579110 PM
10:57:13.3586109 PM
10:57:13.3886158 PM
10:57:13.4095611 PM
10:57:13.4416294 FM

ool i g 0,8 2l (el

BapElvad =25

PID  Operation

2080 Bk WiteFile
2080 BhWiiteFie
2080 ShviiteFie
2080 Bk WiiteFile
2080 BhWiiteFie
2080 BhviiteFie
2080 Bk WiiteFile
2080 BhWiiteFie
2080 BhviiteFie
2080 Bk WiiteFile
2080 BhWiiteFie
2080 BhviiteFie
2080 Bk WiiteFile
2080 BhWiiteFie
2080 ShWiteFie
2080 Bk WiiteFile
2080 BhWiiteFie
2080 ShWiteFie
2080 Bk WiiteFile
2080 BhWiiteFie
2080 ShWiteFie
2080 Bk WiiteFile
2080 BhWiiteFie
2080 BhWiteFie
2080 Bk WiiteFile
2080 BhWiteFile

Lockbit lawgs

Fath
CAIDEFENSE \SysAnalyzer\SysAnalyzer_help.chm o

CNDEFENSE\SysAnalyzer\SysAnalyzer_help chm lo.

C:\NDEFENSE\SysAnalyzer'unins000.dat lockbit
C:NDEFENSE\SysAnalyzerunins00D dat lockbit
C:\malware'\Restore-My-Files b

C:\malware‘\Honest Sample_JosepCrypt5b0430af993...

C\malware\Honest Sample_JosepCryptSh04302F 393,
C:\malwareminidumpwurten dmp Jockbit

C:\malware ‘\minidumpvurten.dmp Jockbit
C\malwars'testdump fullmemory dumpvurten dmp lo
C:\malware'testdump'\Restore-My-Files bd
C:\malware \testdump’minidumpvurten.dmp Jockbit
C\malware'testdump\miridumpyvurten dmp Jockbit

C\malware‘testdump'fullmemory dumpvurten.dmp Jo...
Co\malware'Win32 Agent Tesla"Win32.Agent Tesla.D.

C:\malware\Win32 Agent Tesla\Restors-My-Files b
C\malware'Win32 Agent Tesla.zip lockbit

Co\malware'Win32 Agent Tesla"Win32.Agent Tesla.D.

C:\malware\Win32 Agent Tesla zip lockbit
C\malware'Win32 Agent Tesla.zip lockbit
C:\Program Files".010 Editor\Restore-My-Files bd
C:\Program Files'.010 Editor\0'1DEditor news lockhit
C:\Program Files'.010 Editor\010Editor.news lockbit
C:\Program Files"010 Editor\010Editor.qch Jockbit
C:\Program Files'.010 Editor\0'1DEditor qch lockbit
C:\Program Files'.010 Editor\010Editor.ur Jockbit

Sl Juloxd (4,155

Resutt Detail

SUCCESS Offset: 498,469, Length: 1,552, Priority: Nomal
SUCCESS Offset: 0. Length: 262,144, Priority: Normal
SUCCESS Offset: 3,886, Length: 1,554, Priorty: Normal
SUCCESS Offset: 0, Length: 3,888, Priority: Nomal
SUCCESS Offset: 0. Length: 529, Priority: Nommal
SUCCESS Offset: 118,093, Length: 1,555, Priority: Nomal
SUCCESS Offset: 0, Length: 118,096, Priority: Normal
SUCCESS Offset: 203,112, Length: 1,560, Priority: Normal
SUCCESS Offset: 0. Length: 203,120, Priority: Normal
SUCCESS Offset: 23,923,512, Length: 1,552, Priority: Normal
SUCCESS Offset: 0. Length: 529, Priority: Nommal
SUCCESS Offset: 203,112, Length: 1,560, Priority: Nomal
SUCCESS Offset: 0, Length: 203,120, Priority: Normal
SUCCESS Offset: 0. Length: 262,144, Priority: Normal
SUCCESS Offset: 114,294,331, Length: 1,552, Priority: Normal
SUCCESS Offset: 0, Length: 929, Priority: Nommal
SUCCESS Offset: 334,230, Length: 1,562, Priority: Normal
SUCCESS Offset: 0. Length: 262,144, Priority: Normal
SUCCESS Offset: 0, Length: 262,144, Priority: Normal
SUCCESS Offset: 262,144, Length: 72,096, Priority: Normal
SUCCESS Offset: 0. Length: 929, Priority: Nommal
SUCCESS Offset: 1,760, Length: 1,552, Priority: Mormal
SUCCESS Offset: 0. Length: 1,760, Priority: Normal
SUCCESS Offset: 4,678,656, Length: 1,552, Priority: Normal
SUCCESS Offset: 0, Length: 262,144, Priority: Normal
SUCCESS Offset: 62, Length: 1,554, Priority: Normal

452 161.624500 Vmware_6a:d3:fe
453 161.625386 Vmware_6a:d3:fe
454 161.625485 Vmware_6a:d3:fe
455 161.625642 Vmware_6a:d3:fe
456 161.625786 Vmware_6a:d3:fe
457 161.625905 Vmware_6a:d3:fe
458 161.626849 Vmware_6a:d3:fe
459 161.626286 Vmware_6a:d3:fe
46@ 161.626409 Vmware_6a:d3:fe
461 161.626687 Vmware_6a:d3:fe

462 161.626805

MC"‘"@“)}? oH-Y-Y

Lyl s a8 Sloy o o LOCKDIt (ol 4ot mlans slacolled

Vmware_6a:d3:

3e1 105.399846 172.21.16.8 172.21.8.8
304 187.412125 172.21.16.8 172.21.

319 118.654688 172.21.16.@ 172.21.

322 119.665835 172.21.16.8 172.21.

325 121.677871 172.21.16.8 172.21.

337 128.293854 172.21.16.4 172.21.

338 128.462688 172.21.8.8 172.21.16.8
345 128.685835 172.21.16.8 172.21.0.8
350 129.617601 172.21.16.8 172.21.0.8
353 131.629432 172.21.16.8 172.21.8.8
374 142.894668 172.21.16.@ 172.21.0.8
375 142.268527 172.21.8.8 172.21.16.8
377 142.843543 172.21.16.8 172.21.8.8
381 143.844166 172.21.16.@ 172.21.0.8
382 144.084488 172.21.16.8 172.21.0.8
385 144.256888 172.21.8.8 172.21.16.8
393 145.865432 172.21.16.@ 172.21.0.8
414 152.487345 172.21.16.8 172.21.8.8
415 152.653294 172.21.8.8 172.21.16.8
427 156.084178 172.21.16.@ 172.21.0.8
428 156.253786 172.21.8.8 172.21.16.8
1718 166.118236 172.21.16.8 172.21.
1719 166.282821 172.21.16.@ 172.21.
1720 166.2082265 172.21.16.8 P75
1721 166.282529 172.21.16.8 172.21.
1722 166.2082784 172.21.16.@ 172.21.
1723 166.385785 172.21.16.8 172.21.8.8

Broadcast ARP 42 Who has 172.21.16.238? Tell 172.21.16.8
Broadcast ARP 42 Who has 172.21.16.237? Tell 172.21.16.8
Broadcast ARP 42 Who has 172.21.16.236? Tell 172.21.16.8
Broadcast ARP 42 Who has 172.21.16.235? Tell 172.21.16.0
Broadcast ARP 42 Who has 172.21.16.234? Tell 172.21.16.8
Broadcast ARP 42 Who has 172.21.16.233? Tell 172.21.16.8
Broadcast ARP 42 Who has 172.21.16.232? Tell 172.21.16.8@
Broadcast ARP 42 Who has 172.21.16.231? Tell 172.21.16.8
Broadcast ARP 42 who has 172.21.16.2387 Tell 172.21.16.0
Broadcast ARP 42 Who has 172.21.16.229? Tell 172.21.16.8
Broadcast ARP 42 Who has 172.21.16.228? Tell 172.21.16.8
.DNS [Sis,; o

NS 76 Standard query @xa59d A wpad.localdomain

DNS 76 Standard query @xas3d A wpad.localdomain

DNS 76 Standard query @x4ad5 A wpad.localdomain

DNS 76 Standard query @x4a95 A wpad.localdomain

DNS 76 Standard query @x4ad5 A wpad.localdomain

DNS 77 Standard query @xeS6c A crld.digicert.com

DNS 125 Standard query response @xe86c A crl4.digicert.com CHAME cs9.wac.phicdn.net A 93.184.228.29

DNS 76 Standard query @x4e5C A wpad.localdomain

NS 76 standard query @xdesc A wpad.localdomain

DNS 76 Standard query @xdeSc A wpad.localdomain

DNS 86 Standard query @x37c5 PTR 29.220.184.93.in-addr.arpa

NS 157 Standard query response @x37cS No such name PTR 29.228.184.93.in-addr.arpa SOA nsl.edgecastcdn.net
DNS 76 Standard query @xee3b A wpad.localdomain *
DNS 76 Standard query @xee3b A wpad.localdomain

NS 132 Standard query @x933 PTR 2.0.0.0.1..0.0.0..0.9.0.0.8.9.0.0.0.0.9.0.0.0.0.0.0.0.2.0.7.F.ip6.arpa
NS 196 Standard query response @x393 No such name PTR 2.8.8.8.1.8.9.8.0.0.0.0.0.0.0.6.0.8.0.8.0.8.0.9.0.9.0.0.2.0.1
DNS 76 Standard query @xee3b A wpad.localdomain

NS 9@ Standard query @x8e64 A www.download.windowsupdate.com

NS 228 Standard query response @x8e64 A wuw.download.windowsupdate.com CNAME 2-81-3cf7-8889.cdx.cedexis.net CHAME bl
DNS 84 Standard query @x681@ PTR 50.4.107.13.in-addr.arpa

NS 152 Standard query response @x6818 No such name PTR 58.4.187.13.in-addr.arpa SOA nsl.msft.net

DNS TTE 2T 7 Z I

DNS 86 Standard query @x8c98 PTR 250.16.21.172.in-addr.arpa

NS 86 Standard query @x@9be PTR 247.16.21.172.in-addr.arpa

DNS 36 Standard query @x2e42 PTR 242.16.21.172.in-addr.arpa

DNS 86 Standard query @x948e PTR 239.16.21.172.in-addr.arpa

DNS B Standard query Uxrdbt PTR TT6.2T.172.in-addr.arpa

DNS JSGgpm —10 JSC&

HTTP JSGg, @
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Time
126 34.923750
129 34.973761
154 44520261
162 44.575399
212 79.971186
241 80.129762
289 1@4,245269
291 184.369670
342 128.516066
344 128.568861
419 152.701726
421 152.746695

Source
172.21.16.8
93.184.220.29
172.21.16.8
93.184.220.29
172.21.16.8
93.184.220.29
172.21.16.8
93.184.220.29
172.21.16.0
93.184.220.29
172.21.16.0
13.107.4.50

Destination
93.184.220.29
172.21.16.8
93.184.220.29
172.21.16.8
93.184.220.29
172.21.16.8
93.184.220.29
172.21.16.8
93.184.220.29
172.21.16.8
13.107.4.50
172.21.16.8

Protocol

Length Info

291 GET /MFEWTzBNMEswSTAIBgUrDgMCGgUABBTBLOV27RVZ7LEduomt2FnYB45SPUEWQUSZ1ZMI THWMy sX2BghUN0Z70r UETFACEAYN SHQZSABVHXEH:
529 Response
187 GET /Omniroot2@25.crl HTTP/1.1
269 HTTP/1.1 208 OK (application/x-pkcs7-crl)
365 GET /sha2-assured-cs-gl.crl HTTP/1.1
78 HTTP/1.1 260 Ok (application/x-pkcs7-crl
483 GET /MFEWTZBNMESwWSTAIBgUrDgMCGEUABBSNRAFoxLLKI7vkvsUTF1Zt%2B16H3gQUWsS5eyoKo6XqoQPAYPktImV1D1gCEAXT 1 tyy1Txwk2BsSKs:
853 Response
389 GET /DigiCertAssuredIDRootCA.crl HTTP/1.1
970 HTTP/1.1 208 OK_(application/x-pkes7-crl
357 GET /msdownload/update/v3/static/trustedr/en/authrootstl.cab HTTP/1.1
184 HTTP/1.1 304 Not Modified

HTTP JS5gy -V JSui

ASGM)))Q ‘ﬂ—‘ﬂ

Subkey = "SOFTWARE-“LockEit'™

LockBit (g yawas 5 sudS ol | -1V JSCo

. FF15 1CE@4 1o I

G y dulS jlado 51 oolasw! VA Sl

LU DWORD PTR DS: [<&AOVAPIZZ, ReglueryMa lueEsR>] |\ EE=r = V=T

G y IS jlado 1 oolaswl — 1] ST
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\$ SNl Jelowit 0,155
____________________________________________________________________________________________________|

CALL DWORD PTR DS:[< Z2.wsprint

____ ERX RootPathMame = "E:--"
CAHLL OWORD FTR DS RMELZZ. GetDr
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Windows PowerShell s, Jled e .
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