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# Filter access by ip address => allow access
to 302.143.54.102 and IP_ADDRESS_2

order deny,allow

deny from all

allow from 302.143.54.102
allow from IP_ADDRESS_2
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# Deny access to config file

<files config.php>
order allow,deny
deny from all
</files>
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# Disable directory browsing
Options All -Indexes



S Slowl Cudgaxo PHP
WU Yo (59, 1) (39T 28 poxs (5 iy 5aj g
9 o o (9 ) 63 oSt Slellol @ oxo ¢y yiday
Al o Yoo (g9, Iy PHP Sl S syl ¢loj o2 yiiian

# Limit max upload file size, max post size and
execution time in ms

php_value upload_max_filesize 20M
php_value post max_size 16M
php_value max_execution_time 200
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i o8l .htaccess ;o 3lgo 330,550 5l (S
oS b Culw SO JUis (gl -l 3)lg 99 9 wuSpalsy
38 pasuidio b3S calse 63503 gl 4 | of cilise
WWW (59320 <0 WWW L L g HTTPS &4 HTTP L culw
$Lsuuin (olal AS £9u090 (1l ricxan g uSpls))
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# Force HTTPS redirect

RewriteEngine On

RewriteCond %{HTTPS} off
RewriteRule ~(.*)$ https://%{HTTP_
HOST}%{REQUEST_URI} [L,R=301]

Hotlink ;I (¢,Sgl> *
wslo bl ol ) as g 50 e’ oe L Hotlink
Als0pd inles 4 505 glaculuncg 3 Lo oluwg
GleMol ¢ (a5 j1 33,5 0 acl Hotlink Protection
51 JLko (gl 39 (5050l 1S3 (sloculunsg 5 Lo
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# Deny Hotlink

RewriteEngine On

RewriteCond %{HTTP_REFERER} !~$
RewriteCond %{HTTP_REFERER} !“http://
(www./)?domain.com/.*$ [NC]

RewriteRule \.(gif|jpglpng|css|js)$ - [F]

395> w3 .htaccess 395 a |y o quwyiwd 45 iygu0)d
Sl dlgs ol (5laoyes Sloul wasgo Jold ¢l
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# Deny access to all .htaccess files

<files ~ "~ *\,([Hh][Tt][Aa])">
order allow,deny

deny from all

satisfy all

</files>
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330

# Deny access specific file types

<FilesMatch “.(htaccess|htpasswd|ini|phps|fla|
psd|log|sh)$”>

order allow,deny

deny from all

</FilesMatch>

XSS WMoz (43,5 dg3umo ®
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# Blocks some XSS attacks

<IfModule mod_rewrite.c>

RewriteCond %{QUERY_STRING} (\|3%E) [NC,OR]
RewriteCond %{QUERY_STRING} GLOBALS(=|\
[[\%[9-0A-Z]{0,2}) [OR]

RewriteCond %{QUERY_STRING} _REQUEST(=]|\
[1\%[9-0A-Z]{0,2})

RewriteRule .* index.php [F,L]

</IfModule>
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# Set CORS policy Header

Header set Access-Control-Allow-Origin- https://www.domain.com

content-sniffing Glos> lp )5 cladles ©

15, 1PE) (505 Mgy 40 45 ol izt Sl syl s 55020 ass Jolis Jpasasgloss Contentsniffing koo
Cawl 0315 A8LS s (...

135S 50 polyd |, content-sniffing ,l ;o cladlxs ;i jgiuwd

# X-Content-Type nosniff

<IfModule mod_headers.c>
Header set X-Content-Type-Options nosniff
</IfModule>

.htaccess
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Terminal = sun 22:03

Mobile Security Framework - Mozilla Firefox

hgapa@ubuntu: ~/Desktop/Mobile-Security-Framework-MobSF

File Edit View Search Terminal Help
Performing system checks...

(V2 S Y J | Y R A B BN
N AVAIR VY R W I R A A |
T O T 0 S T (R W 4 I R B O
IZ1 N1 N (R T
Mobile Security Framework v1.0.3 Beta

REST API Key: 17363aPa2b1110946ec12b5fffb3606fabefd9c704ef4cab78412430516e4b83d
0S: Linux

Platform: Linux-4.15.0-51-generic-x86_64-with-Ubuntu-18.04-bionic

Dist: ('Ubuntu', '18.84', 'bilonic')

[INFO] Finding JDK Location in Linux/MAC....

[INFO] JDK 1.7 or above is available

[INFO] MobSF Basic Environment Check

[INFO] Checking for Update.

[WARN] A new version of MobSF is available,
Please update from master branch or check for new releases.

Ssystem check identified no issues (@ silenced).
January 19, 2020 - ©5:57:20

Django version 2.1.5, using settings 'MobSF.settings'
Starting development server at http://127.0.0.1:8000/
Quit the server with CONTROL-C.

[19/Jan/2020 ©5:57:47] "GET / HTTP/1.1" 200 7723
[19/Jan/2020 85:57:

[19/Jan/2820 ©5
[19/Jan/2820 ©5
[19/Jan/2620 85
[19/Jan/2820 ©5:57:
[19/Jan/2020 ©5:57:48]
[19/Jan/2020 ©5:57:48]
[19/Jan/2020 ©5:57:48]
[19/7an /2020

unSgid Jlussi lauo ;5 MOBSF gly>l 9 wuas -1 YU

000 L1903 (69) 1= 9 (0 D904 Vlgigse Sl 2l 2l 9 o Sl 4 i U
ol 6380315 Glales [ ol ¥ S 5o aS eubls

IM®BRSF

Drag files here or click Upload & Analyze

#» Upload & Analyze

Recent Scans | APl Docs | About

MOBSF ljl Jo! dseiuio -¥ JSuibs

a139 (ol 391 b g piiSulul Jol8 (53,5 drag L lgsiso 45 Cawl yaskino ¥ JSuibs Gubo
: 9—?‘?.))' 3,90 Wié aS ‘é,n.lbu.n’.he%.lgl (MD5) i gl vlgio (ol Ao ) yizxon
590 >

0 6300 Lo 0,155 9 APl ) bogj0 CaingsSIs (sl (sl obj,l

0 ly-9 03laiwld)g90 Cani (ylguicdy (iijgol 3)lg-o (sly 4S (Diva) Syl S Aigaes
il 038031 Yl (29,5 Ao -4l g Ealedls (5399 Vlgicay MOBSF

© 2019 Mobile Security Framework - MobSF v1.1.6 Beta. All Rights Reserved




Sun 22:05

Activities 9 Firefox Web Browser ~

Static Analysis - Mozilla Firefox

=a Static Analysis

4 CEER

n o e &

B 9%

127.0.0.1:8000/staticAnalyzer/2name=d eta.apk&type=apk&checksum

RecentScans  APIDocs  About Search MD5

App Icon B File Information App Information

2 ] civa-beta.apk [T jakhar.aseem.diva
é [ siee REEEIV:] [EIIET jakhar.aseem.diva.MainActivity
[[E3 822b8b2193b3cTb1c737e3aT86be363a [ Tareet sox ] minsox B
App Score (o] [EI5) 27284990 b86a3a33571b3e08043329 10416801 [ Androia version Name B

Scefc51fce9bd760b92ab2340477f4ddas4bsae0c5d04a8c9493e [ Androiaversion code B8
6.1 4fe34fabTcs

R /o0

17 0 0 1

ACTIVITIES SERVICES RECEIVERS PROVIDERS

View © View ©
EXPORTED EXPORTED
ACTIVITIES SERVICES
2 0

EXPORTED EXPORTED
RECEIVERS PROVIDERS
0 1

B

@ start Dynamic Analysis

- Scan Options E View Code [ 7]
.o
see @ 1t looks like you haven't started Firefox in a while. Do you want to clean it up for a fresh, like-new experience? And by the way, welcome back! Refresh Firefox... | X

MOBSF 134l ;29,5 Jol dxitio -V

o=l e 4SS 0,8 59 Ll L el ¢ Binary Analysis

395 shol (glaiu jl plas, 4S5 cuwl ¢ Android API

g0y 45 aidb (olayisw 505 j0 ¢ Browsable Activities

ol uegas 1y JUjl s>9y> UBBla>  « Security Analysis

2 JLoylgicau A C,Ig".“,uo Uasw ;5 ¢ Malware Analysis

Security analysis 4 J;g_g 0 s * Reconnaissance

39->9 Manifest analysis 3w ;05 °* Components

Manifest 4y gy J2b 45 305 « Download Report

Wlegidge g 03,5 (bl b pidesSalyl

Ohso 9 Olowog U b plws 42 oo slagisy i plasye

3 90 Ol 3iS 50 (g sl St SleMllol lgige Lol

il 0305l it € JSoby  O-Salil ()l peguas 3 ¢

5 b (=295 9 gl sy
Olgigse Sl 5 aliso (lacas

s ) Firefox Web Browser ~ Sun

Static Analysis - Mozilla Firefox

== Static Analysis P +

;‘ c @

MobSF

B 0% | - @ o inme &

© | ® 127.0.0.1:8000/5taticAn 2absb2193b3cfb1c737:

7name=diva-beta.apk&type=apks&checksui
APIDocs  About n DS
Q Manifest Anal

ISSUE SEVERITY DESCRIPTION

Debug Enabled For App EE)  0cbugingwas enabledon the app which makes it 0 hook 3 debugger to t Thi astacktrace and accessing debugging helper classes.
/androic:aebuggable=true]
Application Data can be Backed up [ This agaliows anyone to backup your appiication data via adb t al afthe device.
landroic:allowBackup=true]
PICredsActivity) [ | i appson ble to any other application on the device. The presence of intent-filter indicates that the Activity is explicitly
AN intent flter xists. exported
Activity divaAPICred: ;s appson ible to any other application on the device, The presence of intent-flter indicates that the Activity s explicitly
An intent filter xists. exported
Co i dma [ i IR i ith other it accessible to any ather application on the device.
Protected
[androictexported=true]
<> Code Analysis
1SSUE SEVERITY CVSS CWE  FILES
The App logs information, Sensitve information should never be logged. B s owesm
ADD Can read/write to External torage. Any App can read data witen to Exteral Storage. B 55 oweans
div agedActiity java
App creates temp file. Sensitive information shovld never be writen nto a termp Tl B 55 oweans
div 3Actiity java
Ao uses SQlite Database and exccute raw SQL query. Untrusted user input n raw SQL Quertes can cause SQL Injection itve should iittento the B 5o owes e

database. div

@ It locks like you haven't started Firefox in a while. Do you want ko clean it up for a fresh, like-new experience? And by the way, welcome back!

Manifest Analysis @ bgse Gisu 35
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* Information
* API Monitor

Exported Activity Tester
Activity Tester

ties *) Firefox Web Browser ¥ Sun 22:06 2.0 O~
Start Testing - Mozilla Firefox

= Start Testing

-*‘ & c @ © | ® 127.0.0.1:8000 8% | - @ nme W=
Dynamic Analyzer - jakhar.aseem.diva
VMStatus  Emors
VM Snapshot loaded
4
@ 1t looks like you haven't started Firefox in a while. Do you want to clean it up for a fresh, like-new experience? And by the way, welcome back! Refresh Firefox... | X

s il lasseo 55 pinSalyl sbgs bl -0 JSuis

< C | O 127.0.0.1:8000/Report/?md5=4c1b964b290849a2332550797abda2408&pkg=de kmdgmvhhg.ossvhjnuwhwg 7r | B

MobSF = Recent Scans About Search MD5

Dynamic Analysis Result - de.kmdgmvhhg.ossvhjnuwhwq

Start Web API Fuzzer
Downloads
HTTP(S) Traffic Logcat Logs Droidmon API Moniter Logs Dumpsys Logs Application Data

K Filelo

& Network Calls
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shlge ptinaSulal 51395 (bl Glses (sl 45 3 L] MOBSF 3505)38 jliul goguas 55 (Slxudgi allie ol 5o
R lgise Sl 033l 395 53 |) Ligy po g Ll (L))l 2 W92 9 ol (295 E9b dads )l eslaiwl L
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Automated Mobile Application Security Assessment ()lgicl I, gl6,95 Udemy juise ol aSil 46SS ¢y 451
29 Ol S (bl o (LUgo glag-duSalil )83g-5 (il (L)l Yoguas ;3 4S 315 395 Culw ;5 With MobSF
Sy s0 A5 4 Cawlin ol ol 52 ladud glp 6593 G2l K (o Ll 39290 Rulio

* https://nullcon.net/website/archives/ppt/goa- - https://github.com/MobSF/Mobile-Security-
16/Automated-Mobile-Application-Security- Framework-MobSF
Assessment-with-MobSF-by-Ajin-Abraham.pdf

* https://www.udemy.com/course/automated- ¢ https://hydrasky.com/mobile-security/how-to-
mobile-application-security-assessment-with- use-mobile-security-frameworkmobsf/
mobsf/
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https://hydrasky.com/mobile-security/how-to-use-mobile-security-frameworkmobsf/
https://hydrasky.com/mobile-security/how-to-use-mobile-security-frameworkmobsf/
https://nullcon.net/website/archives/ppt/goa-16/Automated-Mobile-Application-Security-Assessment-with-MobSF-by-Ajin-Abraham.pdf
https://nullcon.net/website/archives/ppt/goa-16/Automated-Mobile-Application-Security-Assessment-with-MobSF-by-Ajin-Abraham.pdf
https://nullcon.net/website/archives/ppt/goa-16/Automated-Mobile-Application-Security-Assessment-with-MobSF-by-Ajin-Abraham.pdf
https://www.udemy.com/course/automated-mobile-application-security-assessment-with-mobsf/
https://www.udemy.com/course/automated-mobile-application-security-assessment-with-mobsf/
https://www.udemy.com/course/automated-mobile-application-security-assessment-with-mobsf/
https://github.com/MobSF/Mobile-Security-Framework-MobSF
https://nullcon.net/website/archives/ppt/goa-16/Automated-Mobile-Application-Security-Assessment-with-MobSF-by-Ajin-Abraham.pdf
https://hydrasky.com/mobile-security/how-to-use-mobile-security-frameworkmobsf/
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Display Filter
g play
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ARP,RARP,IP,IPv6,ICMP,ICMPv6,IGMP,RIP,RIPng,DSR,AH,ESP,U
DP,UDP-Lite, TCP,RTP,NetBIOS,HTTP,SMTP,MIME,DHCP,DNS,FT
P,IMAP,NTP,SSH,SNMP

Internet (TCP/IP)
protocol family

LTE Protocol

S1AP,NAS,Diameter, GTPv2,GTPv1.GTP-U )
Family

SIP,SDP,RTSP,Sigcomp,H323,H225,H235,H248/MEGACO,MGCP,
SIGTRAN,SKINNY,IAX2,RTP,RTCP,T38,SRTP,MIKEY,RADIUS,DIA
METER

SMB,SMB2,ATSVC,DSSETUP,INITSHUTDOWN,LSA,NETLOGON,S Network

AMR,BrowserProtocol,Mailslot, WINREG Fllesys.tem
Family
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ip.dest == 192.168.1.1

ip.dest!=192.168.1.1
frame.len > 10
frame.len <10
frame.len >=10

frame.len<=10
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k8 el U Packet 4 S ,>
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bl lPacket
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Al Packet

(TCP, UDP or IP) g3isS (gasy Packet 4 oS >
(TCP, UDP or IP) ¢3usS LS Packet < &S ,>

33,5505 Mg Node 4, Packet «ulijo> Giules pSin 55

Tab or Shift+Tab
N2

™

Ctrl+ { or FA

Ctrl+ P or FY

Ctrl+.
Ctrl+,

Backspace

S)linnlg 53 (g5lwopsd (gla,ilsd s

o3 53 1P ay Jlunyl b (380 55 Sudl 5 bndd (gjlusd pusd
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9 Juu)l gloPacket Wis b cuwls Sy Sudl 5 (g5lwe yui
(SMTP and HTTP) 25 g 80 91 93 jl (5394

ARP 9 DNS (Sl.bds..’ig)e lauwgi

host 172.18.5.4

net 24/192.168.0.0
src net 24/192.168.0.0

dst net 24/192.168.0.0
port 53

host www.exam.com and
not (port 80 or port 25)

port not 53 and not arp



low 9 jl Yol i) S Sl i (gjlw 6,455 tcp portrange 1549-1501

EAPOL gg ;| Ethernet (JSGg ) Sudl )i ladd (g lwe jus3 ether proto 0x888e
IPVA IS0, 1o 31 (oIl Sl (53t 5 ip
O g0 4 a5 glePacket Wi g unicast Sdl,i (gjlwe jusd not broadcast and not
g g0 Juwyl multicast g broadcast multicast
S 43 39290 IPV6 (5la0,3 soloi jl (518U 55 b (Jluwl Sudlyi 0053 dst host ff02::1

JLw,| Blaster worm la.wgi Cawl ;S0 a5 (Sudl i (5Lwo jus3 dst port 135 and tcp port
il o3 135 and ip[2:2]==48

) icmp[icmptype]==icmp-
Jlw,l Welchia worm lauwgi Cauwl (S0 4S (Sul,i (g jlwe jusd echo and ip[2:2]==92 and
Al o3l sl b icmp[8:4]==0xAAAAAAAA

S)liply 43 (633218 S yilid (yaalyd I (g3lass

IP o)1 Sy bl 43l ip.addr ==10.10.50.1
Packet suaiis IP ;5T Gwlwlp il ip.dest ==10.10.50.1
Packet Isuws IP G 5T (wlwlp jild ip.src==10.10.50.1
IP 25, S yolwly il ip.addr >=10.10.50.1 and

ip.addr <=10.10.50.100

ip.addr ==10.10.50.1 and

IP ool iz bl 2 ,ilas ip.addr == 10.10.50.100
wels IP Gu,o1 Sy Vi !(ip.addr == 10.10.50.1)
L,Ob Subnet \SJ U*’l“’l gY) 5 I9‘ ip.addr == 24/10.10-50.1



Packet suais ;o yols W gy Sy ulwl jo il tcp.dstport==23

- = - ip.addr ==10.10.50.1 and

URL & bl yilid http.host == “host name”

- e s . “l o frame.time >=“June,02

SYN U8 Lwlwl o (53,5 ilud tcp.flags.syn ==
Brodcast ¢loPacket juwlwlpy yilié eth.dst == ff:ff:ff:ff:ff:ff

5 (MAC), oS3 (0,51 St yolawlpy 5ild eth.addr ==
0ol (MAC) 2549 sl Sz oslusl Sl 00:70:f4:23:18:c4

WIRESHARK

‘Activities Wireshark ~ Sun 17:38
*wlp3s0
File Edit View Go Capture Analyze Statistics Telephony wWireless Iools Help

WA® LD REBAQACI»IIAS H ey

Time Destination Protocal Length Info
3508 217.671839648 1. 192.168.1. S5HvZ 214 client: Encrypted packet (len=148)
3515 220.140500884 1. 192.168.1. S5Hv2 118 Server: Encrypted packet (len=52)
3526 226.089906651 ol 192.168.1. SsHv2 106 Client: Protocol (SSH-2.8-OpenSSH_7.5p1 Ubuntu-18ubuntug.1)
3528 226.102210930 1. 192.166.1. S5Hv2 Protocol (SSH-2.0-OpenSSH_7.6p1 Debian-2)
3530 226.103070821 -1, 192. .1, i Key Exchange Init
- : Key Exchange Init
3532 226.108620986 192.168. 1. i Diffie-Hellman Key Exchange Init
3533 226.113968884 192 168. 0 o Diffie-Hellman Key Exchange Reply, Mew Keys, Encrypted packet (len=172)
3534 226.116521441 192.168. Bl z : New Keys
3536 226.157991322 192.168.1. .168.1. Encrypted packet (len=a4)
3538 226.156245933 192.168.1. .168.1. Encrypted packet (len=44)
3539 226.156325731 192.168. .168.1. i Encrypted packet (len=60)
3540 226.160765393 192.168.1. 2.168.1. SSHv2 5 Encrypted packet (len=52)
3543 227.696128361 192.168.1. . 1. i Encrypted packet (len=84)
3549 229.545949316 192.168. S Encrypted packet (len=52)
221 391 o3EnaEEME 10 ae + Cnarimbad naakat f1an=1401
[Calculated window size: 31672)
[Window size scaling factor: 128]
Checksum: @xaSd4 [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0
» Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» [SEQ/ACK analysis]
TCP payload (1680 bytes)
SSH Protocol
~ SSH Vers . s=implicit
Packet Length: 1676
Padding Length: 6
Key Exchange
Message Code: Key Exchange Init (20)
» Algorithms
Padding String: 69EeER6EAG0E
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Cross Site Scripting(XSS)
Blind XSS

DOM Based XSS

NoSQL Injections

Monitoring an Environment
Regular Nmap Diffing
Web Screenshots

Cloud Scannin R
& Deserialization Attacks

Template Injections

Server Side Request Forgery (SSRF)
XML eXternal Entities (XXE)
Advanced XXE - Out Of Band (XXE-OOB)

Network/Service Search Engines

Manually Parsing SSL Certificates

Subdomain Discovery
Emails

66

Finding Credentials from Outside the Network

User Enumeration Without Credentials

Scanning the Network with CrackMapExec (CME)
Privilege Escalation

Pulling Clear Text Credentials from Memory

Getting Passwords from the Windows Credential Store and Browsers
Getting Local Creds and Information from OSX

Living Off of the Land in a Windows Domain Environment
Querying Active Directory

Lateral Movement with DCOM

Pass-the-Hash

Gaining Credentials from Service Accounts

Dumping the Domain Controller Hashes

Attacking the CSK Secure Network




66

Building Your Social Engineering (SE)
Campaigns

Doppelganger Domains

How to Clone Authentication Pages
Credentials with 2FA

Phishing

Microsoft Word/Excel Macro Files
Non-Macro Office Files - DDE
Hidden Encrypted Payloads
Exploiting Internal Jenkins with Social
Engineering

Automating Metasploit with RC scripts

Automating Empire

Automating Cobalt Strike
Password Cracking

Gotta Crack Em All - Quickly Cracking
as Many as You Can

Disabling PS Logging

Windows Download File from Internet
Command Line

Getting System from Local Admin
Retrieving NTLM Hashes without
Touching LSASS

Building Training Labs and Monitor
with Defensive Tools

Card Reader Cloners

Physical Tools to Bypass Access Points
LAN Turtle (lanturtle.com)

Packet Squirrel

Bash Bunny

Breaking into Cyber Space Kittens
QuickCreds

BunnyTap

WiFi

Writing Code for Red Team Campaigns
The Basics Building a Keylogger
Compiling from Source
Obfuscation

THP Custom Droppers

Shellcode vs DLLs

Recompiling Metasploit/Meterpreter
to Bypass AV and Network Detection
How to Build Metasploit/
Meterpreter on Windows

Creating a Modified Stage 0 Payload:
SharpShooter

Application Whitelisting Bypass
Code Caves

PowerShell Obfuscation
PowerShell Without PowerShell:

HideMyPS
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Cloud service models

Gmail, Trello, Slack,
Acumbamail, Office 365 End users

Flynn, Cloud Foundry Software
Heroku, OpenShift developers

Stackscale, AWS, Network architects
VMware, Azure IT administrators

)



§e] U’Lu.o| Pl -\ €

:(Deterrent Controls) 6.5)l5;L J,uS

:(Preventive Controls) «il,. Sy J,iS

:(Detective Controls) paxsis JyiS

:(Corrective Controls)  >\ol S

Y



G Lol aSiul asody il Caiol gy (50l Olowloo (slas 918 3990 b=l 53 Lidle )5S
Sl S0 (gl il LB 5 (gjloxo (Shwlxo @l (59) 2 2l 3iS G is pl 0315 510 4 Laosls g pulius
Ol apiol S lawwgl A5 (gl Slwlono 4 1ogo 50 pgo (il 3345 Ginid -39 (ol (5L LSS I ()b acly

Sl 36lo)lue Cawl sainaius (CSA)

Olelgo Uigy il 53 -3l so CSA lawgi o3 lwlidh ;i 30395 da3gd o2
igasalS Ohlo 4 aosso slaylidles 39T L g il (slacas b j ©yad i ookl b g 395 (cogae 1ol S 4y silgie
.DD0S o> JUioglgicdy .S o3lasiawl ;555 (glaoKiws 4y dlos (gl

Vb ik lawgi 4S Aiduus (69595 doliy glalall) ;| slacgo=o LOAPI
P 35S o Sloul 44 9,40 (third party) Gl Gased S 4SS g so 63liwl il Sloss U Joolsi (glp
S o0 dzlge Loy (SS9 (1399 Wiloymes dugs Wlylas L 1)

U Wliseo ol lawgi a5 il praily sase3dill ylgacy
b8 Wlidio 0315 3Sp0 5 aS aliso (b yiuine L GHleio WileMbl (il aS 315 3929 Jlais| ¢l gl 50 LIS Syl
g 0313 JUail 5 LS 20lgi g0 (g piine S lauwgi lade OleMbl Cais ¢l il wg)ls

Gloas 63535 il HS1 .l (gl Sliwlows 5 @l JSuine SG 0315 315 Caws I
b= WleMbl 39, Cawd I Jlaial ollum oabw (Heds g (Jlo WML jl (o550 Jodd U 1) 395 Wless (gl il
bl salgs 399 Linilp,S

man in the Mo Joli Olaosgs ¢l 3iubb 0BT o 51 30U ol Glha)lS a8 Cuwl (65505 JSiino Sdlys
bl 50 658 g Lamiddle (MITM). spam

3,81 51 b iloymeo ileMol (5315 s 1 b B yw g sl aadiii Jolis Laasags 4igScpl
Szl el Lo ol g Hlojlw 40 3995 (gl)2 395 ( Ulgi Aliawgay 3 ilgi o0 )0 (slo(6395 umwl Slaiic] 390 (5395
g 0y g Jlo Wiyl g 5 )laxi pL sl 5190042 0L

ablio (gl ol L3515 Gl (sloesls 4 (639320l (samyiws (1S)glbds 1l HBasasl)l
8 Oygu0 2 yuS Cawl PV 39450 L yiine WleMl (43130l jlas 4y joeio aS Lo )5 (cwpiand plas U

O)ygu0 5 dSha bl gllaos Hlinlessls (o 6,53 Jo 1 3o ¢l Ol yicdee 9 oh)lS
WS 3o w3505 gl Uloyms g (pased WleMbl 4 g 63,5 SuSE |y LagT silgiso Lassls Jowo I g\l

6=l bl 4 boga e Wilpdas 1 (So Lasdls (y3gs Guyiws 4 Wildgl u_mlf L g Wi

5850 )10 ol JLiisl 43 Ligy Cijguody (g 0ubian jlu 4 4295 L sl jl0Icaseuw jl (it 4S5 (Sloj yoguas4y b0

Lol b 9wl 83905 Loyl Wi 4y pladl G139 (g piuine 4S Laosls I (g SO (st Wis ylas &jguo ¢yl 4o
15 3929 (b 63 (g Sl

Ol S 3yl 3929 ) (62l LEBLL laumg - (sl el S 4 JS503 (sisiel Wlilas I (S

13 (ryian (5 iian S (5325 Dl a8 jo) pgxe (SleMol 4 p.>lgo 3,9 ST .l Laosls 4 p=lg5 b g s

3230 |y 05l (pal LayySe a4 dlid) by 4 jga8 G0y (=2l 0US o Lol (69,5 Ll gulin (soloidy J5lgi o S
DS Jlodjus [y o Wloss L g 0315 ;i 03,5 S | (g jlxo lo&iws (g9 o WleMbl soloi a5

sl gl GRS 53 4293l (ol Jiluso (2 ipge 552> oosls (S2)LSy Lass>
JSiao HL2d gy aiSpalyd jl bl L g JLiil plBae 4 Cawl (pSas pl il 43 636,153 (glaosls aSly>
2393 ol Loesls (SS9 63
Al gy 05 g Ao Wiljagadi @ladls Gljagas (CPU ilo (g 91w galio (g 135Sl 4
webais! 5 iin S 4 @ilio 45 Gasiy Lol ladse BUS)) .39 e 2ibS (59U S iuSlo Sz (5 ik iz
9 OLjae @S law 53 (s (32302 Wwgdy Rilio A5 Jbl g0 (S Jao S 2 (s (sl by i ge 001
o o 4IRS Syl 4 ¢Syl



S s S 53 (S8 Rolie (Silaie (5L sm8lg 9 (55l liSy Jglaieds (5)9L8 S (slusjlomo
Sl Gl degazxs S U 3o 50 o5l (gilusjlxe jS0oliedy aubilbio gjloxe jgw o3 lawgs

W gy 5 SezgS locylaxd 5 g 390 o3l )i glocS; b yidun 53 (69l ol S (S | sjlame paiblo

ol GlayianS

39 4SSl Jdd du 309 50 Cad 3330 (glidin (oSuja9 @alio o (L yidio (sloosly g Wless

ol 13 ciloasy)Syatio Wlods g 0315 ¢y i 39290 il (63525 (slomg s diilen (SIle iz g (g5lawgs jlaxo
9 Wless aS oo @8lg,5 .3k inliél (saclial jglody slgiso il 63iSEAlS Lugyw Lt (Sujud guis S jl 63)lg
S 35,5 )18 DDOS alas Ly S 390 3-ilgigs0 (lawliay Loyl g g0 jSpet0 ol i I )b @3-4lS slaosls
4:5JL;:>,§| 39 YU wladio 5 cuwl 13J g (b yiliue pled Gaagaw 5> JWis| 44 y2eio SSlgi 0 DDOS aloo L S Wldee
1320 50 U9 4 Llgi e L yikio (glaodld colal S Wldoac L aicib diloyms g (5w il jgw 53 03.56,153 (glaosly

VLY

21 03525 Ganig pa S 53 395 (5Laosls 4 i lawgi (g yiciis 4S (5138105 Lol ;3
90 JS13s> L 9 63,5 3985 jul 40 (g ducanl pal 1 o3lasiwl b 0lgi g0 polgo «dubl il S 5o 30y (sanpiand

9 il Zaso 3,Sac > JUS

U pladl g S oy (cwyiand Gl o glaosls 4 aS aiS sy |, 05551 (gl 63l 53 U yidinn o)l (glaosls cudlil 4

Aalas LagT 1 (5,593 eslaiwlsgw 4o b g ,d

bl 5o (ol WML (glain ) J2Vs 4S5 Cdlbicuws doeii ¢l 40 Olgiso 3 3S3 VUL ;0 4S (g3)lg0 L Agi L
multi-) 4l Gl idae o0 SiSlwp) Blie Sl 4 1bg.je Jgl (i (3gui s0 pasudd Gide 93 4 (S W50 (5,
Caaw I 3l oo padaamwl (gl O yiudao ) 8ol (5jlwlas slaig) AS Cawl Cuiiniis SO 2l azawl (tenancy
loseo > AS Wgldi ¢yl b 3l 3929 (50808 Ljguods A4S Sk (Jlogles 39290 WIsusgs g g piscuwl 15 ;50

Y

U S ¢l 4 il ) (Siiel Mo (gl ) JuVS pgd irse .33 o0 Sloul (55VL Wliloliee Wilauags ¢l il
b Slasiel pae ¢l 2315 3929 5l (532395 4 JoolS slaiiel pac aSly2 33,5 05 Lasialyd g Laosls g luwgy i
Josino il 83525451 uag yaw 33 45 Cawl (631581 degamo (y3gs B0l 09-8JL L g (5399 9SS ( Jg 8wy 5ol

il g0 IS 4

P Sl 03D03 dewgi diu) ol SO (olaisl Sl
39290 (-iniol (5,9L9 (slocuusgazo lacul sy (glociawud
M 9 g (521 sl (Siwiel Olaasgs L albilis gl

g0 Ul LagT oSS gl (sah2 9 (5SS loladl

O So gl

6)lo Gablo 5 4SS ol (g3 SO (gjlo oo

©ilxo pablo led 35lgi 0 Lgid 9 39 0 ) (g piciinn

kol J=ol) S gl 1) cawl saineuai ol (59, 45

-2 4S (gl logaiblo u 43 |) S 3Slgi s0) 39290
...\.ZS )9.1,\)[0 ..\.3)') L’_L‘.>|.3 .IOL:\JJl

alpawgy Jgldio (ol slogyglid 4zl

9 Lsiz il laguile plai ;5 (wg,9sil asai
LS IS 4 (jlome slogiblo ¢l a0 i ;3 L
S 50 Slanl Slirgaxi 59y 1 (531 JL Loyl (Jg g e
al JSbian ylg-o (gylaans 43 929 RIS (ytizxen

el (sLoejg> 3 (o£gitke g e3yimS Wliudaxi ejg,ol
(sl Wlagags il JSla> 4 jgdaiedy (gl Ll
9 lalgus suiles Jiuiol Wisuags .3ubl o dwgil>)s ol
W04 9 (5ilxo lagiile G 4 OlallSo (g JS
ol (59U L 039 sedody ol ployd 9 Camwl iyl

39290 (sinial (sl glid

S SVl 43 (53w Ylgedy (upians S jglaiods

950 (stlawlish O g L IP lawgs A4S (50j09 i

Gl 6rin 0 Uil 4 4295 b ol 93,550 wasai
g s0 e ol jLinge (mpiand olio

i1 39290 (ol (glos,9Us

Ol 9 3B o0 LA il |y (5jlome puible ayg g IP (59,

ilxe pamiile oy paso slaylidles i eslisiwl L |y gaiilo

sl Lo ,9Us ol qHjlue 4 .S o0 yg-iwilo Ly g J-iS

P ASb S j9iiile g (5iloe paiile j (owpiand S-S
il (5940 (gjlxo loGuble -0



oLy (siuiol Jolitsio iloladl -¥-¢

(il glaprile glodSds (gjlwla

1S ygisilo g IDS: IPS (glopiauw (555

1 Uloyxo (slaosls g jlwylen

12l AU (cwpiwd (935S 3930




-LI

T T\

y 4

NGEW

Next
Generation
\ Firewalls

y

Jl9y2L8 835l (gl Juuss (5850

39 iy 55 ol POIICY 45 Sy 3 o Exibl o
13 Jlg sl . Nigin g0 Azlge slas Ly A1 oMbl glio
(59w 31 6330l (slausgaze Jlosl yogile dSuis SO
Callnd g95 9 Sl poxs Sy ygiuile Caglyld @Susih 130

s 4Sasd 510 3

Sl 1 Gt Jlgas b Jlgsalé 4l da igsgalS 53 Casial
P9e80 4 g 33l63y91 uwsey Fire aversion g Fire fighting
3 sl G gloaleis jl g Sal sl 0935 cyilas
U | 395 (slyg A (unpiaws ojll Laglojluw 45 (il
3 5 3 S (anpiand JpS Gl ks ol)lS
£95 o isbol AAAe a3 4319l 43 Lalgld cas L 5l Jud
ACL (wyiand (i8S Cannsd lawgs Wpdiamn gl (J-iS
it 1y (g5 lawoslyy Caslild Siszesioaw iliagas 59y 45
AS 35w o il U OB a2 g L 0 03laiwl
099y L 9 s glolga 1 (5115912 (sl 5550l ACL
Sl o o liso i g (Baas Jp3S sl
Wi U DES SEAL (g L= glalg uld gl 199Y JLuw

253 55U 3lg (sl p2lgo Sl 525612) pols

I REVESSRPIPRW:R |

3 lpy5 slasz ez U (s holcaim Sl sgaxs Ladlo s
S 50 (50258l AU e (ot I 4S S
Cyguody e 9 (5 )hIudun g0t oo gl 50 Lo lg 0

gy g 5lawesly 3,509, 93 10 jl (2S5 L s)lilps
i (cuyians I s Sel> sl Olgise Ladlgné |
s (2 (SRl Gizxed 9 il dSud 4 (LS
oy glpiam 4 (Axo Al jl 2)L5 lopiww
S g1 (52955 9 15999 DleMbol plaj .S eslaiwl (51>
2545 S (6399 5190 43 Jlg 128 Gl I iyl g (Axo
294 51 @5lo 9 35,50 S8 (au103590 LoAiumy g A4S0
03y 325 i jl 45 sloylie L sLas o 45 (glediuw
ot 3985 jl (5 uSgle acl yol oyl . Niguib oo ity
S lopiuuw 4 LoySe lawgi s bidisbw g L) 4=
O i Logac Lalgnld .sg-dise Lo S 5o
Jlosl Calild 4S 35S oo Sgamxe |y iyl g (S aSis
Caoaww 4 (AS1 aSis jl (5940 Syl (59 12 Laadgazxo
Olg-iedy 4S5 Lacusgao ol 3icdilbie hI> jd | Cadyiial
i ASuad ghade lawgi digui 0 wislub Policy
b Oligad gripslws 1 Sy Ladignld 03,550

3w Juwi glalg s €

3l o I 5o 1) Jogl Jad (slacalild plai aS S
(DP1) Gaoe Cyguody ladiuy (il (JUioylgicay
«SSH ¢ SSL la_wlg (IPS) 3995 ;l (g,sSgl> wlopiwun
AQOS g 5L iy Cpse daculurg (gjlwdgazo
3235 A2 e (£99 RSl > Sy i slalg L8
@Gl (53)lg0 4 UTM 2\Uasol 3g-29¢lb wisawa UTM

922 L (9w Oljoagadi 3y Jowd slalg o
b2 b 3lgi oo 4 Siiwds (pungidalip o (o (ol
iz 9 (535S sladely alaw 55 (isial (sLladySag)
i Sy g JUal 4V > Jol Jws glalglé siilen
Wbl |y 5948 slodion (59) s adgdzxo Jlasl Cdyld
2ole 9 Sialon piun S pgd Juus sladlg pld il




9 3l o0 lawgin 9 S29S slaglojlw 5o agi az) LSy

(i 03kl LS))J wsylojlw P9 Joi glaJlg 10
..L'IJL)

300 g9 3o ile yidiw slolil hls aS g 50
i g 218 (sleliol s du AS 30nibly o0 6,8 g 4oLy
Cad 3330 (ol 35355 .3iiaud ieS g ol 30,5 b £9>

3=y Juws slodlgnld (b))l g

Plumg - 590l Lol S3g-ds 50 2 )15 Loty uyiaws
= Ae Port jl S g slo g g Share point sl
S -ilid il sad ) 35S 50 03laswl 595 9.0l plovil
JSinn (2l 3929 -3igli g0 Ladaliyy 3udidgaune Casch
il (ol 5559 39142 JLiid 4 Laglejlaw 3o Eacly
il 2193 b (2adlg s 3929 44 L Jobs paed 4

3ol 3929 A 2wy )3 (Groe

4 3593 Wilas da)lidlay Clles siile pgo Wilaags
Cayindy 0pa g )15 AV WMo g ol (gla gy
US 3000 Ae jl Gl Cdiuds ) i Gialjél JLs o
Lodolyp ;3 39290 (slauwl jl (53¢-95 Sloladl g Layl38lay
i (pdo gloddlio » s blis glaw
2 S yild Jloel U Jgl Jowss slaalg ol .38 50 63Lisian
2230 A4S loj 42 9 IS0 Joe gl i (59,
gy IS PI.)._'3| LaIP L Port (43,5 3g3-meo 4 aSuui

Caidls 3929 URL S yilid 3985 1 5 1S9k (slopimunns (ywg a9 sl Jolid a2y LSy wglger S <4 jLi aidiS )
02l L o ol Lol 00 g0 jgua5 UTM saags d)biSy S oo 50 45 Sl (alagmg w jl (s Lgil ol 45
A Slowl sy Jowi glalg 218 sloul 030l ¢lply 3)las 1) p3Y Cacyw Lacubls

slodlg 8 Ll 55 aS pgo AiSS .39 505 ddas Iy SO
A 3595 L caanlitio 63551553 DLl 315 3929 p93 Joaw

ol

UL Transport ¢ Network 4.V ;5 Jgl Juii slalgulé
L abilis gl Lo SSg s 40 bog o POrt g IP (13,5 393
losalivo )8 aS I3 g (sl oSS (g plw Cilos glgil

9 336307 392940 H33LU (50l Moo sl 3505 ,Sg
EL9S (glp a5 351> 35505 ulaus (glaosld g Ladoliy (59, 2
Laglgrld 5L 52,18 4V s (Hise 03uze i plp 5
S gl OSI Jao ;o aliso gladuV jl oslaiwl U
035551 g lomlgo Elgol | JSaid aumwl 03b 3szey Lo

830 QLin |y (Mo iz

3 3985 jl (5,250l g lodtium jI (suuib sl LONGFW
a4 UTM 5 39290 slaylial 51 )b cilosiass,S , las
SSae abaliy dasd J-iiie 395 o yadite (slaygw
Can S8 iz U 3y Sloe Cagyaw g bl 39490 NGFW
b Cawwlio Caspuw 5950 392901L 4S5 3,5 laoy Gl

Sl e gols glaglojlw i

WS 9 (63,8 WleMbl silgi g0 P9 Jai slolg e
pLosil 1) SSL a3l o 13813 5 ,Solr e39.65 31 g Sl
22 U g S ©pab @S phado ) priziad 0
sladlgpld ¢l 5 sgle Lol sulgs ) (63,9,5 (slodoliy
Jloc! | SSL lawgs 6365550y SB35 Sillgi o pgd Jous
U O el IS gl 45 23S Juol> lisabol g 3iS




:35losis 9> Jumi (sladlg pld JolSS 4y yoxin aS Jol Juws slodlgnld slepdgamwl

Keylogg ers _____""‘--\\__

f/

Virus
vaware MALWARE
~_Adwares

Trojan

Bac kdof_r;s_ __,--"'/

F 1

Hacker

ol 1 esliiwl U plaslge ¥ JSiv o
) 9 3iS (50 J23 |y 395 Alas sy
- S (gole (gladiu lawgi 45 aSuuib
U Caaitfgo L g 63,5 3905 (35590 634

DS 50 3925 395> ol Wl ol

o> lodiu p=lgo Lig) ol
wlediuw slasi @ |y Opso (glgixo
dg>94S (5|4.39§4.3 ‘..\..ASUA Eawdii 3Ly
LR oo 55 y50 lgioo

Phishing: Zero-day Attack a ls=jl
slayiun 9 (ocloizl (wiige 9
23S sl 31,8l Ui (gl s Jb—éIP 3]
F25 Doty SMas il plail J=lye

a) Intelligence Gathering
b) Point of Entry

¢) Command and Control
d) Lateral Movement

e) Maintenance

f) Data Exfiltration

0 WMas 3ieds (g ulw Ol
wols lopimus ol 43 45 Jiiwe
UL s (JolS St S (sl
2350 jl dla> 4oy 53 W39
Oiaws 5> SleMbl 133 @olgs Soy
M-S0 69102 9 (lawlih |) pgac
035 910> WileMlol ulwl o Guaw
i alasw g 3985 B3 (A 4
393 WBa U U s o0 Linliél |) 595

WS oy (wpiand
Calize lagby, | Llgie polge

12l 0

Dgauseo 3345 S0 8)laids guio 45 Cawl 43 S I Giw Lo 485 Injection les 1 esléiwl U wg 4bp PSRC e
WD9)10 (wpiand 39320 g (sladolip 4S Gl ¢yl Culwnig SU (gl 3aagi (ol 15y 39 50

©leosls (Ll Jasd) yloj 5o (U9 (cim 4S Sl 031 YL 32> Lol g iloyzeo (laosld Cudyuw aMas g, (uol Jod>
L 359 yo jl cadadlos (gl Laosls (L2 4 dogi by sl 03Li8l Hlas 4 (b glaedls jl Gisy plas s5ld g0 395

YU (22l (2Ulgi aS Cawl (glacaS)yd Jolid diaws ¢l
Wawojl)d Wlaal JolSS g L Causols dusj 5o Lol 1a5)ls
S Ly g 3l03,S S Ol Ao s (55500 Lol
g Sidle plgieay Ailgiigo Liwly ol )3 (orawlio 33

SSGS 3035 9 634S Gl ) gl L

Cawd U Wlsal glyol dbuosj 5 (565 jLuiol S, ¢yl
Togas .33l (g yicdins jLusiol Llsal JolS5 diisj 55 Lol 35l63,g1
bl @y sle 9 3w lhSuidle I 5 SgS oSy ¢l
a8l disn) 5 (guwgamxe Cudpiog (gl @3l I (granlio 305

ol oo sl 0315 Gy YaES Sl 43 i

S ,Slw Gartner Magic Quadrant

Slaol JolSS lise slaybino () sl 3019 9 G,
3 @Sy (bl gl 4S5 Blaal bl a8 g IS
Auwgo lawgi Ciglaio (glo sw)w Olelbl (g,9Lid 4
VL9 duuwge lawwgi WleMbl g0 plowil Gartner
Iy LS, oul> £9-02x0) 63 awnS WljLuiol g Sg-iy g0
PSS 50 s o Ul Bl S 50 bl o

51 3ohenle Lo eyl

s |y (g pinin Oljlaiol sy 95 ;0 3 S, ¢yl

Uinoj ) (sNisw 9 iy e hls Logos g 35l0a,)S
A4 ; )P ‘e e ““.99




wols (clgil Lol aS 3iad o poluais! 395 4 1) U i
L S slagiusy 3lg 9 35,50 B3 |) 63 S S a0

g 03
Ji glalgplé ¢l a5 Gartner Magic Quadrant
03ubo31> L ¥ JSei 53 s i Yol juoliow 50 s

Cawl

Magic Quadrant for Network Firewalls

Al Sy iyl 3

9 Wlaal JolSi (sdinnj 93 0 ;0 Sy jl dicws ¢l
33163,S S 803 A S (54008 jlatiol (oaly>l a8
525 pgw 9 M JHL 4 3)lge) glacS,b Logac

Juniper Networks @

Hillstone Nemu'ks. Barracuda

WatchGueand L

Venustech Sonicwall
mcrms.hi::d.. Sanglorgy ®

H3C
® _

@ @ Microsoft

ABILITY TO EXECUTE

Palo Alto Networks

Check Point Software Technologies
®

L]

Forcepoint
[ ]

COMPLETENESS OF VISION

Source: Gartner (September 2018)

@ Gartner, Inc

¥ S

o OVguamo sl Sy €

3 0w g aSuid glawadled I jUasl Juasl Jluwyl olSeol

SleMbl ¢ 55T gtizees Sbly o eadais Jo Glsy o
3230 gl ay SMS Jluw)l U plicauw Cayudg g dSai
Sy 0 Ylojlw Casial

3yg1ld 5 Sl g (e jUas LSLQPL“ 9 Ll L)JPT
‘oL.u B 69y PSS L 3l 50 [XVAV Iy eIt o&iws
23905 a8l ;5 ol jl |y 45 oS OileMibol Ol so

Al s0 O o Shig S il Ginlidl B ainanV

2 AS by 3ilgiy 4SSl gl 3y Jad laalg il
3L 3o plail (g5 |y g oo 4ibliS Lagi 63ge
L2 OVguame g8lg,s wicbly dibly (ols Lo S
U A9 b g 63 3ol wgldie ulidio U (glodSusd (sl
Cygody (Tgliio sl Sig hl> Siilgise 6355w S,

bl )

30 g 630 ol A5 3bl 0 Ligy 3,90l SO (ghyld
3w ilaio .3jlugo sy ) ASud glocadled sl
Jlosl g Casial paoldo yiden (s3i 315 azgo aisial

g0 (ol glocawliw

&



» 1P SLdls g gasinse Caglgl QOS Jgile jl s
9 WS L8l jodainads AS Sdliso Guigrw ool
U9, S QOS ;Sualuedy Al 0 (590 WSusid (Sing
(639,9 S13) 35U sLigy slaiio (BB 9 955y sl ol
Al oo pimo pugw S b (anadS (29,5 9
540 VOIP U SSH sisle (Lolss g (i (slensy S Vgase

1y Sy Sl (ganzuglgl 4

G2 5l | oxo (Ao a9 SSlgise VPN bl Sy
Cayguody auyiil 3iile ol Vgaso g (coges (Aol i
Sy LSl (g4 35138 Juasio pd 4 padiime
Jgi S J5b 5o el Wyguods VPN JLail lao 5o
3538 50 J-itiie b Gaseid 3 jl gL waig ) Kijey
SO gsixon Site-to-Site VPN sau,S So silbes
9 iyl Gyl jl 35lgicsn oSS0 2 53 95 ol igaselS
riolas LAN lowe aSusd s VPN (Jigs <Su 1 63lisiuwl b
2 LaVPN sloul jl Silusiin o egle 0w 33,5 Juaio
Oljagodi g o Jolepimw 35! lawgi 45 IPsec JSSg sy
(it 25 OpenVPN JSg s j1 3,500 (lusiay aSaidy

S s

vlojpe jgdody oyl JLail pasis I eslaiwl Bl
S)ld dg->9

Dl 50 pauso g Ao I o3laiwl L j-Syatie Cao jide

L0 S 9 (sixiol le.m(_;jifv_"a.wl*w &|9.i| 2 i OBl

Wlojlaw (993 Cadyiial Cusuw 9 Oyun0 (gjlwding) g
Ol «QOS latuwluw Jlacl ;) ogile lgi so ASuils ya0
Ol .3olad s |y 09,5 L 3,8 10 sl (S9pa0 duoguw
Olj0 032Line Jlo 55 (gdmeiuo g (T 1S o3line
il Juog Ly glad (ilg 9 035lasdly g (9pua0 poxs>
il g Jlacl bl Jgilo ol 55 09,575,

o Cagsudg I T Gyguody Ailgi o Glojluw 430
U_n.uSl),g tp.n.ua.u.u (SL.Q)bgAJ (M ‘I).:>| db).\ Lglbu.l}.lSJlS
33,5 gllas VPN Lasl g

9 rSulS UTM (o3lS g pgo lagisn I S
B 8l ) g Uls waline Gl .3ubl e of ()BoguBg
Content slayb)liS 5| XLS g PDF glaciod U (29,5
bl o0 o Filtering: Firewall: IPS: Visited Site

dxbio 5 dladls g CPU Wias (Wl g glddas) Casisg
Seliliso sgile JBB (i e JH Cases

i L glgise quorduing (Jbpsae Joao 4 oglle
b 3aly9 gy 9 Ll (5-sg) (g ISl (s-silgh
Sl S |y

08w Sy b g plijao gasals So) CainMS S, 4S iloj
o dSudh @ (aSad bl b Sylo Sy sisle S i
2 03y 5= dSuh gy I IP S 8595 Wjguody g

35S Jlgs a9l ;5 DHCP

lawgi 45 Ligs DNS Luugyw jl 30lgi g0 aSusd 30
Aoled eslaiwl 33,5 0 4Lyl Dyn-DNS sile (glocs, &

9 Jlg 216 Glolio U (glomo (slodSuss Sy LoVLAN slou

lises Jiuiol (GHolio yu (gjlwla> sl eJa.w So o.)g)’_él

Olojlw (5399 aails 4 |) Culadlxs bjlg;s daw 55 Cagial
] 03-baid)S 4 las 55 ol Lo lises gloduV .34 0
Firewall. IPS.Gateway Antivirus. Content&URL
ol (sloSig = ege I FilteringEmail Security

Sl g0 68w ¢yl

Ay a0 -3l 50 g Capial (ol sladgile Sl (S
b ob-8 g slacwled slgiiee Jgile o2l I esliiwl L

.J_.!l.cj ! ...S

Gy qlojlaw 55 (Sogll jLiwiil Jglaio (slaely jl (Su
N el slos29,35 9 Laisdg,9 (stan 3l so (Suig Sl
gy s0 yUas SMTP g POPY (gloJSig s G2,k

9 (IDS) 3985 yause ini piaaw Blolw 4y jgoxo 0w
L Lailebuw ¢l -3l so (IPS) 39-85 51 (g 3uSituns dilolaw
Wyguody Lol 3985 g dlas I polge glodim (lwlih

glad g (5 Sgke dil,uSiing

Subbse ey dadls o dlobaw 4 jgoeo 0w
il Cagyaw jSasin> Gialj8l egMle Cache v o
(52924900 Cadyiiol daagw g (s9pa0 35b gligs Ol-so 5

D9l so plso)l 4 plojluw gl |y glatas o B

Elg3l 0355 3930 9 Sy ygiilo sl Jgjlo 32 I Jlg 8
Port forwarding :cawl 63 b JuSuis aSuds (glaSudl,i
/ NAT: Outgoing traffic. Inter-Zone trafficc VPN

.traffic. System access




.,

usSbasw |\ JSUb

=l 5l a9 33y Lo 395 i (gole (L8, sandbox

97 1y 393 WhSuhs Coale Jelepimw (ol layxo 5o
RET-%}

\\\ \
74
NO E
XiT
NOT EVEN -~
A DOOR

NOTHING -~
TO SEE HERE

100% SAFE
LY SN
ABSOLUTELY -

035 SoSiun glocun ;Sawl-aS L wig Olxtuo (o)

L;sLAJIJ.}.C Slg>azxo ()9 g Argi {

«m<

sloosliiuwl LS )3 (555J9iS3 wg3Slig) Sy 4 a2 L
Al 830l 3929 i (Slaaagi 9 Dlyblio Yl jl Suse
65899385 pgo slaasLis I Sy lgiedy WleMbl (5 gLid
0j9-> (2l 4 bogp0 Dl 9 ks (Siamns 03218 ol
ol 2l Lislo - iguin g0 50 3u2us 9 38l Ginliél o)lg00
> L g Laylidless o o pl)lS (solaiicl 2 amgo
9 03diSsloul 4 Yhyp)lS 4 3950 (Rlaan Sl g Lass
Gl (pSao (b I .35yl slaiel Lagl GBsinsdewgi
U y9-+2xe Azeaiy g Ml ALl L 3lg-e ol A )8
lawgi plgis A4S (g Il 4 5L ol taigd Lol i eslaiuwl
locas ;Sewl g Laas «Lm)béllo)i 0395 Uyseo g 0391 I o

3150 39299 35S Juols> (ylisalol

sandbox & y=i -\ <

9 Jolepimum 4 guwy wuwl I (589l jglaiedy
S ol oabi bbb gilil Wl o 39290 slayldles
SoSino sloyli8ley gh2l g |y o3 blas (oo
Sl Jolepims 43 (2y0 35 50 L g9 riniilhs 4
9 Louwg g il (+Sp 0 45 gl laymo ol iS00
L i Jlaww pLb 039 50 030Lik0 j (ol glodiow
So slaul U sandbox .og- g0 4islioh sandbox les
ol SoSiine (18 (cwpians jl @ilo sauibblas lassxeo
O o jgdbindy Jolepiomw ol glagiusy
Olgiedy 39 50 Laijlasg (03,5 s9iuile 9 i Wlaylais
hidden cJl> 595 (13,5 (leis sl Lagwg 19 (5 igas
pladl jestag registry ;3 ( iz (g )ua L 9 35)l5 (250 Ly
9 task manager 4 ;IS wjyiwd (i Loyl jl (Sp
5lgi )8 U iS50 d93ame - |y registry editor
2 4S5 2 39 g 19 SIS I gle g 3S 2l | Loyl
s 9 030Liuo (g9 (2lawliud gl 0L slaol,
registry ;5 )5 Wloulaisi sglledy g 6390 task manager
G )8 a1 @lo Gug g 4T puy g g0 0)usd
UlSuLsS Wlidac 4 9 394 L2l 639wl Slgigse g9 Loyl
bl Ay gl Caunl g0 Gl Al .32 dolsl 395
loozs 53 45 siloasin >l (5)9d0 Lajlidlay jl (Sp 4S5

ouSUiuw Elgil -¥ <

wiw) 93 A ( ASygloy 3, Slac 8925 Luliwl jo L GUSLiw

Ay




pobais! jl eslaiwl U auline jgdody igais 50 )21 9 uas
Ol SO 4 ;)5 eicwuuw Jli8lcasw I (s ool
Wi (pol laazxo ¢l 3 g0 Sloul |) ol (auxo (55l
2lCud93x0 AlgT 0 )8 ylaise Wlaalaii g Lajlu 4
Oloalail dy (cwyiand 53 aSgSiio 2B L 13810y sl
U sl (2 (5399 6391 Wjguo ;3 Ui 35S sloul Gulins>

Sowys )8 LV SNV

unSgid 3 eslaiwldyge Virtualbox jl (glasges auss
Bilexe Jolepims SO il ol 4S5 (e (20 bl g0
oslaiwl jLiisjge ool laxe slaul Cager S puSgin)
) )il 2l chrome asows laaso jl (lod ¥ JSCi 35S 50

S 0 ol

i IIllIIIIIIIIIIlII]IIlIIIIIlII[IIb‘ ‘ :

ANANANNY

Ml A4S sl 900030 LopuSlsiow g9 ol ) 692
29w Jl8Icasew jl (S0 Caound (uShiow 6325l
(Virtual Machine) (gjlxo ¢yuiilo SO Sloul (gl |) 395
J=2B glogwyians (gjloxe padilo il 3230 yauass
) 9 6355 glad piww ol Slagdail 4 | SgSine
GouSbdicw 35l 00 SoSiie J2B la)lidy (s
FS Jolepivmn (59) 2 JSlpsi SO Lyguody AS (W

oW (glouSbsiaw -\-Y <

osSLsiow 44 plgise 39290 SUMSLLiw ) itigazo
Browser in the Box w,lic os.b oligS 4S5 BitBox

290 8l UolS jelody QuSLsiw (1l 3905 &)Ll 3y 0
ol 03 (2o (auSLaiuw laaxo ;0 g

Lu it g 03 Firefox g Chrome gg5 93 (ghls ,l3-81p55 o0l

Info: +49 631 959 86- 0
Fax +49 681 959 86 - 500
Email:
cybersecurity@rohde-
schwarz.com

chrome asuuws BitBox uSbaiw lasss ¥ (JSub

35930 4 loga 0 ilaylais plel i (bo jl g iS50 39l
Oabalia 135550 05453 g5 4y bogy 0 Aibigy 3 |y )5 o
alos jl Cwl j3L8 (VU 3> U Il ol easS glgiso
35S (658l g 490 G2l I SIS Eiw 4 Layliélsy
Cawl J)lﬁ (CA.A.D“L? (5)'..\.6.0 JI)S'PJJ C)‘.’l o-=x=> ‘lS.A.).l Ll LJS »
9 63905 o8> 9295 U Hlado Ui ly )8 (0925 oo y>

)l a5 (yguas wline WMo U lagyi jl 1y )8

ol 23 50 Lauseiisi |y 6391 3)lg.0 wJolepimw g Ladoly
JolS 5 galo liS S 5 |y Lol oba

S 50 Sl g 5u913)S

oy

S50 1S 0340l 15950 55 1 i yglody 13815
Wi |y Firefox g Chrome (glo,S)9,50 Silgi s0 338 (i
S oslaiwl o Lol jl g 3l aiils 395 i (59) 2
4S5 35S 50 ol ) Cabld (il ;0,8 (gl BitBox LuSUaiaw
S 3 1y 3ls plovil ;55950 S L plgipse 45 (oS ples

RV-L) PL::ul ool oo
ilome gy Soy 5> g @b jl ) Lald (i il -l

OIS 4293 390 Tl 4 (aMT glauSsiow j1 ;505 (S

bl 0 JOESecurity GuSUsiaw aawl 4id)S),8
33 8395 WolS 9oy Iy LaURL g Lauld GuSUsiow ¢yl
S8y 03 sgisilo Ly g 03, Lol 63 ),iS lauxo So




JOESecurity

Deep Malware Analysis

Analyse Malware

in a Depth
Previously
Not Possible

Unleash the power of

deep malware analysis

to your CERT, CIRT, SOC or IR team!
Fully automated,

no manual analysis required!
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JESandbox

Lets end-users analyze

suspicious e-Mails automaticalby
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Fine grained Hyprid Code Analysis

JOESandbox Class

Similarity Analysis and Clustering
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Hybrid Decompilation
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Deep Malware Analysis

COVID19 & m Hawkeye # FormBook # LokiBot Phisher &
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3> Upload Sample @ Browse URL (IE) @ Download & Execute File [ Hew ] Command Line

Choose file(s)

max. 100mb

n Make sure to use the original sample name.
Do not rename samples!

) comments

@ Execution / Run Time

30 sec 120 |+ 500 sec

@) static Analysis only

Perform only a static analysis. No dynamic analysis is performed.

@) Auto Analysis System Selection

[ Chooses the best matching systems based on the file extension of the submitted sample
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» Windows Pro (or Enterprise)

« Hardware virtualization

» AMD64 architecture

« 2processor cores minimum (4 cores with hyperthreading is recommended )

* 4GB of RAM (8GB is recommended )

» 1GB of HDD space (SSD is recommended )
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