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typedef struct _COMPRESSION_TRANSFORM_HEADER
{
ULONG Protocolid;
ULONG OriginalCompressedSegmentSize;
USHORT CompressionAlgorithm;
USHORT Flags;
ULONG Offset;
} COMPRESSION_TRANSFORM_HEADER, *PCOMPRESSION_TRANSFORM_HEADER;

typedef struct ALLOCATION_HEADER
{
/..
PVOID UserBuffer;
/..
} ALLOCATION_HEADER, *PALLOCATION_HEADER;

NTSTATUS Srv2DecompressData(PCOMPRESSION_TRANSFORM_HEADER Header, SIZE_T TotalSize)
{
PALLOCATION_HEADER Alloc = SrvNetAllocateBuffer(
(ULONG)(Header->OriginalCompressedSegmentSize + Header->Offset),
NULL);
If (1Alloc) {
return STATUS_INSUFFICIENT_RESOURCES;

ULONG FinalCompressedSize = 0;

NTSTATUS Status = SmbCompressionDecompress(
Header->CompressionAlgorithm,
(PUCHAR)Header + sizeof(COMPRESSION_TRANSFORM_HEADER) + Header->Offset,
(ULONG)(TotalSize - sizeof(COMPRESSION_TRANSFORM_HEADER) - Header->Offset),
(PUCHAR)Alloc->UserBuffer + Header->Offset,
Header->OriginalCompressedSegmentSize,
&FinalCompressedSize);

if (Status <0 | | FinalCompressedSize != Header->OriginalCompressedSegmentsSize) {
SrvNetFreeBuffer(Alloc);
return STATUS BAD_DATA;

if (Header->Offset > 0) {
memcpy(
Alloc->UserBuffer,
(PUCHAR)Header + sizeof(COMPRESSION_TRANSFORM_HEADER),
Header->Offset);

Srv2ReplaceReceiveBuffer(some_session_handle, Alloc);
return STATUS_SUCCESS;
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Starget_dir = “uploads/";

Sextension = pathinfo(S_FILES[“fileTollpload”][“name"],PATHINFO_EXTENSION);
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echo “File is an image - “. Scheck[“mime"]. “.";
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}else {

echo “File is not an image.”;

SuploadOk = 0;
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if(SimageFileType = “jpg" && SimageFileType != “png” && SimageFileType != “jpeg” ) {

echo “Sorry, only JPG, JPEG, PNG & GIF files are allowed.”;

Supload0k = [;
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if (S_FILES[“fileToUpload"][“size"] > 500000) {

echo “Sorry, your file is too large.”;

SuploadOk = O;
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if (file_exists(Starget_file)) {

Sappend ="' . time();
Starget file = str_replace(’.’ . Sextension,Sappend . *." . Sextension, Starget_file);

SuploadOk = O;
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Suploadedimage = new Imagick(SuploadedFile);
Sattributes = Suploadedimage->identifylmage();
Sformat = Simage->getlmageFormat();
var_dump(Sattributes, $format);

} catch (ImagickException Sexception) {

}
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if ( SuploadOk ==0) {
echo “Sorry, your file was not uploaded.”;

}else {
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if (move_uploaded file( S_FILES[“fileToUpload"][“tmp_name"], Starget file) ) {
echo “The file “. basename( S_FILES[“fileTolpload”][“name"] ). “ has been uploaded.”;

}else {

echo “Sorry, there was an error uploading your file.”;
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1. Understanding Incident Response
2. Managing Cyber Incidents

3. Fundamentals of Digital Forensics
4. Collecting Network Evidence
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6. Forensic Imaging

7. Analyzing Network Evidence

8. Analyzing System Memory

9. Analyzing System Storage

10. Analyzing Log Files
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12. Malware Analysis for Incident Response

Digital Forensics and Incident
Response - Second Edition

An understanding of how digital forensics examining volatile memory through to
integrates with the overall response to hard drive examination and network-based
incidents i evidence. As you p . you'l discover

y g
organization's infrastructure from attacks. This  the role that threat intelligence plays in
updated second edition will help you perform  the incident response process. You'l also
cutting-edge digital forensic activities and leam how to prepare an incident response
incident response. report that documents the findings of your
After focusing on the fundamentals of Pt FRINRY. IRt ¥a setfoiin ceny
Al foruaing on e U amenta)s o response actvities, the book will adcress
information securty team,youll move on to.  MaNare anaysis,and demonstrate how you
exploring the incident response framewrk.

can proactively use your digital forensic skills

From understanding its importance to n threst hunting

creating a swift and effective response to By the end of this book, you'll have learned
security incidents, the book will guide you how to efficiently investigate and report
with the help of useful examples. You'll unwanted security breaches and incidents
later get up o speed with digital forensic in your organization.

techniques, from acquiring evidence and
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configure terminal

ip access-list extended Port-Filtering
deny icmp host 192.168.1.10 host 192.168.2.10
deny tcp any any eq 443

deny tcp any any eq 993

deny tcp any any eq 137

deny udp any any eq 135

exit

interface fastEthernet 0/0

ip access-group Port-Filtering out
exit

Port Security 4
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osliwl MAC Gu)dT SO 5l 32)5 50 3gubs0 bl g 40 (595 12 (obais] Sygiods (Siig oo
MAC u)ol SOl w40 Lo Oyga0 ol 4o 2GS solaiwl (gjls uble jl aSol ;S50 35S o0
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enable

configure terminal

interface range fastEthernet 0/1-2,fall/3
switchport mode access

switchport port-security

switchport port-security mac-address sticky
switchport port-security violation restrict

switchport port-security maximum |
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U;mel.lo} 5l 6Sela gl CabB ¢yl L35S oo ,ilud g J)US El63,S sloul aS SleMbl UL Gulwl
oslasiwl el Lgis ayga O 4 Juasio Lo A4S Wjguo oyl 4 ol \,au.ub.o ol IP Spoofing

Interface 5,lg 036 Lasiiw Source IP L a5 (Sl 0 9 wubls slgs |) saubyasine IP
S sl Drop sgub

enable

configure terminal

ip source binding 111111111111 vlan 1192.168.1.1 interface
fastEthernet 0/1

ip dhcp snooping

ip dhcp snooping vlan |
interface fastEthernet 0/1

ip verify source port-security

exit

Unicast Reverse Path Forwarding 1

aASud Gl Giulel gl Routing laasud ;5 Unicast Reverse Path Forwarding L URPF
0932 1) (38L,S i ;0 49 4 9 el jloxout sl oo, 9 IP Spoofing jl (s ,2S9l> o
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Forward |, ol pslgi se LT g Destination IP StuwlxS diun ¢l Suadio aS auS 0 JI§gaw 395 5l
) i g 2S00 855 395 Routing Table a4 59, (bl Aiwn o 352U e U Ly 451 .0iS
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enable

configure terminal

ip cef

interface fastEthernet 0/0

ip verify unicast source reachable-via rx

exit



( Virtual local area network {
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enable

configure terminal

vlan 2

exit

vlan 3

exit

interface fastEthernet 0/1

switchport mode access

switchport access vlan 2

exit

interface fastEthernet 0/2

switchport mode access

switchport access vlan 3

exit
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enable

configure terminal

interface fastEthernet 0/a
spanning-tree bpduguard enable

exit

Root Guard ﬂ
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enable

configure terminal
spanning-tree vlan | priority 8
interface fastEthernet 0/4
spanning-tree guard root

exit

DHCP Snooping ﬂ
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enable

configure terminal

ip dhcp snooping

ip dhcp snooping vlanl
interface fa 0/1

ip dhcp snooping trust

ip dhcp snooping limit rate 10
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enable
configure terminal
line vty 0 4

exec-timeout 30 0

SNMP
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enable

configure terminal

snmp-server community apa ro NAME

access-list NAME permit 192.168.1.1

SNMp-SEFVEr Qroup apa-group va3 priv

Snmp-Server user apa-user apa-group v3 authentication sha 1234 priv aes 256 1234

snmpUOserver host 192.168.1.1 version 3 priv apa-user

SNMP
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File outputDir = this.getCacheDir();

File outputFile = File.createTempFile("prefix”™, "extension”, outputDir);
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1 private static byte[] encrypt(byte[] key, byte[] input)} throws Exception {
2| SecretKeySpec skeySpec = new SecretKeySpec(key, "AES");

Cipher cipher = Cipher.getInstance("AES");

cipher.init(Cipher.ENCRYPT_MODE, skeySpec);

| byte[] encrypted = cipher.doFinal(input);

& | return encrypted;

7|}

private static byte[] decrypt(byte[] key, byte[] encrypted) throws Exception {
Secretkeyspec skeySpec = new SecretKeysSpec(key, "AES");

Cipher cipher = Cipher.getInstance{ AES");

cipher.init(Cipher .DECRYPT _MODE, skeySpec);

byte[] decrypted = cipher.doFinal{encrypted);

return decrypted;

}
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SharedPreferences prefs = new SecurePreferences(context, "userpassword”, "my_user_prefs.xml");
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<string name="AlgCQgn73UoB4AR " >k73t1FVNYsPshll19ztma7Us

< /map>»
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private static boolean isRooted() {
return findBinary(“su");

3
public static boolean findBinary(String binaryName) {
boolean found = false;

if (!found) {

String[] places = {"/sbin/", "/syvstem/bin/",
“fsystem/xbin/", "/data/local/xbin/",
"fdata/local/bin/", "/fsystem/sd/xbin/",
"fsystem/bin/failsafte/", "/data/local/"7};
for (String where : places) {

if (new File(where + binaryName).exists()) {
found = true;

break;
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return found;
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android {

buildTypes {

dev {

minifyEnabled true // enables ProGuard

proguardFiles getDefaultProguardFile( ' proguard-android.txt"), 'proguard-rules.pro’
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buildscript {

dependencies {
classpath ‘:dexguard:’
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buildscript {
dependencies {
classpath ‘:dexguard:’
}
}
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android {
buildTypes {
debug {
proguardFile getDefaultDexGuardFile('dexguard-debug.pro’)
}
release {
proguardFile getDefaultDexGuardFile('dexguard-release.pro’)
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Intent intent = new Intent(Intent.ACTION_ SEND);
intent.setPackage("com.test.package");
sendBroadcast(intent);
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